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Abstract—Current solutions to address cybersecurity threats
take a siloed approach. Such a siloed approach favors attackers
who share exploits with one another. The paper argues that cybersecurity threats are best addressed through open source
projects that combine the shared expertise of security experts. To
this end we develop a tool for assessing the value of open source
projects and then apply it to examine how cybersecurity threats
can be addressed through open source projects. This article will
be relevant to organizations and government agencies who need
to ensure that their networks are safe from cyberattacks, cyberse curity service providers, and to researchers interested in the intersection of open source and cybersecurity.
Keywords—open source; business models; value creation;
modularity; trust; cybersecurity

I.

INTRODUCTION

Companies have become dependent on data and networks.
This makes them increasingly vulnerable to cybersecurity
threats. Current solutions to address cybersecurity threats take a
siloed approach. This puts companies at a disadvantage over attackers: while attackers are known to share security exploits
with one another, companies have been rather secretive about
threats faced and their approaches to deal with them. This poses
a dilemma for companies: by disclosing security attacks they
risk their reputation, but can also learn about security threats and
possible fixes from others; by not disclosing, it will take them
longer to learn about about new threats and how to address
them, giving attackers more chances to launch exploits.
In this paper, we argue that cybersecurity threats are best
addressed by open source projects through which companies
can share their knowledge about security vulnerabilities and
expertise on fixing them. To this end, we first examine how
companies derive value from open source projects in general,
and create a tool that they can use to assess the value of an open
source project. We then apply this tool to make our case that
companies are better off addressing cybersecurity threats
through open source projects rather than by pursuing individual
solutions. In short, the approach of the paper is to identify how
open source projects create benefits, and then to apply those
lessons to deduce how cybersecurity challenges can be better
addressed than in the current siloed approach. We provide evi-

dence for the this approach by reviewing existing efforts towards an open source approach to cybersecurity.
In the sections below, we first identify the value drivers for
open source projects and review how companies can engage
with open source projects. We then present a tool for assessing
open source projects that combines the value drivers and levels
of engagement, and illustrate its use with examples from existing open source projects. Subsequently, we show that the tool
allows us to argue that cybersecurity threats should be addressed
through open source projects. The paper rounds up with a set of
conclusions and suggestions for future research.
II.

VALUE DRIVERS FOR OPEN SOURCE PROJECTS

Open source software has become an integral part of com mercial software development [1]. In the past, open source
software development was considered to be driven by volunteer
effort. Yet, today, the majority of contributions to open source
projects are made by developers paid to contribute. Many businesses now incorporate open source into their product or service
offerings. While it is understood that companies need to engage
with open source projects as part of their strategy [2], it is not
understood how a company can assess whether it is deriving
value from an open source project, i.e., how it can most benefit
from the project.
To explore the drivers of value we draw on recent insights
by Schmidt and Keil [3] that advance resource-based theory.
The resource-based literature posits that superior performance
over other firms is a direct result of the access to and use of su perior resources [4][5][6]. However, the value of a resource is
defined in terms of ex-post outcomes, i.e., after the performance
of the resource is already known.
Schmidt and Keil [3] develop a theory that identifies the exante conditions under which firms attribute value to a resource.
They highlight the crucial difference between the ex-ante value
of a resource (i.e., value before a decision to acquire or build the
resource is made) and the ex-post value of a resource. Schmidt
and Keil also identify four conditions that make a resource
valuable to a firm ex-ante: i) the firm’s ex-ante market position;
ii) its ex-ante resource base, which allows for complementari ties; iii) its position in inter-organizational networks; and iv)
the prior knowledge and experience of its managers.

TABLE I.
Level of
engagement

TOOL FOR ASSESSING OPEN SOURCE PROJECTS.
Value driver

Increase spread

Increase demand

Increase complementarity

Increase privileged
information

Use

Reduce cost of
development

Develop new features
quickly to attract
customers

Monitor technological
trends

Contribute

Reduce cost of providing
standard features

Make company's product
Create plug-ins into other
more attractive by
products
including standard features

Allocate developers to
subprojects

Champion

Attract community
contributions to project

Reduce cost of acquisition
for customers
Allow customers to trial
product

Nurture the community
Attract third party features
and services

Collaborate

Reduce cost of creating
shared assets

Create a common platform Jointly create new markets Learn from one another
for products

Attract third party features
and services
Define ownership of
contributions
Donate initial code for the
project

least some of the open source projects. Given that projects were
at distinct stages of their development, and focused on different
levels of engagement, not all actions would be applicable to
any given project. In the next section, we provide examples for
using the tool on two specific projects.
Below, we provide a rationale for the tool organized by
level of engagement. Note that we could have, equivalently,
organized the support for the tool by value driver. This is not a
presentation of the open source engagement model itself, but a
way of grouping the rationale. We noticed that while companies
would focus on different stages of the engagement model, they
would perform actions across the range of value drivers.
A. Actions available at the Use level
Reusing components from open source projects helps a
company shorten the time it takes it to create the first version
of a product and keep its development costs low [1].
For example, the initial version of the BigBlueButton open
source web conferencing system was built by combining 14
different existing open source components [1]. This approach
kept the cost of developing the initial system low and sped up
the creation of the first version (increases spread). It helped the
lead developer of BigBlueButton demonstrate the feasibility of
building such a system and attract customers as well as
contributors to the project (increases demand). However, bootstrapping also increased the complexity of the software and
breadth of knowledge needed (decreases spread).
The impact of reusing open source components on spread
and demand has been documented in Riehle's [11] study on the
economics of open source. System integrators sell a solution
that comprises hardware, software, and services. Money saved
on software licenses by using open source components increases the revenue from services (increases spread). By
reducing the cost of software acquisition an integrator can also
bid for its services at a lower price and increase the potential
number of customers (increases demand).

Increase judgement

Access to a pool of
talented developers

Access to a diversity of
skills

When a company uses open source components, an additional benefit is that it allows the company to monitor for
technological trends (increase privileged information). New
technologies often first emerge in experimental open source
projects, and thus observing open source projects can provide a
company with early information on technologies that may impact its own products' roadmap.
B. Actions available at the Contribute level
By contributing to an open source project, be it code, people, or money, companies achieve three goals: i) they build
trust with the community, ii) they influence the direction of the
project, and iii) they demonstrate their depth of competence
[1][10][12]. Often these contributions are made in specific areas
of expertise that most benefit the company. For example, IBM,
HP, and Sun (before their acquisition by Oracle in 2010) all
contributed to the development of the Mozilla Firefox browser
[13]. Their contributions consisted of code that made Firefox
compatible with their Unix-based workstations.
By adapting an open source project such as Firefox to make
it compatible with its own operating system, a company like IBM
can leverage the investments that have already been made in the
open source project by others. Furthermore, by contributing
any improvements made back to the open source project, the
project will be better aligned with the company's needs, reducing
future porting efforts [1]. These actions achieve two goals: they
reduce the cost of providing a feature (e.g., web browser) that
users expect (increase spread), and make the company's product (e.g., operating system) more attractive to potential users
(increase demand).
The integration of a standard web browser into a vendor's
proprietary operating system also illustrates complementarity.
Vendors of Unix-based workstations needed the Firefox web
browser to make the workstations attractive to users more familiar with PCs [13]. Blindside Networks has created a plug-in
into the Learning Management System (LMS) Moodle that allows Moodle course authors to start and record BigBlueButton

conferences. Third parties have subsequently also written plugins into other LMSs. Both actions lead to increased sales of services around hosting LMSs with BigBlueButton conferencing
capability (increase complementarity).
C. Actions available at the Champion level
When a company initiates its own open source project, it
does so in order to create an ecosystem of stakeholders around
the project. Its focus is no longer on improving development
efficiency as at the previous levels of engagement, but on dis covering new ways of capturing value from products or ser vices built around the project [9].
In order to attract outside contributors, a company needs to
create and build legitimacy with a project community. Practices
to build legitimacy include: i) giving to the community (e.g.,
free support), ii) clear assignment of ownership over contribu tions (property rights), iii) clear processes for making contribu tions, iv) transparency of decision making, and v) not treating
community members as prospects [14].
External contributions are not limited to code, but include
users and adopters of the open source project [15]. Users that
employ the project outputs internally will increase the project's
installed base. Some users will become adopters and integrate
project outcomes into products and services, leading to the creation of complements (increase complementarity) and advocacy
for the project (increase demand).
Finally, some adopters will become contributors and
contribute advances to the project technology back to the
project, and thereby reduce the cost of development (increase
spread). Non-technology contributions such as bug reports and
feature requests also come from users and adopters (increase
privileged information).
By offering their core product at zero cost, project champions appeal to cost-sensitive customers [16]. A low-price strategy reduces the cost of software acquisition for customers and
increases the number of customers the project champion can
sell to (increase demand). Note that open source software can
also be downloaded and tested before customers make an
acquisition decision. This trialability decreases marketing cost
(increase spread) and reduces demand risk [16] (increase demand).
By opening up a part of its product by releasing it as open
source, a company can gain wider adoption of its product (even
against larger incumbents) and can sell proprietary complements (e.g., support services, training, specialized hardware) to
adopters [13][17]. While the open source product itself is difficult to monetize, stakeholders can charge for products or services that complement it (increase complementarity). The creators of the BigBlueButton web conferencing system sold addon modules such as desktop sharing to business users. These
paid features met the needs of users willing to pay to have them
added to the web conferencing system.
Third parties also create products that complement the open
source product. Good examples are commercial plug-ins sold
for OpenOffice or Moodle (increase complementarity) [18]. The
ecosystem of third parties includes all stakeholders that benefit
from the champion's presence, e.g., providers of support ser-

vices, publishers, educators, and partners who add specific
capabilities to the base product [16]. For example, an ecosystem
of partners has evolved around the BigBlueButton project that
increase scalability of the system, integrate the system with
other products (e.g., LMSs), port it to other platforms (e.g., Android), and provide internationalization.
Finally, running an open source project gives a company
access to a pool of talented developers [16]. Companies like
MySQL and JBoss (now RedHat) are able to recruit developers
from contributors to their projects [16]. These developers are
self-selecting when they join the project, and have requisite
skills and experiences to advance the project [8]. Before making
a hiring decision, companies already have a good record of the
potential hire's contributions. By the time they are hired, these
developers will also already be very familiar with the project
(increase judgement).
D. Actions available at the Collaborate level
By collaborating, stakeholders can achieve outcomes that
no single stakeholder could achieve on their own [19]. When
stakeholders jointly develop non-strategic assets as an open
source project, each stakeholder can incorporate those assets into
its own projects. Good examples of open source projects that
achieve this are Linux and Eclipse. Both receive a majority of
their contributions from companies that otherwise compete
with one another, but use the project as a common platform.
Participating stakeholders can optimize the use of their limited resources by pooling them with other stakeholders to
jointly develop a common stack of open source assets that the
stakeholders can then all build on to develop their individual
products (increase spread) [17][13]. The time it takes a
stakeholder to develop a product based on the open source
project decreases with its level of contribution to the project
(better alignment between the shared assets and its product) and
with increased trust between the stakeholders (lower overhead).
It also decreases with the number of stakeholders, provided that
the project is suitably modularized [20].
The members of the Eclipse project develop common assets
(e.g., code generation tools) that each of them requires, but
that, on their own, do not create value for their customers.
Developing such assets, nonetheless, requires them to dedicate
resources. All members win by sharing those development
costs with other members, and focus on areas of differentiation
[17].
The project is a container for non-differentiating, shared
assets (e.g., code, documentation) that stakeholders do not want
to duplicate. This common platform allows stakeholders to
focus on creating differentiating features for their products. The
wider the scope of the shared assets, the wider the range of
products that can be developed (increase demand) [17].
The Eclipse project encourages companies to incorporate
shared assets into their own products [21]. Eclipse provides
extension points through which developers can extend the
Eclipse code base [18]. Over time, Eclipse project assets grew
in diversity from core components for an integrated
development environment to include components that could be
applied across a range of application domains, as well as a
variety of vertical solutions for specific domains [20].

TABLE II.
Level of
engagement

APPLICATION OF THE TOOL TO THE ECLIPSE PROJECT.
Value driver

Increase spread

Increase demand

Increase complementarity

Increase privileged
information

Increase judgement

Use
Contribute

Reduce cost of providing
standard features

Make company's product
more attractive by
including standard features

Champion

Attract community
contributions to project

Reduce cost of acquisition
for customers
Allow customers to trial
product

Collaborate

Reduce cost of creating
shared assets

Create a common platform Jointly create new markets
for products

Allocate developers to
subprojects
Donate initial code for the
project
Define ownership of
contributions

By adding assets to the common platform, stakeholders collaborate on the creation of new markets. The more products are
being developed using the platform, the more attractive it becomes for complementors, stakeholders that develop ancillary
products that expand the market for the platform, to introduce
new complements (increase complementarity) [22].
Many of the contributors to the Eclipse project make their
money from selling commercial ancillary extensions to the base
platform. For example, IBM sells the WebSphere application
server as a more scalable, professional version of the web
application components include with Eclipse, and SAP uses
Eclipse as the basis for its NetWeaver suite of development
tools and as entry point to the SAP tool suite.
By collaborating with other stakeholders, stakeholders gain
access to privileged information. The more stakeholders there
are in a project, and the greater their diversity, the greater the
volume, variety, velocity, and veracity of privileged information
will be (increase privileged information).
The Eclipse project is structured as a collection of interconnected subprojects [20]. Each subproject has its own project
champion. Stakeholders that engage in multiple subprojects can
gain access to knowledge, skills, and talent through those
projects at lower risk than if they conducted the research themselves. In the Apache project there is also a significant flow of
information and people between projects [23].
Skills and knowledge required for complex development
project (e.g., infrastructure projects such as operating systems)
are rarely available within one stakeholder, and stakeholders
need to collaborate to gain access to specialist skill sets.
Stakeholders can get also access to a greater variety of skills,
i.e., multiple ways to address problems, through collaboration
(increase judgement). As noted earlier the Eclipse project grew
in diversity [20], and thus the project was able to support more
complex tasks that require deep domain knowledge.
V.

EXAMPLES OF USING THE TOOL

We assess two examples of open source projects using the
tool: one in a big company (Eclipse), the other in a small
company setting (BigBlueButton). Both projects are headquar-

Nurture the community

Access to a pool of
talented developers

Learn from one another

Access to a diversity of
skills

tered in Ottawa, Canada. The stakeholders and the value they
derive from the open source project are very different.
Table III summarizes key attributes of both projects. Setting
refers to the type of stakeholders involved (big company/small
company). The project initiator is the company that initiated the
project. Project size refers to the number of stakeholders involved in the project (large/small), and control indicates
whether project decisions are made jointly by the stakeholders,
or by a single stakeholder (shared/hierarchical) [24].
Table II shows the application of the tool to the Eclipse
project (www.eclipse.org). Eclipse is a project focused on
building an open software development platform [25]. The
Eclipse project started as an internal project at IBM that was
spun out as an open source project in 2001. Initially, the Eclipse
community was mainly driven by IBM. With the creation in
2004 of the Eclipse Foundation as an independent, non-profit
governance body, IBM relinquished its control over the project
and allowed other players, including its competitors, to become
equal members of the project [26].
TABLE III.

KEY ATTRIBUTES OF THE OPEN SOURCE PROJECTS.

Attribute
Setting

Eclipse

BigBlueButton

Big company

Small company

Project initiator

IBM

Blindside Networks

Project size

Large

Small

Control

Shared

Hierarchical

Table IV applies the tool to the BigBlueButton project
(www.bigbluebutton.org). BigBlueButton is an open source
web conferencing system. The project was initiated in 2007 at
Carleton University and shortly thereafter spun out into a
company, Blindside Networks, that leads the project. Blindside
Networks has created an active community of contributors
around the project [14]. However, unlike IBM in the case of
Eclipse, it maintains control over the direction of the project
and supplies the majority of contributions. External
contributions increase scalability of the system, provide
interfaces to other products, help port the system to other platforms, and provide internationalization.

TABLE IV.
Level of
engagement
Use

APPLICATION OF THE TOOL TO THE BIGBLUEBUTTON PROJECT.
Value driver

Increase spread

Reduce cost of
development

Increase demand

Develop new features
quickly to attract
customers

Increase privileged
information

Increase judgement

Monitor technological
trends
Create plug-ins into other
products (e.g., LMS)

Contribute
Champion

Increase complementarity

Attract community
contributions to project

Reduce cost of acquisition
for customers
Allow customers to trial
product

Attract third party features
and services
Define ownership of
contributions

Nurture the community
Attract third party features
and services

Access to a pool of
talented developers

Collaborate

The actions in Tables III and IV were selected from the ac tions in Table I. Each table should be considered a “profile” of
the open source project in question. It contains the actions from
that were taken by the stakeholders involved in the open source
project. The stakeholders' activity was derived from the litera ture on each project as well as from direct interaction of the researchers with key members of each of the project.

networks, and thus cybersecurity. He calls for companies to
share the risk in building a cybersecurity defence by taking a
collaborative approach, in which companies share expertise
and threat intelligence. His rationale is that addressing cybersecurity challenges jointly, rather than operating in “silos”, will
allow companies to build more powerful defence mechanisms
against attackers.

An assessment should begin by identifying the level(s) of
engagement with the open source project. In the case of
Eclipse, IBM and other contributors focused their engagement
on the last three levels, whereas in the case of BigBlueButton,
Blindside Networks focused on the first three. Correspondingly,
the emphasis in the Eclipse project was on actions related to
creating a common platform of shared assets, while the
BigBlueButton project emphasized community creation and attracting complementors.

Ackerman [28] documents different means for companies
to collaborate: special interest collaborations, cybersecurity
bounties, and shared threat intelligence. These efforts harness
the shared expertise of a community of stakeholders, and allow
stakeholders, who individually do not have the necessary skills
and financial resources, to detect and address critical vulnera bilities to improve their cybersecurity defence.

The actions are, by necessity, only templates. As appropriate, the actions should be made more specific when assessing an
open source project. This is what we have done when assessing
the potential of open source projects for addressing cybersecurity threats (see Section VI).
VI.

TOWARDS AN OPEN SOURCE APPROACH TO
CYBERSECURITY

In this section, we apply the tool for assessing open source
projects developed in this paper to examine how cybersecurity
threats can be addressed through open source projects.
As stated earlier, the siloed approach to addressing cybersecurity threats puts companies at a disadvantage vis à vis attack ers. While attackers are known to share security exploits with
one another, companies have been rather secretive about threats
faced and their approaches to deal with them. Known modes of
collaboration among attackers include [27]: crimeware-as-aservice (e.g., rental of malware), pay-per-install or pay-per-in fection, crimeware toolkits, brokers that act as a trusted
intermediary between sellers and buyers of exploits, and data
suppliers (e.g., of password lists).
Some have called for companies to collaborate in dealing
with cybersecurity threats [28][29][30]. Ackerman [28] argues
that every aspect of business has become dependent on data and

Shiffman and Gupta [29] argue for the creation of a cybercommons where stakeholders organically establish rules that
regulates behavior in cyberspace via a bottom-up or collective
approach, quite unlike a centralized approach where rules are
imposed in a top-down manner. In a cybercommons collectives
of security experts organizes themselves to address security
threats. It falls to institutions (known as keystones in an
ecosystem [19]) to provide the space where security experts and
other stakeholders can build trusted relationships and interact.
The Conficker Working Group is an example of the bottom
up approach to cybersecurity [29]. Conficker was a computer
virus that spread rapidly and was particularly difficult to trace.
A group of computer security experts with different affiliations
formed a voluntary community, the Conficker Working Group,
in order to pool threat intelligence and expertise [28]. The effort
was also noteworthy because of its collaboration between private and public organizations in different regions of the world.
In his review of current internet security policy, Schmidt
[30] makes a case for “open security” to be provided by nonstate, global, user-serving, more accountable actors instead of
traditional public-private partnerships and closed-door operational security communities (e.g., CERTs). Among the goals he
identifies for open security are the need for cultural diversity,
further globalization, intrinsic motivation of contributors, a flat
governance structure, and more transparency and openness.
Swire [31] examines under which conditions disclosure of
security threats is socially optimal, when taking into account

TABLE V.
Level of
engagement
Use

OPPORTUNITIES FOR USING OPEN SOURCE PROJECTS TO ADDRESS CYBERSECURITY THREATS
Value driver

Increase spread

Reduce cost of
development

Increase demand

Increase complementarity

Increase security for their
products and services

Increase judgement

Monitor technological
trends

Contribute

Share security expertise

Champion

Create a platform for
sharing threat intelligence
and security expertise
Define ownership of
contributions

Collaborate

Increase privileged
information

Reduce cost of creating
shared assets

Nurture the community
Attract third party features
and services

Access to a pool of
talented developers

Share threat intelligence

Access to a diversity of
security expertise

the benefits and costs to both attackers and defenders. He argues
that revealing the details of implementing a system, as in the
open source approach, will not help attackers in a world where
attackers share information and exploits are quickly learned by
others. Rather, disclosing a threat will allow others to improve
the design of the system's defences. Disclosure will also allow
others to patch their systems or otherwise protect themselves
against the threat.

the still nascent field of open source cybersecurity through the
lens of the tool. One goal of this research would be to identify
additional ways in which stakeholders can benefit from an
open source approach to cybersecurity.

Table V identifies opportunities for using open source
projects to address cybersecurity threats. Companies benefit
from engaging with open source projects (as users, contributors,
champions, or collaborators) by reducing the cost of developing solutions to security threats, increasing security for their
products and services, and having access to threat intelligence
and security expertise.

[1]

VII. CONCLUSION
In this paper we developed a tool for assessing the value of
open source projects. The purpose of the tool is to help companies increase the ex-ante value they receive from engaging with
open source projects. The foundation for the tool was provided
by a recent theoretical advance in resource-based theory [3], our
research on open source engagement [1][9][20] and business
ecosystems [19][21], and our experience gained from working
closely with two open source projects.
The tool combines five factors that make an open source
project valuable by applying the logic of [3] with four levels of
engagement in open source projects identified in our earlier research [9]. The tool can be used to describe actions to be taken
by stakeholders at a given level of engagement to drive value in
a specific way. We applied it to examine how cybersecurity
threats can be addressed through open source projects. Our interest in the application to cybersecurity stems from the fact
that open source approaches have not yet been widely applied in
cybersecurity, even though there have been several calls for
such an approach. We are also currently involved in a major research project on cybersecurity [32].
Future research should conduct an empirical analysis of the
actions of stakeholders engaging with open source projects by
applying the tool to a larger sample of open source projects.
Another area for future work is to examine current projects in
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