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Abstract—The increasing complexity and explosive growth of 

smartphone applications, together with the more prevalent use of 
cloud computing, have inspired strong motivation for offloading 
computation of mobile apps to the cloud. However, there exist 
vulnerabilities in apps if they are offloaded in public cloud 
environment. In this paper, we argue that keeping sensitive 
information to a local device with other information offloaded 
would significantly reduce threats from the cloud while enjoy the 
benefits of cloud computing. Our mechanism divides an app into 
multiple parts and offloads the less vulnerable parts. To decide 
which parts should be kept locally to a mobile device, we develop 
an approach that can decide the impact of a component part 
(down to an individual object) on the overall vulnerability of an 
app.  We demonstrate how our approach can be implemented 
with real mobile cloud applications. 

Index Terms— Mobile Cloud Computing, Cloud Security, 
Offloading Apps. 

I. INTRODUCTION 
Cloud computing provides computational resources with 

high availability and reasonable prices. Meanwhile, state-of-
the-art mobile apps, such as face recognition, image and video 
processing, have increased the consumption of on-demand 
computational resources. Therefore, offloading apps to have 
them run on cloud servers has emerged [1] [2] [3] [4] as an 
attractive solution in order to exploit the capacity and 
efficiency of cloud computing. Offloading applications into the 
cloud would also save limited power of mobile devices and 
accelerate the speed of executing applications. 

One critical issue to resolve in offloading apps is how to 
manage the security risks of cloud computing [5] [6]. Many 
mobile apps use and store personal information related to 
banking, health, business, messaging and so on. Sensitive 
information sent to the remote cloud has a good chance to be 
exposed to either service providers or malicious customers who 
have access to the same hardware [6]. 

Traditional ways to protect remote execution and data 
storage include mutual authentication, authorization and data 
encryption for the whole app. If every single part of the app 
was armored by well-prepared security protections, the system 
would be safe enough but the cost would also rocket up and not 
be acceptable for commercial use, because too much 
information has to be encrypted unnecessarily [7]. The 
redundant encryption and decryption operations hurt both 
energy efficiency and user experience. We need to consider the 

tradeoffs between security and usability, and to maximize the 
system security subject to a tolerable delay and resource cost.  

Recent research focuses on the advantages of offloading 
mobile applications into remote locations, including both cloud 
servers and ubiquitous computation facilities nearby. Various 
systems and architectures have been proposed [1] [2] [3] [4] [8] 
[9] [10], usually aiming at higher computing power and lower 
energy consumption for resource-constrained mobile platforms. 
Resource allocation optimization schemes have been presented 
[11] [12] with the purpose of minimizing energy consumption. 
However, there is little discussion about the security of 
offloading, and mature solutions towards secure offloading 
cannot be found. 

In this paper, we present a mechanism to offload less 
vulnerable app parts. This approach faces some challenges. 
First, the complex call relationships of classes and functions 
within an app make it difficult to highlight the vulnerable parts. 
Second, it is tricky to determine the level of protection for the 
parts because of the tradeoffs between security and 
performance. Besides, no mature systems have been built to 
break down and offload apps. To address these challenges, we 
present the following contributions in this paper: 
• We propose a novel graph-based analytical model, namely 

object dependency graph (ODG). Rather than focus on the 
whole app as in existing work, we divide an app into 
multiple parts according to the instances of classes created 
at runtime, and connect them by their dependencies. The 
vulnerability of each part may propagate along its 
dependencies and can be evaluated by our model. The 
ODG structure enables us to identify problematic objects 
due to dependencies. 

• We determine the vulnerability level of all app parts and 
make offloading decisions jointly so that cloud resources 
can be best utilized, while the security level is not violated. 
To our best knowledge, we are the first to take this 
approach.  

• We design an algorithm based on the ODG model that can 
run on all popular smartphone OS’s. Experimental results 
based on Android OS are illustrated in this paper. The 
unique point of our solution is the configurable location 
where the analysis is made. Our analytical algorithms can 
run either on local devices or in the cloud with the 
necessary inputs. 
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Fig. 1. The system architecture of the vulnerability-based secure offloading 
framework. 

 
The remaining sections are organized as follows. Section II 
describes the system architecture. The Object Dependency 
Graph (ODG) and the vulnerability model are introduced in the 
next two sections. Section V shows the evaluation results. The 
last section concludes the paper. 

II. SYSTEM ARCHITECTURE 
Our system is designed to address the security issues 

arising when mobile devices use public cloud computing 
services. These issues are mostly caused by the multi-tenancy 
feature [13] in cloud computing. 

A. Basic Idea 
The basic idea of the system is to divide an app into 

components and to keep the components that have the biggest 
impact on the vulnerability of the app to a local mobile device. 
Our idea is novel since existing research work on offloading 
components of apps mostly focuses on energy efficiency rather 
than on security. A key factor of our approach is the concept of 
vulnerabilities of an app and its components.  

Defining the vulnerability is a challenging task because it 
refers to risks that may happen. Suppose a large number of 
copies of an app have been sold. We consider the ratio of the 
number of compromised instances of a component in the app to 
the number of instances of the component in use. In theory, this 
ratio will converge to a probability when the total number of 
copies of the app in use goes to infinity. The higher this 
probability is, the more vulnerable the component will be. We 
define this probability as the vulnerability of the object.     

B. System Modules 
To realize this basic idea, the system solution needs three 

functions. The first one is to partition an app into multiple parts.  
The second is to quantify how vulnerable each part is to ensure 
offloading the right ones. Therefore, it is paramount to build an 
analytical model for calculating vulnerabilities of app parts and 
their impacts on the overall vulnerability of the app for making 
our offloading decisions. Finally, the system must be able to 
actually carry out the decisions by offloading the appropriate 
objects to cloud servers. Meanwhile, we also need to consider 
the cost of data communications between local and offloaded 
objects. 

public class CallRel { 
private B ob; 
private C oc; 
private D od; 
 
public void a1() { 

      ob.m1(); 
} 
public void a2(C oc) { 
    this.oc = oc; 
    … 
} 
public void a3() { 
    od = ob.m2(); 
} 

} 
CallRel cr = new CallRel(); 

Fig. 2. The three methods in this class illustrate three types of call relationships. 
(1) Method calls: Object cr has a call relationship with ob, because Method 
cr.a1() invokes ob.m1(). (2) Method parameters: Object cr has a call 
relationship with oc, because oc is a parameter of method cr.a2(). (3) 
Method returns: Object od has a call relationship with ob, because its value is 
set by the return of ob.m2(). 
 

Corresponding to the three functions are the three modules 
in our system as shown in Fig. 1. The remote call tracker is to 
properly divide the app into multiple parts to be ready for being 
evaluated and offloaded. The vulnerability analyzer is to 
quantify the vulnerabilities and to make optimal offloading 
decisions. It takes method call statistics from the smartphones 
as input, and outputs the offloading decisions. The offloading 
agent is the actual module to fulfill the offloading jobs. 

III. OBJECT VULNERABILITY 
In object-oriented programming (OOP), objects are basic units 
of a running app as they are instantiated from encapsulated 
class definitions [14]. An object will be identified as a local 
object when it runs on the smartphone. And it will be called a 
remote object if it runs in the cloud. 

A. Call Relationship and Message Passing 
A call relationship refers to any method invocation or 

remote message passing that creates dependencies between two 
objects. The objects depend on each other according to how 
they are functionally related. On the smartphone side, the 
method calls defined in classes reveal the dependencies among 
objects.  The forms of method calls are listed below. 
• Method Calls: a method in an object calls a method in 

another object. For example, Object cr in Fig. 2 has a call 
relationship with ob, because Method cr.a1() invokes 
ob.m1(). 

• Method Parameters: a method in an object has another 
object’s reference as its parameter. Refer to Fig. 2, Object 
cr has a call relationship with oc, because oc is a 
parameter of method cr.a2(). 

• Method Returns: the value of an object is set by a method 
call of another object. In Fig. 2, Object od has a call 
relationship with ob, because its value is set by the return 
of ob.m2(). 

When the app is partly offloaded and the objects are at 
different locations, the call relationships would be in form of 
remote message passing. Depending on the locations and types 
of objects, there are two types of remote message passing: 
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Fig. 3. The processes of initiator attacks and observer attacks. For both attacks, 
the attacker has the control of a compromised object shown by (1). For initiator 
attacks, the attacker cannot compromise the target object directly along (2), as 
there are access control mechanisms to protect illegal accesses. However, 
attackers may take the compromised object as a proxy, and propagate the 
vulnerabilities to the target object as illustrated by (3) through the call 
relationship of (4). The direction of the vulnerability propagation and that of the 
call relationship are the same. For observer attacks, if the target object calls the 
compromised object through the call relationship of (6), then the compromised 
object may send a forged response that could compromise the target object. So 
the vulnerabilities propagate from the compromised object to the target object, 
whose direction is opposite to the call relationship. 
 
• Local-remote Message is the message passed between a 

local and a remote object. Smartphones communicate with 
cloud services through local-remote messages. And the 
propagation of vulnerabilities by these messages will 
affect the information on smartphones directly. 

• Remote-remote Message stands for the message passed 
between two objects in the cloud. The remote-remote 
messages do not interact with the smartphone directly, but 
they may propagate vulnerabilities as well and threat the 
information security indirectly. 

Both method calls and remote message passing enable 
attacks to gain access to other objects by exchanging data, 
which lead to the propagation of vulnerabilities, also known as 
propagated vulnerabilities. We start the analysis from the call 
relationships, and then define the propagated and the cloud-
originated vulnerability. 

B. Propagated Vulnerabilities 
The propagated vulnerability of an object is defined as the 

probability that an attack originates from any other object and 
propagates to the object through call relationships or message 
passing. The propagated vulnerability could come from either 
direction of the call relationship by two types of attacks below: 
• Initiator Attacks enable an attacker to take a compromised 

object of an app as a proxy. The private resources of the 
app can be reached through the proxy object on behalf of 
the attacker. The vulnerability in this case propagates from 
the object initiating method calls or message passing to the 
target object being called or passed to. Back to the 
example in Fig. 2, if ob has been attacked, it may behave 
incorrectly, such as missing necessary functions and 
performing malicious operations. Those behaviors also 
affect Function cr.a1() and then Object cr. 

• Observer Attacks work in a different way compared to 
initiator attacks. When a compromised object is called, 
other objects calling it may pass parameters to it. Those 
parameters may contain sensitive information. Thus the 

vulnerabilities can be propagated from the target object 
being called to the one calling it. In Fig. 2, if cr has been 
compromised, attackers may get sensitive information by 
accessing ob. Similar scenarios happen with message 
passing too. 

The processes of both types of attacks are also described in Fig. 
3. The results of vulnerability propagation along opposite 
directions of call relationships are equal: whichever attacks 
propagate, the fact that both objects from such call relationship 
or message passing become compromised remains the same. 
Thus the ODG can be modeled as an undirected graph.  

C. Cloud-originated Vulnerabilities 
The cloud-originated vulnerability is caused by interactions 

between an object and the cloud environment hosting it. It is 
defined as the probability that an object is compromised due to 
the weaknesses or the attacks from the cloud environment. 
Specifically, it may be caused by memory and CPU cache 
leaks [15], or side/covert channels in the cloud [6]. Because it 
may be very hard to identify the exact sources that induce the 
cloud-originated vulnerability, we consider the compromised 
object as the originator if the vulnerability is caused by the 
cloud environment. 

A feasible way to evaluate cloud-originated vulnerabilities 
is through measurement. To this end, the reputation-based 
systems can be adopted [13]. Being widely used in mobile Ad-
Hoc Networks [16], E-mail Anti-spam [17], online shopping 
[18] and social networks [19], reputation systems provide us 
practical solutions to estimate cloud-originated vulnerabilities. 
It is possible to estimate the cloud-originated vulnerability of a 
component based on cross-analysis of the vulnerabilities of 
multiple apps if they share one or more components.  

The research on the cloud-originated vulnerabilities will be 
discussed dedicatedly in the future and will be out of the scope 
of this paper. In this paper, we will focus on the propagated 
vulnerability as it is less studied. We will take the cloud-
originated vulnerability of each object as a known variable.  

D. Object Vulnerabilities 
The vulnerability of an object can be defined now as the 

probability of that object to be compromised due to either 
cloud-originated or propagated vulnerability. The mathematical 
descriptions of the definitions above will be modeled in the 
next section. 

IV. OBJECT DEPENDENCY GRAPH 
We model all objects in an app as a set of vertices , and 

all their call relationships as a set of undirected edges . They 
form an undirected graph  for the app, namely 
Object Dependency Graph (ODG). The ODG of an app reflects 
the dependencies of objects propagating vulnerabilities. In the 
following sections, we will use either "objects" or "vertices" for 
objects in ODGs. We will also use "call relationships" or 
"edges" for dependencies of objects. 

We begin the modeling of the ODG with  to denote the 
event of the originator  being compromised for its cloud-
originated vulnerability, and  as the probability of  to 
occur, also known as the cloud-originated vulnerability: 

. Let  denote the index of the path the attack 
takes from  to the target object , and let  denote that path. 
Let  be the event that o has incurred a cloud-originated 
attack and the attack has propagated to d along  such that 

Access Control
Compromised 

Object

Target Object

Attacker

Compromised Object

Target Object

Attacker

(2)
(3) (4) (5)

(1) (1)

(6)

Initiator Attack Observer Attack

110 2013 IEEE 2nd International Conference on Cloud Networking (CloudNet): Full Paper



 (1) 

Let  denote the probability of  to occur. For , , 
and ,  can be removed if there is only one path from  to 

. Then they are denoted by , , and . Also let  
denote an edge in the ODG and  be its propagated 
vulnerability. We suppose the vulnerability propagation is only 
related to the features of the edge itself. Then the event of the 
vulnerability propagation along each edge is independent 
Hence we have the propagated vulnerability along . The 
propagated vulnerabilities need to be calculated based on 
observed vulnerabilities and the topology of the ODG. The 
calculation method will be shown in the following sections. 
The results can be reused if duplicated objects are found. 

 (2) 

Given Equation (2) above, and let  denote the event that  is 
compromised for any reason, so that  can denote the 
object vulnerability of d. The propagated vulnerability of , 
denoted by , is the probability that an attack originates from 
any object  and then propagates to : 

 (3) 

The object vulnerability is denoted by , where 

 (4) 

A. Vulnerability Propagation Model in ODGs 
In this section, an analytical model is to be built to evaluate 

the vulnerability of an arbitrary vertex in a general ODG. 
Before we start, without loss of generality, the following 
assumptions are made for calculation simplicity: 

• Each object  has the same cloud-originated 
vulnerability ; 

• Each relationship  has the same probability 
 to propagate an attack. 

Refer to the method in [20] that was used in reliability 
theory, we define the two sets below: 
• Minimal path sets, denoted by , 

is the set of all minimal paths. A minimal path is a set of 
edges that comprise a path, but the removal of any one 
edge will cause the resulting set not to be a path. In other 
words, if all the edges in a minimal path are compromised 
while all other edges are working properly, the target 
object will be compromised. If any one of the edges in the 
minimal path subsequently is not compromised, the target 
object will not be compromised because of this path. Fig. 
4 shows an example of the minimal path set. The four 
minimal paths are illustrated by different line dashes. The 
minimal path sets can be found via a depth-first search 
(DFS) that traverses all minimal paths. 

• Minimal cut sets, denoted by , 
is the minimal sets of edges whose failure of vulnerability 
propagation ensure the failure of the attack propagating 
from  to .  is defined as the number of minimal cut 
sets. Again, Fig. 4 shows an example of the minimal cut 

set. The minimal cut sets can be found via the CARA 
algorithm [21] originally used in the fault tree. 

According to Equation (1) and (2), the probability of the 
vulnerability propagation from  to  along a specific path  
can be given by the function below: 

 (5) 

Since  is a Bernoulli random variable, we may also 
compute  by taking its expectation. That is, 

 (6) 

Suppose there are  minimal paths between  and , 
then . Let  be the probability that  is 
compromised and the vulnerability is propagated by any 
minimal path from  to . Hence  

 (7) 

Now we use an example to show the calculation of 
propagated vulnerability. An ODG with 4 minimal paths from 

 to  is shown in Fig. 4. We calculate  below for this ODG: 

 
(8) 

Based on the fact that all events are Bernoulli random variables, 
we have . Replacing the propagated vulnerability of 
each edge with  and , we have 

 

(9) 

As we can see above, the calculation of the propagated 
vulnerability is tedious especially when more paths exist 
between two objects. It would be useful if we obtain the 
bounds of propagated vulnerabilities instead. 

Recall the definition of  in Equation (2). Let  be the 
index of the current minimal cut set in . Let  be the index 
of the current minimal path set in . Let  be an edge in the 
current minimal cut set  or minimal path set .  
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Fig. 4. An ODG with . As an example of the minimal path sets, it has 
four minimal paths: , distinguished by different line 
dashes. If consider the graph as an example of the minimal cut sets, there are 
4 minimal cuts in grey lines: . 

With  we can infer that any successful minimal cut set 
shall block the propagation of vulnerabilities. So the fact that 
all minimal cut sets have failed would guarantee a successful 
attack. Therefore  should be greater than or equal to the 
probability that no minimum cut set in  is satisfied. For any 
minimal cut set , the probability of the event that all of the 
edges in  have failed to propagate the vulnerability is 

. Then  is the probability 
that at least one edge in  can propagate the vulnerability. 
Define the events  by 

 (10) 

Hence the probability of  is 

 (11) 

Since the vulnerability will propagate if and only if all of the 
events  occur, we have 

 

(12) 

The last inequality above indicates the lower bound of . 
Replace  according to Equation (11), we have 

 (13) 

On the other hand, with  we can infer that at least one 
minimal path set in  should be satisfied to ensure the 
propagation. For any minimal path set , the probability of 
the event that  can propagate the vulnerabilities is 

. So the probability that at least one edge in  

cannot propagate is . Define the events 

 by 

 (14) 

Hence the probability of  is 

 (15) 

Since  will not be attacked by  if and only if all of the 
events  occur, we have 

 

(16) 

Equivalently, 

 (17) 

The last inequality above indicates the upper bound of . 
Replace  according to Equation (16), we have 

 (18) 

Considering the lower bound and the upper bound, we have 
the following bounds for the function of propagated 
vulnerability: 

 (19) 

By listing Algorithm 1, we have implemented the function 
to calculate the bounds of propagated vulnerabilities. It takes 
the topology of the ODG as the input. Then it uses standard 
algorithms to find  and . After that we consider the 
vulnerabilities of all edges of all paths in  and  for the 
bounds Algorithm 2 outputs. The output value is the lower and 
upper bounds of the joint vulnerability of a path. We choose 
the upper bound during the calculation to estimate the path 
vulnerability aggressively. And then we finally get the 
propagated vulnerability between two objects.   

B. The impact of offloading on object vulnerability 
Now that the vulnerability of each object is available, it 

becomes easier to answer which objects should be kept locally 
and which can be offloaded. Simply keeping an object with 
highest vulnerability on the local device does not necessarily 
make it safer. Staying locally for an object reduces its cloud-
originated vulnerability because no eyes would watch it 
directly from the cloud. But it does not reduce the propagated 
vulnerability. Meanwhile, separating objects working closely 
together may cause significant communication cost.  
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(a) The ODG after the first piece of 
news has been retrieved, including 
both original objects and Android 
APIs. The vertices colored with 
darker green have larger degrees. 

(b) The O
original o
the scale 
greatly bu
vulnerable 

Fig. 5. An Android application called TrendCraw fetc
Internet. The figures show ODGs of all objects an
respectively. 

 
We choose to keep objects generating th

on other nodes. Those originators are kept o
rather than in the cloud. To calculate the
object , we first calculate the differen
vulnerability of each object with and witho
which is called the absolute impact. If
vulnerability of the object  is  with  and
absolute impact from  to , denoted by , i

 

Then we can calculate the ratio  
vulnerability of  because the difference is so
removal of . We name the ratio the relative

, denoted by , where . Final
relative impact of each node over all node
result by , also known as the impact factor
Given that  is the total number of object i
be calculated with the equation below: 

Algorithm 1 Propagated Vulnerability Algo
1 function pva(o, d): 
2     upperBound = 1 
3     for each path p1 in  do 
4         t1  1 
5         for each edge e1 in p1 do 
6             t1  t1  p(e1) 
7         end for 
8         upperBound  upperBound  (1 –
9     end for 
10     upperBound  1 - upperBound 
11     lowerBound  1 
12     for each path p2 in  do 
13         t2  1 
14         for each edge e2 in p2 do 
15             t2  t2  (1 - p(e2)) 
16         end for 
17         lowerBound  lowerBound  (1 
18     end for 
19     result  (lowerBound, uppererBound
20     return result 
21 end function 
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A. Standard Process of Experiments 
In our experiments, we import both the s

apps and our library supporting the OD
changes are made to the original source code
the object calls. Then we recompile all app
ODG-enhanced Android installation packag
of .APK, and copy them to smartphones. O
the app to log every object and the call relat
dynamically at runtime, and to save the f
storage card. The flow chart of the standard p
Fig. 6.  
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B. Experimental Results 
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Fig. 9. Normalized phone-side energy cost with the three offloading schemes 
under different percentages of objects offloaded. The ODG model costs slightly 
more energy at the smartphone side comparing with the other two mechanisms. 
But it can still save around 10% of the energy with 14% of the objects 
offloaded. 

3) Phone-side Energy Cost 
As one of the primary goals of offloading, the energy costs 

of the three apps are measured. Since the goal of energy saving 
and secure offloading are conflicting, we choose the security 
factor as priority in our ODG model: the object with the least 
security impact  shall be offloaded first. When the security 
impact of the objects is the same, we choose the one that can 
save most energy for offloading. Meanwhile, the energy factor 
is taken as the ending condition in our experiments: for all 
offloading mechanisms, at most 14% of the total objects are 
offloaded. We choose the model PowerTutor [22] as the 
measurement tool of energy cost at the smartphone side. After 
normalizing the energy cost data, the changes of costs are 
illustrated in Fig. 9. We notice that the ODG model consumes 
more energy at the smartphone side comparing with the other 
two mechanisms. But it can still save around 10% of the energy 
with 14% of the objects offloaded. 

4) Sensitive APIs Accessible by the Cloud  
We choose to trace the running locations of sensitive APIs 

related to retrieving user’s personal information, phone 
identities and geographical data, because they are related to 
security issues of mobile apps. We take the approach from [23] 
to locate the sensitive APIs and analyze the offloading results 
from the same experiment groups conducted in last section. In 
our case, an API will be marked as vulnerable either when they 
run in the cloud or when they can be accessed from the cloud 
due to object dependencies. From Fig. 10 the ODG model 
exposes significantly less sensitive APIs to the cloud for all 
three sample apps. 

VI. FUTURE WORK 
Our future work will first focus on quantifying the cloud-

originated vulnerabilities. The calculation of propagated 
vulnerabilities depends on the cloud-originated vulnerabilities. 
Thus it directly affects accuracy of the ODG-based system. 
Like some intrusion detection systems (IDS), we can employ 
machine learning technology to find features that could impact 
cloud-originated vulnerabilities. 

Besides, we need an optimization model to determine the 
objects to be offloaded once all vulnerabilities have been 
estimated. The model outputs the optimal offloading results 
and is responsible for all consequent communication costs and 
delay. 

 

Fig. 10. The numbers of sensitive APIs accessible by the cloud with the three 
offloading schemes under different percentages of objects offloaded. The 
ODG model shows significant less sensitive APIs exposed to the cloud. 

VII. CONCLUSION 
In this paper, we focus on offloading apps securely without 

putting vulnerable parts in the cloud. A model named the object 
dependency graph (ODG) is proposed to analyze the security 
of mobile apps according to objects they have created at 
runtime. With the knowledge of cloud-originated and 
propagated vulnerabilities of runtime objects, the objects’ 
vulnerabilities are calculated taking into account the multipath 
vulnerability propagation. We have applied our model to real 
Android apps and have shown that compared to other two 
existing offloading mechanisms, our offloading approach 
yields more secure results.  
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