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An Empirical Study of Today’s Internet Traffic for

Differentiated Services IP QoS 
Abstract

The IETF is currently focused on Differentiated Services (Diffserv) as the architecture to provide Quality of Service in IP networks (IP-QoS). The Diffserv architecture consists of two key components: traffic conditioning at the edge and Per Hop Behaviour (PHB) at the core. Traffic Conditioners are realized through various building blocks such as classifier, meter, marker, policer etc. This paper focuses on an empirical study of pre-Diffserv Internet traffic. We use the results of the study to understand design choices for some of the Diffserv architecture building blocks.

The primary contribution is an investigation into the usage of the Type-of-Service (TOS) field [1] marking to understand if its usage justifies the IETF Diffserv WG’s standardization of Class Selector PHB on the basis of backwards compatibility with the TOS octet.  A second contribution is a detailed examination of Internet and Intranet traffic traces to understand issues related to packet classification in Diffserv edge routers. In particular, we study the need for classifiers that maintain Per-flow State and utilize techniques based on inspection of Layer-7 header/ payload.

1. Introduction and Motivation

In the last decade of the twentieth century, the Internet has become ubiquitous and the number of applications has proliferated: email transfer, file transmission, telnet connection, web browsing, video-on-demand (VoD) distribution, Internet telephony etc.  The emergence of time-critical applications on the Internet is one of the primary reasons for customer-oriented service differentiation.

The Diffserv architecture [3] is the IETF’s current initiative to provide customer-specific services differentiation. In the Diffserv architecture, routers at the edge of the network classify, police, shape and mark packets to receive different levels of service. The routers interior to a Diffserv domain examine the packet marking and apply different Per-Hop Behavior (PHB) to a few coarse traffic aggregates. The Diffserv Header RFC [6] defines the format and usage of the IP field used to reflect the marking. In this RFC, the DS field is defined and intended to supersede the existing definitions of the IPv4 TOS octet [1] [7] and the IPv6 Traffic Class octet.

In defining the DS field, the IETF Diffserv Working Group (WG) attempted to preserve some measure of backwards compatibility with the old TOS octet definition. This was done by defining the Class Selector PHB [6] – the DSCP (Diffserv CodePoint) definition of which maps to the precedence [1] [7] field of the old TOS byte. The first part of this work studies the usage of TOS markings in the pre-Diffserv Internet to determine whether (a) there is enough justification to preserve the precedence bits using the Class Selector PHB definition (b) there are other TOS markings used by a significant amount of traffic which may deserve consideration for backwards compatibility.

The second part of this paper studies two issues related to packet classification in a Diffserv network. First, this study surveys the Layer-4 port numbers used by web servers on the Internet. This is done because traditionally, well-known Layer-4 port numbers are used as a means of identifying packets belonging to a particular application. However, not all applications are obliged to use these port numbers and other applications can also spoof these port numbers in a quest to obtain better performance from the network. We study HTTP as an example. If there are enough web servers that utilize port numbers other than port 80 then it is an indication that classification based on Layer-4 port number alone is not robust enough. It lends credence to the need for classification techniques based on Layer-7 application information. Secondly, to understand the need for per-flow state maintenance in classifiers, this paper studies the level of packet fragmentation in the Internet. Increased fragmentation implies the necessity of per-flow state management. No fragmentation implies Layer-4 classification can be performed without per-flow state maintenance. 

The rest of the paper is organized as follows. Section 2 covers related work.  Section 3 describes the Internet traffic traces used in the experiments as well as the methods to obtain the results and analyze the data. We present the statistical analysis in Section 4. Section 5 contains a discussion of the results. Finally Section 6 concludes the paper.

2. Background & Related Work 

The original specification for the TOS octet is contained in RFC791. The TOS byte specification included a 3-bit IP Precedence field, a 3-bit DTR (Delay, Throughput and Reliability) field and 2 unused bits. 

Bits 0-2: 
Precedence. 

Bit 3: 
0 = Normal Delay, 1 = Low Delay. 

Bits 4: 
0 = Normal Throughput, 1 = High Throughput. 

Bits 5: 
0 = Normal Reliability, 1 = High Reliability. 

Bit 6-7: 
Reserved for Future Use. 
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RFC 1349 re-defines the TOS byte as retaining the Precedence bits, but subsumes the DTR bits and bit 6 into a new TOS field with bit 7 referred to as the MBZ (Must-Be-Zero) bit. The 4-bit TOS field was defined as follows:

“....this memo redefines the TOS field as a four bit field. Also contrary to RFC-791, this memo defines the TOS field as a single enumerated value rather than as a set of bits (where each bit has its own meaning). This memo defines the semantics of the following TOS field values (expressed as binary numbers):...”


2.1 Related Work

There have been a number of comprehensive studies previously published in the area of Internet Traffic Characterization. Among those studies, the work in [5] and [8] are related to the work in this paper. In a 1997 publication [8], the authors reported the analysis of the characteristics of the Internet traffic in terms of packet sizes, flow duration, volume, and percentage composition by protocol and application. Their follow-up study in [5] provides some new data analysis including the percentage composition of the Internet traffic by length of packet trains, statistics on IP fragmentation, prefix length distribution and address space utilization.

In May 1998 [4], Olivier Bonaventure provided a sample analysis of TOS octet usage on the Internet. The analysis utilized a single trace from [10]. The results showed that TOS octet values of 0x00 were found in 95% of all packets. Four other TOS octet values were found in noticeably large number of packets. Values 0x08, 0x10, 0xC0 and 0xEC composed 1.67%, 2.85%, 0.115% and 0.135% of the packets respectively. This breakdown of traffic is useful as a preliminary exercise. In the first part of this paper, we repeat the same analysis with more recent traffic and over a more comprehensive set of data. 

There was extensive discussion on backwards compatibility in the Diffserv WG Mailing List. One of the arguments for maintaining backwards compatibility with the precedence field, referred to a 1998 IBM document that defined the SNA over IP architecture. In this architecture [2], the four different SNA Classes of Service are mapped to different IP Precedence values. It is unclear as to how widely deployed this usage of precedence fields is nor is it clear whether such traffic is present in the traces analyzed in this document. 


Figure 1: vBNS Network Topology [10].

3. Experimental Details

This study utilizes Internet Traffic Traces collected mostly from the National Laboratory for Applied Network Research (NLANR). The NLANR data represented traffic traces from vBNS (very high-performance Backbone Network Service) sites. The vBNS (http://www.vbns.net) is a nation-wide network in the US that supports high-performance, high-bandwidth research applications. The network topology is shown in Figure 1.

The vBNS network includes connections to over one hundred sites spread through the United States. The sites consist of 104 institutions (97 high performance connection awardees, 4 supercomputer centers and 3 collaborative institutions). There are 21 connections to peer networks.

3.1 Traffic Traces

The traffic traces from vBNS were collected between Sept. 1999 and March 2000. A total of 60 individual traces were utilized in the study. In an attempt to obtain a diverse and representative set of data, the traces were selected according to the following criteria: (a) the traffic trace has a large number of packets (as long as possible), (b) the traffic trace has different collecting dates and sites, and (c) the traffic traces are collected from major backbone connections in different regions of the US (west, middle, east). 

Table 1: Packet Trace Details

Dump Sites
# Traces
Trace

Duration (s)
Trace Length

(N packets)

NCSA
4
85 ( T ( 89
52195 ( N ( 174458

SDSC
4
84 ( T ( 89
225159( N(800218

NASA Ames
7
186 ( T ( 188
2400409( N(3044518

APAN

Startap
2
183 ( T ( 186
425935( N(860693

Florida

State Univ.
7
150 ( T ( 186
129675 ( N( 374752

Univ. of Florida
2
T = 99
504831 (  N(731135

Michigan

Univ.
7
186 ( T ( 187
1740794(N( 3220454

NCAR
2
86 ( T ( 89
156595( N(226225

North Carolina U.
4
74 ( T ( 190
121664 ( N( 609104

Ohio State Univ.
6
186 ( T ( 192
974756 (N( 1584040

SDSC
7
189 ( T ( 192
539547 (N( 905113

Texas Univ.
5
59 ( T ( 174
87040 (N( 504777

Texas A&M

Univ.
3
133 ( T ( 188
226068 (N( 330525

Table 1 summarizes the 60 individual traces representing traffic from 13 different sites across the US. All the trace durations are longer than 59 seconds with some durations longer than 3 minutes. The total number of packets in each trace ranges from tens of thousands to millions in some cases. To extract the relevant information from the packet traces, we wrote a Perl program based on the program available in [10].

4. Experimental Results 

This section presents the experimental results and analysis for:

1. TOS usage study: 

· Traffic composition by TOS & Precedence fields 

· Identify the Types of Applications (TOA) for those TOS markings that constitute significant percentage of the traffic

2. Issues Related to Design of Diffserv Packet Classifiers:

· Percentage of HTTP servers that use well-known port-numbers

· Level of Fragmentation

4.1 TOS Usage Study 

4.1.1  Traffic Composition by TOS & Precedence

In this section, we study traffic composition by TOS octet value. Table 2 provides the detailed distribution for TOS octet values defined in RFCs 791 and 1349.  In tabulating the results, we ignore the least significant bit in the TOS octet. In summary, the key findings for TOS distribution are: 

· The traces include packets with around 40 different TOS octet values – this is a combination of 8 defined precedence field values and 5 different TOS field values.

· The TOS octet values of 0x00, 0x08, 0x10 and 0xC0 constitute more than 97.5% of the traffic.

· Near 90% of the packets are found to have TOS octet value of 0x00

· The percentage of packets with non-“routine” precedence field values is less than 3.5% with 0xC0 value constituting around one third of that.

· Around 9% of the packets have 4-bit TOS field values other than “Normal”.

· The TOS octet values of 0x7C, 0x0E, 0x06 and 0x12, which clearly use the old DTR specifications, altogether compose 1.5% of the traffic. These four TOS octet values are not distributed evenly among the sixty investigated traces. In some traces they compose a large percentage of the traffic (some traces have over 50% of the traffic with the TOS marking of 0x7C) but in the majority of the traces there is not a single packet with these TOS octet markings.

  Table 2: TOS Octet Distribution
TOS Octet (hex)
TOS Field

Description
Percentage

(%)
Precedence

00
Normal
89.91
Routine

02
Min cost
0.033
Routine

04
Max reliability
0.029
Routine

08
Max Throughput
3.23
Routine

10
Min delay
3.24
Routine

20
Normal
0.30
Priority

22
Min cost
0.0099
Priority

24
Max reliability
0.0044
Priority

28
Max throughput
0.0074
Priority

30
Min delay
0.0024
Priority

40
Normal
0.084
Immediate

42
Min cost
0.00014
Immediate

44
Max reliability
0.00053
Immediate

48
Max throughput
0.0025
Immediate

50
Min delay
0.0091
Immediate

60
Normal
0.023
Flash

62
Min cost
0.000061
Flash

64
Max reliability
0.00052
Flash

68
Max throughput
0.0040
Flash

70
Min delay
0.0023
Flash

80
Normal
0.032
Flash override

82
Min Cost
0.011
Flash override

84
Max reliability
0.00064
Flash override

88
Max throughput
0.0012
Flash override

90
Min delay
0.0014
Flash override

A0
Normal
0.033
Critic/Ecp

A2
Min cost
0.000005
Critic/Ecp

A4
Max reliability
0.0044
Critic/Ecp

A8
Max throughput
0.0014
Critic/Ecp

B0
Min delay
0.0074
Critic/Ecp

C0
Normal
0.99
Internet Control

C2
Min cost
0.000014
Internet Control

C4
Max reliability
0.0012
Internet Control

C8
Max throughput
0.0070
Internet Control

D0
Min delay
0.0023
Internet Control

E0
Normal
0.026
Net control

E2
Min cost
0.000007
Net control

E4
Max reliability
0.0044
Net control

E8
Max throughput
0.0045
Net control

F0
Min delay
0.0016
Net control

4.1.2 Type of Application (TOA) Analysis

In this section, for selected TOS octet values, we investigate the Type of Applications (TOA) that compose majority of the traffic. We do not include results for the TOS octet value of “00” (Precedence field = “Normal” and 4-bit TOS field = “Routine”). We focus on TOS octet values of 0x08, 0x10 and 0xC0, each of which constitutes over 1% of the traffic. The intention is to understand which applications utilize the TOS field and whether these applications are well-known or not.

Table 3: TOA distribution for TOS value 0x08

Port #
Application Type
% of Traffic

20
FTP-Data
53.25

22
SSH
8.3

80
HTTP
4.8

514
SHELL
3.2

93
DCP - Device Control Protocol
1.8

1387
CADsi-lm
1.67

1084
Ansoft-License Manager
1.2

1097
Sun Cluster Manager
0.85

3728
Unassigned;

(Registered range)
0.63

8080
HTTP-Alternate
0.62


Total Percentage
76.32%

Table 4: TOA distribution for TOS value 0x10

Port #
Application Type
% of Traffic

80
HTTP
21.5

22
SSH
14.3

23
TELNET
9.9

20
FTP-Data
6.1

25
SMTP
3.2

1650
NKD
3.0

21
FTP-Control
2.8

1138
Unassigned
1.65

1082
Unassigned
1.6

3304
OPSession-Server
1.18

 
Total Percentage
65.23%

To calculate the TOA statistics for each TOS, as a first step, we exclude fragmented packets and non-TCP/UDP packets since the Layer-4 port number information is not available in those packet-headers.  Then, we determine if either source or destination port for a given packet belongs to the defined well-known port numbers (ranging from 0 to 1023). If either corresponds to a well-known port number, we then conclude the TOA of this packet based on the well-known port number [9]. In the unlikely case that both the source and destination port numbers are well-known, we determine the TOA based on the smaller of the two. For example, we found that SSH (port 22) often comes with another port number 1020 (a reserved port), in which case both of them are in the range of well-known port numbers. If neither port number is well-known, we then determine if one of the port numbers is in the range of registered port numbers (1024-49151). If both port numbers are in the range of registered port numbers, we choose the smaller of the two. Finally, if neither source nor destination port belongs to the range of well-known or registered port numbers, we again choose the smaller of the two.

Table 5: TOA distribution for TOS value 0xC0

Port #
Application Type
% of Traffic

639
MSDP
11.3

179
BGP
9.6

23
TELNET
3.2

496
PIM-SP-DISC
2.2

80
HTTP
1.8

443
HTTPS
0.75

Protocol Id
Protocol
% of Traffic

1
ICMP
43.5

2
IGMP
11.2

89
OSPFIGP
9.5

88
EIGRP
5.3

 
Total Percentage
98.35%

In the second step of analysis, we include certain non-TCP/UDP packets by examining the protocol field in the IP header. This is especially true when determining the TOA for TOS of “C0” because many network-control protocols run directly on top of IP, e.g., OSPFIGP, EIGRP, EGP, IGP, ICMP and IGMP.

The TOA distribution results for TOS values 0x08, 0x10 and 0xC0 are shown in Tables 3, 4 and 5 respectively.  The key findings are:

· There are a large number of applications that set the TOS octet to values other than 0x00 (“normal” and “routine”). 

· A few applications generate most of the traffic with TOS octet marking other than 0x00 (“normal” or “routine”).

· For TOS octet marking 0x08 (Maximum Throughput), we observe FTP, SSH and HTTP, constitute majority of the traffic with 53%, 8.3% and 4.8% repectively (Table 3). For this TOS marking, the top ten applications make up 76% of the traffic. The remaining traffic with 0x08 TOS marking uses over 2000 different port numbers. 

· For TOS octet marking 0x10 (Minimum Delay), we  observe that HTTP, SSH, Telnet, FTP and SMTP constitute majority of the traffic with 21.5%, 14.3%, 9.9%, 6.1%, and 3.2% respectively – Table 4. For this TOS marking, the top ten applications make up only 65% of the traffic. The remaining traffic with 0x10 TOS marking uses over 2100 different port numbers.

· For TOS octet marking of 0xC0 (Inter-network Control), we observe that ICMP, MSDP (Multicast Source Discovery Protocol), IGMP, BGP, and OSPF constitute majority of the traffic with 43.5%, 11.3%, 11.2%, 9.6% and 9.5% respectively – Table 5. For this TOS octet marking, the top ten applications and protocols make up over 98% of the traffic. The remaining traffic with 0xC0 TOS octet marking uses around 50 other ports. 

· For TOS octet marking of 0xC0, we see it is used by some end-user applications such as Telnet and HTTP. One possible explanation is that network administrators connect to telnet servers or HTTP embedded web servers on the routers. The routers mark all packets originating from them with 0xC0. 

4.2 Issues Related to Classification

In this section, we present experimental results for 2 studies related to Packet Classification.

4.2.1 Usage of Well-Known Port Numbers

In this section, we studied the percentage of HTTP servers using the well-known HTTP port (80). The study was performed in a large enterprise network with almost 4000 web servers. 

Table 6: HTTP Server Port Number Distribution

Port
Type of Port
Freq
% of total

80
Well-Known HTTP
2875
75.56%

8080
Registered HTTP-alternate
561
14.74%

8000
IRDMI
144
3.78%

8001
VCOM-Tunnel
31
0.81%

8888
News-Edge Server
28
0.74%

1024
Reserved
15
0.39%

8081
Unassigned
13
0.34%

31462
Unassigned
12
0.31%

591
HTTP-Alternate
9
0.24%

8090
Unassigned
6
0.16%

1080
Socks
5
0.13%

8002
Teradata ORDBMS
5
0.13%

8084
Unassigned
4
0.11%

8880
CDDBP
4
0.11%

81
Hosts2 Name Server
4
0.11%

Other
-
-
2.34%

Obtaining a list of web servers and the port numbers they utilize required development of a tool. There are a number of possibilities including use of a web-crawler to obtain a list of web-servers. Port numbers (other than port 80) used by a particular web server can be extracted from browser URLs. 

From Table 6, we observe some key findings:

· There were a total of 85 different port numbers used by the 3805 web servers.

· 75% of the servers use the well-known port 80 and 15% use the registered alternate port 8080.

· 3 different port numbers (80, 8080, 8000) are utilized by 94% of the servers

· 10% of the servers use well-known or registered ports that are assigned to applications other than HTTP.

4.2.2 Packet Fragmentation Statistics

In this section, we studied the level of fragmented packets in the set of 60 traffic traces from the Internet. Figure 2 illustrates the percentage of fragmented packets for each of the 60 traffic traces. For ease of graphing, the Figure does not include fragmentation levels for 4 anomalous traces that have high levels of fragmentation. The key observations are:

· Including the 4 anomalous traces, the average fragmentation level is 1.77%

· Excluding the 4 anomalous traces, the average fragmentation level drops to 0.1%

· The 4 anomalous traces have fragmentation levels of 8.2%, 13.07%, 31.81% and 47.56%.

· Majority of the traces have fragmentation levels below 1%.

      Figure 2: Fragmentation Levels in 60 Traces
5. Discussion

According to RFC2474 [6], Diffserv is NOT intended to be backward compatible with the DTR bits or the TOS field in the old TOS octet specification. Diffserv is intended to be backward compatible with the precedence field in the old TOS octet specification. The TOS octet’s IP precedence field will correspond to the Class Selector DSCPs in Diffserv. 

From Table 2, we observe that the most widely used non-zero TOS markings are 0x08, 0x10 and 0xC0. While the Class Selector PHB will protect packets with 0xC0 marking, Diffserv does NOT provide a mechanism to protect packets with 0x08 and 0x10 marking – which collectively constitute around 7.8% of the traffic. 

Using the TOA results from Tables 3, 4 and 5 we see that popular user-level applications/protocols such as FTP, HTTP, SSH, Telnet and SMTP mostly utilize TOS markings of 0x08 and 0x10 while network-device related control protocols such as BGP, OSPF, and ICMP mostly utilize the 0xC0 TOS marking.

Based on the above, it becomes clear that preservation of the precedence bits and not the DTR/TOS bits is a decision to be based on something other than percentage of traffic that uses the TOS octet in a pre-Diffserv Internet. Possible reasons for preserving the precedence bits and not the DTR/4-bit TOS field bits are:

· Packets generated by end-hosts can be remarked at the edge of a Diffserv domain – it is typically these kinds of packets that had their DTR and 4-bit TOS field set to non-zero values.

· Network control traffic may visit core routers before being remarked by an edge or boundary router – it is typically these kinds of packets that had their Precedence field set to non-zero values.

The percentage of HTTP servers that use well-known or registered HTTP port numbers (80 & 8080) is around 90%. Thus, traffic associated with the remaining 10% of HTTP servers cannot be identified as HTTP using either of these port numbers. The alternative method for classifying this traffic is to use Layer-7 HTTP header information. However, Layer-7 packet classification imposes overhead due to requirements for state maintenance and pattern search within the packet payload.

Figure 2 shows that the total percentage of fragmented packets is less than 2% on average. However, some traffic traces show a very high percentage of fragmented packets. Classifying such fragmented packets based on Layer-4 or Layer-7 information requires per-flow tracking and management. Performing Layer- 4 classification without per-flow tracking will result in incorrect classification for fragmented packets which in some traces, was as high as 47%.

6. Conclusion

This paper analyzed pre-Diffserv Internet traffic traces from major backbones. The results show that 90% of the traffic didn’t use any TOS marking. The dominant TOS markings among the remaining 10% are: 0x08, 0x10 and 0xC0. The current Diffserv Class Selector PHB protects the usage of traffic marked with 0xC0. We found that 0xC0 is primarily used by network control protocols such as BGP, MSDP, OSPF and ICMP. On the other hand, TOS marking 0x08 and 0x10 are used by FTP, HTTP, SSH, and Telnet applications. Though packets with markings 0x08 and 0x10 are not protected by a matching Diffserv PHB, such packets are typically generated by end-system applications and thus can be remarked at network edges and boundaries with the valid Diffserv codepoint. 

Our analysis indicates that 90% of web servers in the Intranet surveyed utilize well-known and registered ports assigned for HTTP. However, the remaining 10% of servers use ports that are assigned for other applications. To accurately classify such HTTP packets, some form of classification based on higher-layer (e.g Layer-7) packet content is required. Another finding was that certain traces showed a large number of fragmented packets. This would indicate the need for stateful classification for classifiers based on Layer-4 information or higher. 
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