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Abstract—We propose a robust resource allocation framework
to provide physical layer security for a multiple input single
output (MISO) communication system. In the considered system,
we assume that the both legitimate receiver and eavesdropper are
in full-duplex (FD) mode and compare the corresponding perfor-
mance to conventional cooperative jamming frameworks where
a half-duplex (HD) receiver is at hand. In the present paper, the
adversary intends to optimize its transmit and jamming signal
parameters so as to minimize the MISO secrecy rate between the
legitimate transmitter and receivers. The proposed self-protection
scheme eliminates the need for external helpers and provides
system robustness. Moreover, we investigate robustness against
channel state information uncertainty. Optimal power allocation
is obtained based on worst-case secrecy rate maximization, under
legitimate transmitter power constraint in the presence of an
active eavesdropper. Numerical results are then provided to
confirm the advantages of using FD receivers.

Index Terms—Full Duplex Receiver, Cooperative Jamming,
Imperfect Channel State Information, Physical Layer Security,
Semi Definite Programming, Active Eavesdropper.

I. INTRODUCTION

Physical layer (PHY) security has arisen as a prominent
frontier in wireless networks to maintain secure data transmis-
sion between the transmitter and the legitimate receiver [1].
In Wyner seminal paper on the three-node wiretap channel,
he showed that perfect secrecy of transmitted data from the
source node can be achieved when the physical channel to
the eavesdropper is noisier than the channel to the intended
destination, that is, when the channel is a degraded broadcast
channel [2]. Accordingly, a given secrecy rate is achievable if
messages can be reliably transmitted on that rate to the receiver
while being kept perfectly secret from the eavesdropper.

An efficient way to increase the secrecy rate in wireless
systems is to degrade the decoding capability of the eaves-
droppers by introducing controlled interference, or artificial
noise (AN) [3]. A group of external relays can be employed
to collaboratively send jamming signals to degrade the eaves-
dropper channel. This approach is referred to as cooperative
jamming (CJ).

In traditional communication systems, it is assumed that
terminals operate in half-duplex (HD) mode, i.e., they are
not able to receive and transmit data simultaneously. Recent
advances on electronics, antenna technology and signal pro-
cessing allow the implementation of full duplex (FD) terminals
that can receive and transmit data at the same time and on the
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same frequency band as long as the self interference (SI) that
leaks from the receiver output to the receiver input can be
dealt with [4]- [5]. Antenna isolation, time cancellation and
spatial precoding have been proposed in the literature for the
mitigation of SI [6]-[9]. In particular, [10] proposes to use
a low-complexity zero forcing (ZF) SI cancellation solution.
A similar framework based on ZF has also been considered
in [11] and [12]. In this paper we also follow ZF approach
as it makes it possible to obtain closed form solutions for
achievable secrecy rate.

In the PHY secure communication, eavesdropping can be
classified into two cases called passive and active eavesdrop-
ping. In the first case, the eavesdropper monitors communica-
tion and does not interfere with the communication channel.
Majority of works in the literature on passive eavesdropping
assume systems with HD terminals in a CJ framework [13]-
[19]. Few works [10], [20] have considered to deploy FD
receivers. In the second case, which is the focus of this paper,
eavesdropper can observe the communication medium as well
as modify its contents. Only few works have addressed this
case: [21]-[24].

In [21], the authors consider the problem of secure com-
munications in the presence of an active eavesdropper. The
malicious user has the ability of either eavesdropping or
jamming but not both at the same time. They obtain the
optimal power allocation and optimal strategy to alternate
between jamming and eavesdropping mode. In [22], the au-
thors formulate the secure communication in presence of an
active eavesdropper in the context of game theory. In their
formulation, the legitimate user is one player of the game
whose aim is to maximize the secrecy rate and the malicious
user is another player whose aim is to minimize the secrecy
rate of legitimate user. The authors analyze the game and
obtain the Nash equilibrium of the game. In [23], the authors
consider the problem of power allocation of an orthogonal
frequency-division multiplexing (OFDM) user in the presence
of an active attacker. The malicious user has the ability of
either eavesdropping of ongoing connection or jamming it.
However, it can not function as both the eavesdropper and
jammer at the same time. The attackers policy is to choose
between eavesdropping and jamming such that the ultimate
secrecy rate is minimized.

In a system equipped with a FD based receiver, one may
take advantage of the FD capability to generate the required
AN, i.e, while receiving data, the receiver simultaneously
transmits friendly jamming signals to degrade the eaves-
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dropper channel. This eliminates the need to deploy relays
which is very welcome from practical point of view. If so,
a question follows: how the performance of such a system
is compared with a traditional HD system that uses relays?
We have addressed this question for the case of passive
eavesdroppers in our recent paper [25]. This paper aims to
shed light on the potential benefits of using FD terminal to
provide physical layer security in the presence of an active
FD based eavesdropper. To the best of our knowledge, there
is no work in the literature that has analyzed systems with FD
receivers in the presence of active eavesdroppers.

In this paper, we consider a legitimate transmitter (LT)
which acts as the source, a legitimate receiver (LR) which
acts as the destination, an active eavesdropper (AE), and a
relay used as a jammer, which are denoted by s, d, e, and j,
respectively, when used as a subscript in our formulations. The
LT wants to transmit data to LR while the AE is overhearing
it. The AE transmitter tries to degrade the reception of the
information signal at the intended receiver. Then we assume
three scenarios. The first one, denoted by HD, includes nodes
s, d, and e. This is in fact a baseline scenario where neither
a relay nor a FD receiver is present to send jamming signals.
The second scenario, denoted by HDJ, includes nodes s, d, e,
and j (a CJ scenario) where the receiver d is in HD mode.
The third scenario, denoted by FD, includes nodes s, d, and
e where the receiver d is in FD mode.

In all scenarios, in the presence of a FD eavesdropper,
we aim to maximize the achievable secrecy rate by prop-
erly allocating the available resources. Moreover, we assume
channel state information (CSI) uncertainty between the AE
and the network nodes and consider robust secrecy rate op-
timization problems solved based on the worst-case secrecy
rate approach. This is also not considered in [21]-[24]. By
incorporating the channel uncertainties and exploiting the
S-Procedure [26], we show that these robust optimization
problems can be formulated into convex ones so as to obtain
a closed form solution.

The organization of this paper is as follows. In the next
section, some notations and assumptions are reviewed. In
Sections III, IV, and V, secrecy rate maximization problems
are presented for the considered system models. The perfor-
mance of the proposed secrecy transmission approaches is
studied using several simulation examples in Section VI, and
conclusions are drawn in Section VII. Due to space limitation,
the solutions to the proposed problems are removed and have
been included in the extended version of this paper [27].

II. NOTATIONS AND ASSUMPTIONS

The following notation is used in the paper: [E denotes
expectation, (-) the Hermitian transpose, | - || the Euclidean
norm, ()T the pseudo-inverse, ¢r(-) is the trace operator, and [
is an identity matrix of appropriate dimension, A > 0(A > 0)
means A is a Hermitian positive semidefinite (definite) matrix.

We assume the LT, jammer and eavesdropper have N, N;
and N, transmit antennas, respectively. All HD receivers are
assumed to have single antenna. The legitimate FD receiver is
assumed to have N, transmit antennas.

We assume g, and g, denote the 1 x N, channel vectors
gain between LT and destination and LT and AE, respectively.
Moreover, g, and g, denote the 1 x N; channel vectors gain
between jammer and LR and jammer and AE, respectively.
g.q denotes the 1 x N, channel vectors gain between AE and
LR, respectively. Finally for the system with FD legitimate
receiver (FD-LR), we let g, denote the 1 X N, channel gain
vector between FD-LR and AE, where N, is the number of
LR’s transmitter antenna. The FD-LR and FD-AE transmit
a jamming signal while they simultaneously receive the LT
transmitted signal. This creates a feedback loop channel be-
tween the input and output of the FD-LR and FD-AE whose
vector gains are denoted by h, and h,. with dimensions 1x Ny
and 1 x ., respectively.

We assume that the naturally occurring noise at LR and AE
is zero-mean circular complex Gaussian with variance o2 and
o2, respectively. To simplify the notations, we will assume
without loss of generality that 0% = 02 = o2

For all channel gains between the AE and different network
nodes, it is assumed that only an estimated version of the gain
is available. In particular, LT only has the knowledge of an
estimated version of g,,., i.e., g,, and the channel error is
defined as ey = g,. — g,.. Moreover, the jammer only has
the knowledge of an estimated version of Gjes ie., g je and the
channel error is defined as €g,, = gje—3g,.- Also, the AE only
has the knowledge of an estimated version of g, i.e., g.4 and
the channel error is defined as eg_, = g.4 — G.4- Finally, only
an estimated version of g ., i.e., g 4., 1s available to the FD-
LR. We define the channel error vectors as eg, = g4, — G-
For all cases, we assume that the channel mismatches lie in
the bounded set [28], ie., & = {eg, :ll eq,. [°<e; 1},

&g, = {eg,. il eg,. 12< 5.?1]-@}’ ., = {eg., Il eg,, I°<
6554}’ ggde - {egde ” egde H2§ efhie}’ where 8356, Eéje’
gged and sgd are known constants.

III. THE HD SCENARIO

In the first proposed system, we consider one LT transmit-
ting data to LR while one AE eavesdrops the LR. In this
model, LR sends private messages to LR in the presence of
eavesdropper, who is able to eavesdrop on the link between LT
and LR and able to degrade the reception of the information
signal at the LR by transmitting jamming signal.

The achievable secrecy rate is expressed as follows

9:4Q.9% >
Ry = | log (1 + - sd_ _
U 02+ (Gt €,,)Qc(9.a+ €q,,)"
(Gsc +€0.)Q:Guc + 0,0\ |
10g2 <1+ Gse 9se s\Gse - 9se ) ; (1)
o’ +h.Q.h,
where [a]t = max{0,a} and Q, is the covariance matrix

of the signal transmitted by LT, x,, and is given by Q, =
E{z.z}, and the power constraint is imposed such that
Q, € 9, ={Q, : Q, = 0,tr(Q,) < P} where P is
the maximum allowable transmission power on LT, @, is the
covariance matrix of the signal transmitted by AE, x., and



is given by Q, = E{x.x'}, and the power constraint is 0,r(Q;) < P;} where P; is the maximum predefined trans-
imposed such that Q, € Q. ={Q. : Q. = 0,tr(Q.) < P.} mit power on jammer. Therefore, the optimization problem
where P, is the maximum allowable transmit power on AE. can be written as follows

We focus on optimizing the worst-case performance, where

HDJ.
we maximize the secrecy rate for the worst channel mismatch Problem O :

eg.. and ey, in the bounded set &, and &, _,, respectively. Qljleaés; Qgeger;giefgsc; fts G0
Therefore, the optimization problem can be written as follows Q€< €gje Eigjc?
egede 9ed
Problem O S.t. tr(Q;) < Pj, (3b)
R, 2
dM5 ool e, ey I eq,. IP<<2, . (30)
e e Q-0 (3d)
st. tr(Q,) < P, (2b) g=
Q< P o (20), (2¢), (2¢), (2), (29), (24).
I eg.. I°<e5.., (2d) V. THE FD SCENARIO
Jed Jed? n this Section, we consider one transmittin ata to
| eg.q II°< € (2¢)  In this Secti id LT itting d
=0 2 - while one - eavesdrops the - as depicte
Q. =0, (2f) FD-LR whil FD-AE drops the FD-LR as depicted
Q. >0 2g) in Fig. 1. In other words, in this model, source sends private

messages to destination in the presence of eavesdropper, who
where (2b) and (2c) are the LT and AE power constraints.  is able to eavesdrop on the link between source and distinction.
The eavesdropper has only imperfect CSI for its channels to

IV. THE HDJ SCENARIO destination.

In this section, we consider a cooperative jamming multiple
input single output (MISO) communication system with an
LT, a jammer, an LR, and an AE. In this model, LT sends the
private messages to the LR in the presence of an AE, who is
able to eavesdrop on the link between LT and LR as well as to
degrade the reception of the information signal at the LR by
transmitting jamming signal. The jammer transmits artificial
interference signals to confuse the AE.

The data rate at the destination can be written as

Legitimate Transmitter

R q = Eavesdroppel
LT to FD-LR Link ———» LT to Eavesdropper Link — -—---)
H FD-LR to Eavesdropper Link - -=» SI Link of FD- flg e
g sdQ g sd Eavesdropper to FI 5 LR Link » SI Link of Eavesdropper
logy | 1+ 3 1 = = H
o“ + gdejgjd + (Gea + eged)Qe(ged + eged)
Fig. 1. A schematic of system model for FD-LR.
The data rate of eavesdropper can be expressed as
R, = iev is ex s
The achievable secrecy rate is expressed as follows

(gse+eyse)Qs(gse +6955)H RS -
logy | 1+ e — I 7 | - "
o+ (gje + egje)Qj (gje + egje) + hethe [10g2 <1 4 gsdngsd )
2 H G G H
Therefore, the secrecy data rate for the wiretap channel can 02 + haQqha +(9eq + €g,,)Qc(gea +€g,,)

be written as ] ’ .
_ log (1 + (gse + eg“)Qs(gse + egse)H ) ‘|

2 pd ~ .

R, = maX{O’ Rq— Re} = o2+ hethf + (gde + eg@e)Qd(gde + egde)H

) (1+ 9.4Q.97 ) where @, is the covariance matrix of the signal transmitted
082 o2 + gdejg% F (Geqg +€9.,)Qc(Geq +e9.,)" by the FD-LR, x4, and is given by Q, = E{z4z/}, and the
power constraint is imposed such that Q, € Qg4 = {Q, :

(Gse +€9..)Q,(9,c +e4. )1 1+Qd = 0,tr(Q,) < Py} where P; is the maximum predefined

02 + (gje + egjc)Qj(gje + egje)H + hethf

transmit power on LR. We also let h; denote 1 x N, SI channel
power gain vector for LR.

The secrecy rate maximization problem in case of active
eavesdropper is given as follows

—log, (1—|—

where @ ; is the covariance matrix of the signal transmitted by
jammer, x;, and is given by Q,; = E{mja:f}, and the power
constraint is imposed such that Q; € Q; = {Q; : Q; = Problem OFP:



max min R, (42)
Q.€Q:; Q.€Qcieq, €,
Q,€94 €94, €945
egedegged
s.t. tr(Qy) < Py, (4b)
|| €g,. HQS Ezde’ (4C)
Q, -0, (44d)
(2b), (2¢), (2e), (21), (29), (2d).

VI. SIMULATION RESULTS

This section presents the numerical results of the proposed
system schemes. The proposed schemes have been evaluated in
terms of secrecy data rate. We assume LT, jammer, AE and FD-
LR have four transmit antennas, i.e., Ny = Ng = N; = N, =
4, while each HD receiver has one. The channel matrices are
assumed to be composed of independent, zero-mean Gaussian
random variables with unit variance. We perform Monte Carlo
experiments consisting of 1000 independent trials to obtain
the average results. The normalized background noise power

is assumed to be the same at LR, AE, and relay, 02 = 02 =

€
0 dB as in [28]. For simplicity, we consider a simple one-
dimensional system model, in which the LT, jammer, LR, and
AE are placed along a line. Channels between any two nodes
are simply modeled through distance-dependent attenuation.
For example, gsq = ds_dc/ % where dsq 1s the distance between
the LT and LR. We set ¢ = 3.5 which is a typical value
in the literature, nevertheless, other values for ¢ also lead to
similar results. The LT and LR distance is considered to be
constant, in particular, we assume LT is located at the origin,
i.e., at coordinates (0,0), and LR at coordinates (50,0) (all the
distances are in meters.). We also assume that the values of

channel mismatch are all equal to 0.5, i.e., 53 = egd =
5 o se e
90 = €90 = 0.5.

A. Effect of Source-Eavesdropper Distance

Fig. 4 shows secrecy rate versus different positions of the
eavesdropper from (30,0) to (90,0). The total transmit power
constraint is fixed at P = 5 dB [28]. We fix the relay and
jammer locations at coordinates (25,0) (i.e., in equal distance
from LT and LR) and move the position of the AE from
coordinates (30,0) to (90,0). As expected, the secrecy rate for
HD scenario becomes zero when the LR is at a farther position
(to the LT) than the AE. As observed, when the AE moves
away from the LT, the secrecy rate increases for HDR scenario,
since the received signal power at the AE decreases. For HDJ
scenario, it is interesting to see that the secrecy rate at first
decreases, then increases, and eventually becomes equal to the
secrecy rate of HD scenario. The decrease of secrecy rate is
because more jamming power is needed for creating larger
interference and less power is available for the LT to transmit
the message signal, when the AE moves away from the relay.
However, when the AE gets very far away from the relay and
also the LT, we should spend most of the power on transmitting
the message signal. In this situation, it is not worthy spending
a large amount of power on transmitting the jamming signal,
since the received power of the message signal at the AE is
always small (regardless of jamming) due to the large path

loss. This explains why the secrecy rate could increase. In FD
scenario, when the AE moves away from the LT and gets close
to LR, the secrecy rate increases, since the received jammer
signal power at the AE increases.

Secrecy Rate (Bit/Sec/Hz)

30 40 50 60 70 80 90
dm (m)

(a)

Fig. 2. Secrecy rate, R, vs. LT and eavesdropper distance, ds. for HD, HDJ,
and FD scenarios. The position of eavesdroppers varies from (30,0) to (90,0).
The jammer location are fixed at (25,0). System parameters: Ps = Py =

Pj=5dB, P.=4dB.&; =e; =e5 =¢c5 .Ne=Nyg=N;=
Ne=4. '

B. Effect of Source-Jammer Distance

In Fig. 3(a), we fix the AE location at coordinates (70,0),
and change the position of the jammer from (5,0) to (45,0).
All other parameters are the same as those used in Fig. 4.
As expected, the secrecy rate of HD and FD scenarios are
independent of the jammer locations. The secrecy rate of HDJ
scenario monotonically increases as the jammer gets closer
close to the AE since the received jamming power at AE is
larger for a smaller jammer-AE distance.

In Fig. 3(b), we fix the AE location at (30,0), and move
the position of the jammer from (5,0) to (45,0). All other
parameters are the same as those used in Fig. 4. As expected,
the secrecy rate of HD and FD scenarios are independent
of the jammer locations. When jammer move away from
the LT, the secrecy rate for HDJ scenario first increases and
then decreases, and there is an optimal jammer locations
somewhere between LT and LR. In this case, HDJ scenario
produces a better performance than FD scenario.

VII. CONCLUSION

In this paper, we consider a framework to provide physical
layer security in the presence of an active eavesdropper. We
considered 3 scenarios, namely, HD, HDJ and FD, to assess
the performance of a FD receiver and to determine whether
it can replace the more conventional CJ scheme. Taking the
uncertainty of CSI into account, we proposed robust power
allocation problems for each scenario and solved them based
no the worst-case optimization methods. Simulation results
reveal that the preference of deploying the FD scenario over
CJ, or viceversa, highly depends on where the jammer and
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Fig. 3. Secrecy rate, R, vs. LT and relay distance, ds; for HD, HDIJ,
and FD scenarios. The position of jammer varies from (5,0) to (45,0). The
eavesdropper location is fixed at a) (70,0) and b) (30,0) . System parameters:
Ps = Py =P =5dB ey =¢5, =¢e5 =c¢5, =05
Ns =Ng=N;j = Ne =4.

eavesdropper are located. In general one can conclude that if
the jammer can be placed close enough to the eavesdropper,
a better performance is achieved compared to the FD system.
Otherwise, the FD scenario can generally take over which is
very favorable from practical point of view as we can remove
the need for an extra network node.
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