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Motivation 

 PHY security 

 

Artificial noise: MIMO / Jamming Relay 

 

Robustness against CSI uncertainty 

 

FD receivers 

 

FD receivers used as jammers: no comparison has been ever made  
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Full-Duplex Receiver  

Sender/Receiver Sender/Receiver 
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Robustness against CSI Uncertainty  
Channel Mismatch: 

𝑒𝒈𝑠𝑒 = 𝒈𝑠𝑒 − 𝒈 𝑠𝑒 

𝑒𝒈𝑗𝑒 = 𝒈𝑗𝑒 − 𝒈 𝑗𝑒  

𝑒𝒈𝑑𝑒 = 𝒈𝑑𝑒 − 𝒈 𝑑𝑒 

ℰ𝐠se = e𝐠se: e𝐠se
2
≤ ε𝐠se

2  

ℰ𝐠je = {e𝐠je : e𝐠je
2
≤ ε𝐠je

2   

ℰ𝐠de = {e𝐠de : e𝐠de
2
≤ ε𝐠de

2   
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The HD Scenario 

𝑷𝒓𝒐𝒃𝒍𝒆𝒎 𝓞𝑯𝑫: 

max
𝑸𝑠∈𝓠𝑠

min
𝑒𝒈𝑠𝑒∈ℰ𝒈𝑠𝑒

𝑅𝑠 , 

           𝑆. 𝑡.        𝑡𝑟 𝑸𝑠 ≤ 𝑃𝑠 , 

                         𝑒𝒈𝑠𝑒 
2
≤ ℰ𝒈𝑠𝑒

2 , 

                          𝑸𝑠 ≽ 𝟎. 
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The HDJ Scenario 

𝑷𝒓𝒐𝒃𝒍𝒆𝒎 𝓞𝑯𝑫𝑱: 

max
𝑸𝑠∈𝓠𝑠 ,𝑸𝑗∈𝓠𝑗

min
𝑒𝒈𝑠𝑒∈ℰ𝒈𝑠𝑒 ,𝑒𝒈𝑗𝑒 ∈ℰ𝒈𝑗𝑒

𝑅𝑠 , 

                                     𝑆. 𝑡.        𝑡𝑟 𝑸𝑠 ≤ 𝑃𝑠 , 

                                                     𝑒𝒈𝑠𝑒 
2
≤ ℰ𝒈𝑠𝑒

2 , 

                                                    𝑸𝑠 ≽ 𝟎, 

                                                    𝑡𝑟 𝑸𝑗 ≤ 𝑃𝑗 , 

                                                     𝑒𝒈𝑗𝑒 
2

≤ ℰ𝒈𝑗𝑒
2 , 

                                                    𝑸𝑗 ≽ 𝟎. 

 

10 



The FD Scenario 

𝑷𝒓𝒐𝒃𝒍𝒆𝒎 𝓞𝑭𝑫: 

max
𝑸𝑠∈𝓠𝑠 ,𝑸𝑑∈𝓠𝑑

min
𝑒𝒈𝑠𝑒∈ℰ𝒈𝑠𝑒 ,𝑒𝒈𝑑𝑒 ∈ℰ𝒈𝑑𝑒

𝑅𝑠 , 

                                       𝑆. 𝑡.        𝑡𝑟 𝑸𝑠 ≤ 𝑃𝑠 , 

                                                       𝑒𝒈𝑠𝑒 
2
≤ ℰ𝒈𝑠𝑒

2 , 

                                                      𝑸𝑠 ≽ 𝟎, 

                                                      𝑡𝑟(𝑸𝑑) ≤ 𝑃𝑑 , 

                                                       𝑒𝒈𝑑𝑒  
2
≤ ℰ𝒈𝑑𝑒

2 ,    

         

                                                      𝑸𝑑 ≽ 𝟎, 
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Simulation Setup  

Parameter  Value  

𝑁𝑠 = 𝑁𝑑 = 𝑁𝑗 4 

𝜎𝑑
2 = 𝜎𝑒

2 0 𝑑𝐵 

ℰ
𝒈𝑠𝑒

2 =
ℰ
𝒈𝑑𝑒

2
= ℰ

𝒈𝑗𝑒

2  0.5
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Simulation Results: Effect of Source-Eavesdropper Distance on the 

performance  
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Simulation Results: Effect of Source-Jammer Distance on the performance  

Eavesdropper location is fixed at (30,0) 
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Simulation Results: Effect of Source-Jammer Distance on the performance  

Eavesdropper location is fixed at (70,0) 
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Conclusion 

 

 Preference of deploying the FD scenario over CJ, or vice versa, 
highly depends on where the jammer and eavesdropper are located.  

 If the jammer can be placed close enough to the eavesdropper, a 
better performance is achieved compared to the FD system. 

 Otherwise, the FD scenario can generally take over which is very 
favorable from practical point of view as we can remove the need for 
an extra network node. 
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