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Executive Summary 

 

As  the  Internet  becomes  an  increasingly  dominant  communication  and  work 

technology, the need for full connectivity and interoperability follows.  Web services 

can provide a competitive advantage and have almost unlimited applications. 

 

Web services provide a means of  interaction among machines  through a network, 

while fundamentally remaining independent of the operating system in place. 

 

Function  is  made  possible  by  various  network  technologies  and  communication 

protocols, which collaborate to build a seamless, integrated application. 

 

Web  service  design  has many  elementary  principles,  but  the  architectural  details 

vary  according  to  the  service’s  goals  and  intended  inputs,  and  outputs.    Once 

designed, a Web service is often published, so as to expose it for potential client’s to 

find, and ultimately use. 

 

An  extremely  important  aspect  to  developing  a  robust  and  uniformly‐applicable 

Web service  is  to  follow strict data description,  transformation, and  interpretation 

procedures.    This  is  known  as  Web  service  semantics,  and  is  a  growing  area  of 

research. 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As  with  any  application  involving  network  communication,  security  is  of  great 

concern.    Information  can  be  intercepted  and/or  manipulated  if  not  properly 

protected through a multitude of appropriate tactics. 

 

Since Web  services  are popular within  the business world,  constructing  a  reliable 

service  is  a  key.    Service  quality,  timeliness,  and  resiliency  can  make  or  break  a 

corporate bond. 

 

Web services are in use by a large number of corporations, both big and small, such 

as Google, Amazon, and UPS. 

 

1.1  Why Web Service?  

For  Organizations  operating  in  the  digital  world,  data  sharing  and  online 

collaboration  with  Suppliers,  Business  Partners  and  Customers  are  crucial  and 

important.  This  provides  Competitive  edge  for  an  organization  to  gain  customers 

and  protect  them  from  other  viable  forces.  To  share  the  data  and make  external 

entities collaborate seamlessly, it is imperative for an organization to provide access 

to  their  data without  any  interruption. However,  the  information  systems  in  each 

entity may have different operating systems. They may be located anywhere across 

the Globe. These entities could not use the data from a customer’s database without 

prior knowledge of physical  location, security and configuration parameters of  the 

remote computer on the network.  Web Services, aka Remote computing Services, are 

used to address these issues. “The increasing adoption of Web services is one of the 

most  important technological  trends  in contemporary business organizations. This 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trend  is  motivated  by  claims  about  the  ability  of  Web  services  to  facilitate 

information technology (IT) flexibility, improve information management, and even 

lead to a competitive advantage” (Lior Fink et al.). 

Platform independent, network  independent, device  independent Web services 

enable entities from anywhere in the world to access and use these services through 

the  Internet.  This  heterogeneous  nature  of  web  services  enables  seamless 

collaboration  and  data  sharing  between  an  organization  and  its  entities.  In  fact, 

large  organizations  that  spread  across  the  globe  started  using  these  reusable 

application  components  across  the  organization  increasingly  for  suppliers  and 

business partners. This enables common services developed by one business unit to 

be used across  the corporation.    “Web services have a massive  impact on  the way 

businesses  think  about  designing,  developing,  and  deploying  Web  based 

applications. This  study draws on  these  characterizations and views Web services 

applications  (WSAs)  as Web‐based  applications  that  are  designed  to  facilitate  the 

seamless  integration  of  business  software  using  open  standards.”  (Ratnasingam, 

pp.382)  

This  powerful  benefit  of  web  service  was  recognized  by  many  organizations, 

which  started  offering  such  service  components  to  their  suppliers  and  business 

partners enabling them to access the necessary part of their database in a controlled 

manner.  This  allows  organizations  to  build  and  strengthen  their  customer 

relationship,  streamline  information  flow,  maintain  data  accuracy,  eliminate  data 

inconsistency and accelerate availability of data. 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1.2  What is Web Service?  

In  order  to  know  what  a  web  service  is,  it  is  important  to  first  know  SOA 

techniques.    SOA,  aka ServiceOriented Architecture,  is  the  evolution  of  distributed 

computing  based  on  the  request  /  reply  paradigm.  It  is  an  architectural  style  for 

building software applications that use services available  in a network such as the 

web.  An  application’s  business  logic,  individual  functions,  and/or  repeatable 

common functionalities are modularized and presented as a service to the consumer 

through  the  network.   The  key  to  these  services  is  their  loosely  coupled  and 

interoperable  nature;  i.e.,  the  service  interface  is  independent  of  the 

implementation.  Application  developers  and  system  integrators  can  build 

applications  by  composing  one  or  more  services  without  knowing  the  services' 

underlying implementations.  W3C consortium defines a Web service as “a software 

system  designed  to  support  interoperable machine‐to‐machine  interaction  over  a 

network. It has an interface described in a machine processable format (specifically 

WSDL). Other systems interact with the Web service in a manner prescribed by its 

description  using  SOAP  messages,  typically  conveyed  using  HTTP  with  an  XML 

serialization in conjunction with other Web‐related standards”  (W3C: WSA). 

IBM  defines  Web  services  in  a  similar  manner  as  “self‐describing,  self‐

contained,  modular  applications  that  can  be mixed  and matched  with  other Web 

services  to  create  innovative  products,  processes,  and  value  chains. Web  services 

are  Internet applications that  fulfill a specific  task or a set of  tasks that work with 

many other web services in a manner to carry out their part of a complex workflow 

or a business transaction”. According to Deploying and Managing Web services 541 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to Microsoft, “A Web Service is a unit of application logic providing data and services 

to  other  applications.  Applications  access  Web  Services  via  ubiquitous  Web 

protocols and data  formats, such as HTTP, XML, and SOAP, with no need to worry 

about how each Web Service is implemented”. HP defines Web services as “modular 

and  reusable  software  components  that  are  created  by  wrapping  a  business 

application inside a Web service interface. Web services communicate directly with 

other web services via standards‐based technologies”. SUN perceives a Web service 

as  an  “application  functionality  made  available  on  the  World  Wide  Web.  A  Web 

service consists of a network‐accessible service, plus a formal description of how to 

connect to and use the service”. (Qi Yu, P540‐541). 

Web  services  are  the  implementation  and  realization  of  SOA.  They  are 

interoperable, heterogeneous, software components exposed as a service and made 

available  on  the  Internet  for  the  clients  to  consume.    A  group  of  web  services 

interacting together in this manner defines a particular web service application in a 

SOA.    Web  services  are  always  designed  to  be  accessed  and  consumed  by  other 

applications.  They  vary  in  complexity  from  simple  operations  like  conversion  of 

temperatures, to complex processes like running CRM and ERP systems.  

 

1.2.1 Benefits of Web Service: 

Interoperability: Being most  the  important benefit, web services  typically work 

outside of private networks, offering developers a non‐proprietary route to their 

solutions.  Services  developed  are  likely,  therefore,  to  have  a  longer  life  span, 

offering better return on investment of the developed service. Web Services also 

let developers use their preferred programming languages. In addition, thanks to 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the use of standards‐based communications methods, Web Services are virtually 

platform‐independent.  “Web  services  are  designed  to  bring  together 

applications  from  geographically  distributed  and  heterogeneous  environments 

and provide interoperability among them” (Sirin et al.) 

 

Ease  of  Communication:  Web  services  use  SOAP  over  HTTP  protocol.  So  the 

existing  Internet  network  shall  be  used  to  implement  web  service.  This  is 

cheaper than proprietary solutions like EDI/B2B. 

 

Code  Reuse:  Web  services  are  self‐contained,  self‐describing,  discrete 

application  components. The  reusable nature of web  service acts  as  a building 

block  for  developing  a  robust,  enterprise  application.   Web  services  also  help 

connect existing legacy applications to new applications. 

 

Cost  Savings:  Ease  of  communication,  code  re‐use,  data  accuracy,  faster  data 

availability,  and  platform,  technology,  and  network  independency  adds  up  to 

significant cost savings.  

 

1.3  Web Service Technologies 

Web services architecture involves a family of layered and related technologies 

and  protocols  to  describe,  deliver,  and  interact  with  services.    This  family  can 

further be subdivided into two groups. 

a. The  first  group  handles  the  issues  of  messaging,  interface  description, 

addressing  and  delivery.  Simple  Object  Access  Protocol  (aka  SOAP)  is  a  simple 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XML‐based  messaging  protocol  that  allows  applications  to  communicate 

information over HTTP, IIOP, SMTP, or others, without the depending on the OS 

platform.  This  protocol  encodes  messages  so  they  can  be  delivered  over  the 

network.  SOAP  uses  HTTP  and  XML  as  the  mechanisms  for  information 

exchange.  “SOAP  is  a  WS  messaging  standard  that  enables  communication 

among  Web  services  in  a  Web  Service  Management  System.  It  provides  a 

lightweight‐messaging framework for exchanging XML‐based messages. SOAP is 

independent  of  languages  and  platforms.  It  supports  two  types  of 

communications: messaging and RPCs” (W3C: SOAP). 

 

Web Services Description Language  (aka WSDL)  is a set of XML commands that 

comprises of definition for the interfaces for each web service. This XML based 

protocol  is  used  to  send  and  receive  information  through  distributed 

environment.  “WSDL  specifies  the  mechanisms  to  access  a  Web  service  in 

addition to the service name and signatures. Second, WSDL defines the location 

to  invoke  a Web  service, whereby  the  service  requestor  can  locate  the  service 

and interact with it using SOAP” (W3C: WSDL). 

 

b. The second group of protocols and specifications define how services advertise 

themselves and can find each other on the network. For services to locate each 

other,  the  Universal  Description,  Discovery  and  Integration  (UDDI)  protocol 

defines  a  registry  and associated protocols  for  locating  and accessing  services. 

“UDDI  defines  a  standard  to  publish  and  query  Web  services  in  a  WSMS.  It 

integrates  Web  service  description  and  discovery  to  help  service  requestors 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locate their desirable services. The core component of UDDI is a service registry. 

The registry stores the general information of Web services” (W3C: UDDI). 

 

1.3.1 Style of web services 

Web services are a set of tools and technologies that can be used in the following 

ways: 

Remote  Procedure  Calls  (RPC):  In  this  style  of  web  services,  a  SOAP  message 

represents  a  method  invocation  on  a  remote  object.  The  arguments  list  the 

method  to be  invoked are  serialized and moved  to  the  remote environment  in 

which the method is invoked. 

 

Service Oriented Architecture (SOA): In this style, a SOAP message represents the 

information needed to invoke another service. This is often referred as Message

Oriented service.  

 

REpresentational State Transfer (REST): This style of web service follows Client 

and  Server  architecture.  Clients  initiate  a  request,  send  it  to  server,  and  the 

server processes  the request; returning the appropriate response. This  is often 

referred  as  OperationOriented  service.  REST  web  services  are  based  on  GET, 

POST, PUT, and DELETE.  “REST WS are promising because of  their  lightweight 

and simplicity compared to SOAP‐based WS” (Khaldoon). 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1.4  Web Service Design 

When  incorporating  the  use  of Web  services,  the  fundamental  idea  behind 

Web  services  needs  to  be  continually  considered.    Web  services  are  used  when 

communication and interoperability is necessary via heterogeneous platforms (Java, 

1.1).   Developing a Web service which works on only a single platform essentially 

defeats the purpose of the application.  With this idea in mind, a generic approach to 

Web service models and architecture will suffice for the goals of this project. 

  Generic  web  service  applications,  in  parallel  with  their  original  goal,  often 

follow the aforementioned service‐oriented architecture with three distinguishable 

steps.    Some  refer  to  this  particular model  framework  as  “Publish‐Discover‐Bind” 

(Java, 1.1).  First, the web service interface itself is published to some sort of registry.  

Clients can then discover (Web service discover is more thoroughly discussed in the 

next section) the particular Web service that suits their needs, and then binds to it, 

allowing  for  its  use.    This  is  a  general  encapsulation  of Web  service  use,  but  the 

actual implementation varies via numerous combinations of processing models and 

communication  types.    Some  styles,  other  than  service‐oriented  structure,  have 

become  relatively  popular;  including  remote  procedure  call  (RPC)  and 

representational  state  transfer.    Recent  growing  popularity  in  the  use  of  XML 

messages has resulted in an increasing migration from RPC to REST‐compliant Web 

services. 

  There  are  differing  approaches  to Web  service  processing models.   Models 

may be object‐centric, as well as document‐centric.   Object‐centric approaches are 

controlled  by  method  (owning  to  its  alternate  reference  as  the  “method‐centric” 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approach)  calls,  which  use  the  business  logics  of  the  service  and  apply  them  to 

objects  containing  the  required  information  to  complete  the  client’s  request.    The 

incorporation,  and  use,  of  business  logic  is  what  separates  object‐centric  models 

from  those  with  a  document‐centric  structure.    Document‐centric  Web  services 

separate  the  inherent  business  logic  from  the  document’s  content.    “The  service 

receives  an XML document,  and  that  document  contains  only data  and no  explicit 

binding  to  the business  logic  that  is  to be applied”  (Java, 1.1).    In essence,  request 

processing depends on the content details, rather than invoking specific methods, as 

in the object‐centric model.  These two ends of the model spectrum lead to unique, 

but often blended, types of interaction architectures. 

  Web service architecture can be broken into two variances: synchronous and 

asynchronous Web services.  Their handling of requests and the resulting responses 

separates  the  two  communication  features.    Document‐centric  models  are  often 

composed of asynchronous communication,  in which clients  request a  service and 

then continue processing without waiting  for a response  from the service.   Once a 

response  is  receives,  the  Web  service  resumes  whatever  process  initiated  the 

request.    Conversely,  object‐centric  models  usually  consist  of  synchronous 

messaging, in which the client waits for a response to the request before it continues 

on within  the original  process  (Java,  1.2.1).    For obvious  reasons,  processing  time 

plays a major role in which architecture is most suitable for a given Web service.  A 

process  involving significant computation, and therefore  time‐consumption, would 

be  hindered  by  a  synchronous  structure.    This  characteristic  might  explain  why 

synchronous  communication,  such  as  RPC‐oriented  applications,  has  limited 

applicability, and is often overshadowed by asynchronous design. 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 Once  a  Web  service  has  been  developed,  it  needs  to  be  exposed  for 

description  and  discovery.    Depending  on  its  proposed  use,  a Web  service  can  be 

published  wherever  the  business  feels  it  to  be  necessary,  such  as  a  corporate  or 

public registry.   Within the registry needs to be a description of  the Web service’s 

Web Services Description Language (the standard language for describing a service) 

as well  as  the  XML  references made.    At  this  point,  the Web  service  can  function 

under its intended purpose.   As mentioned in section 1.2, these purposes can span 

from  simple  calculations  (for  example:  Celsius‐to‐Fahrenheit  conversions)  to  fully 

integrated  enterprise  applications.    Since Web  services  are  intended  to  be  cross‐

platform, their uses are practically endless. 

 

1.5  Web Services Discovery 

  Web services discovery, as its title suggests, is the process behind matching a 

given  task  with  a  suitable  Web  service.    As  the  popularity  and  variety  of  Web 

services continues to grow, the need for a simple search and discover method comes 

to  light. There exist numerous  individual registries  for which Web services can be 

published,  but  discovery  still  fails  to  have  a  single  solution.    “Although  these 

registries provide search facilities, they are still rather difficult to use…” (Crasso et 

al, 144).  There are many customized versions of discovery registries that have been 

built  by  different  professionals.    Most,  however,  follow  similar  fundamental 

characteristics.   

  Similar  to  marketing  your  product  with  commercials  or  ads  in  the  paper, 

businesses  are  concerned  with  getting  their Web  services  in  front  of  the  correct 

users.  Simply stated, “effective mechanisms for web service discovery and ranking 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are  critical  for  organizations  to  take  advantage  of  the  tremendous  opportunities 

offered by web services, to engage in business collaborations, …to identify potential 

service partners…and increase the competitive edge of their service offerings” (Hao 

et  al,  1053).   Many web  service  discovery methods  follow  a  similar  design  to  the 

Universal  Description,  Discovery  and  Integration  (UDDI)  registry.    UDDI  enables 

businesses to publish their Web services, define their individual protocols (done so 

by providing WSDL documents), as well as explore other web applications.  UDDI is, 

of course,  independent of the operating system language and conducts  itself based 

on XML practices.   While UDDI, as an example, provides a large number of listings, 

that quality in of itself raises a problem. 

  Depending on  the search query,  registries  like UDDL can provide  too many 

results  capable  of  performing  the  desired  task.    As  a  result,  many  Web  service 

discovery  methods  now  look  to  include  relevance  as  part  of  the  search  process.  

Many  registries  now  have  various  algorithms  that  can  return  the  most  fitting 

service,  given  a  description  of  the  desired  task,  rather  than  just  list  all  of  the 

applications that could satisfy the request.  To combat the problems associated with 

Web services being spread out over various registries, “multicast” mechanisms such 

as WS‐Discovery can reduce the need for centralized registries by searching entire 

networks.    These  particular  applications,  however,  are  limited  to  small,  local 

networks. 

 

1.6  Web Service Semantics 

  As  organizations  look  to  develop  uniformly  applicable Web  services,  it  has 

become increasingly necessary to develop a sophisticated way in which data can be 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combined  from  different  sources  and  industries  without  losing  its  intended 

meaning.  Correct data transformation, formation, and interpretation are extremely 

important aspects of  a  fluid Web service.    “Semantics  can  improve software  reuse 

and  discovery,  significantly  facilitate  composition  of  Web  services  and  enable 

integration  of  legacy  services  that  are  described  using  Web  Service  Description 

Language”  (Akkiraju  et  al.).    As  the  quote  indicates,  semantics  has  direct 

implications on the previously discussed Web services discovery techniques. 

  The  overall  goal  of Web  service  semantics  is  to  organize  descriptions  in  a 

formal, concise, and unambiguous manner, so as to allow machine interpretation of 

the  service  to  be  both  automatic  and  precise  (Charif  et  al,  33).    In  other  words, 

speaking  the  same  language,  and  using  the  same  words,  will  result  in  the  best 

communication,  no  matter  who’s  speaking.    “Semantic  markup  of  Web  services 

provides a declarative, computer‐interpretable API for executing services (McIlraith 

et  al,  47).    In  a  semantic  environment,  the  markup  tells  the  agent  what  input  is 

needed,  what  will  be  returned  for  a  given  request,  and  how  to  interact  with  the 

service  automatically.    Having  predefined  interpretations  of  a  service’s  elements 

greatly decreases misunderstandings, leading to a more robust, complete interface. 

  Web  service  semantics  not  only  aim  to  impose  explicit  understanding,  but 

they  also  can  make  up  for  divergent  syntax  within  two  services.    For  example, 

suppose you wanted to get the price for a particular item.   There are two separate 

functions available to do this: getItemPrice() and costOfItem().  They differ in syntax, 

such as one referring to the result as “price” and the other referring to the result as 

“cost.”    The  interfaces  which  parameters  are  established  could  also  be  different. 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However,  if  the  two  functions  follow  the  same  semantics,  they  will  perform  the 

same, and provide the same result. 

  As with Web  services  discovery,  semantic markup has  been  approached  in 

various ways through separate initiatives, such as WSDL, and OWL (Akkiraju et al.).  

Because  of  this,  multiple  definitions  for  the  same  service  have  been  created.    So 

unless everyone uses the same approach (OWL, for example), uniformity  is almost 

impossible.   A push  for an  industry‐wide semantic markup has  lead  to  substantial 

research into method standardization and composition.  While some initiatives have 

lead  to  partially  accepted  techniques,  limitations  of  their  functionality  still  exist.  

Hopefully, business practices will eventually lead to systems based on clear, concise 

protocols, leading to seamless automation. 

 

1.7  Web Services Security 

Web  services,  which  are  an  integral  part  of  the  Web  today,  have  gained 

industry‐wide acceptance because of its ability to solve IT problems using standards 

and standards‐based technologies.  They deliver a promising solution that allows IT 

services to be  interoperable and to  integrate them using XML‐based messages and 

standard  protocols. Web  services  security  has  become  the most  important  focus, 

because  it  is  necessary  to  ensure  that  exposed  Web  services‐based  business 

transactions are secure, reliable, and available to service consumers when they need 

it. When securing web services, we must take a three phase approach; first: identify 

the  threats  that  affect Web  service,  second:  define  the  security  requirements,  and 

third: implement a security solution. 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1.7.1 Security Issues 

There are many known threats, vulnerabilities, and risk factors (Shamual) for 

implementing Web services. Some of the known threats are: 

• “Man  in  the middle”  attack  ‐  when messages  between  two  communication 

parties  are  intercepted  and  the  content  modified,  without  the  knowledge 

either party.  

• Spoofing ‐ when an attacker uses the identity of a trusted service requester 

and  sabotages  the  security  of  the  service  provider  using  forged  service 

requests with malicious information.  

• Replay  attacks  ‐  the  attacker  fraudulently  duplicates  a  previously  sent 

request and repeatedly sends it for the purpose of causing the web services 

to generate faults that can cause failure.  

• XML  Schema  tampering  ‐  the  attacker  modifies  the  externally  referenced 

XML  schemas  with  erroneous  and  inconsistent  information,  which  affects 

web services failure related to message validation and verification.  

• WSDL and UDDI attacks ‐ there is a threat that the attacker will make use of 

publicly  accessible  UDDI  or  WSDL  information  to  identify  the  service 

provider  location and  then perform a number of operations, with arbitrary 

input  and  output  parameters,  based  on  bad  data.  It  is  very  important  to 

understand and address  these security  issues before adopting web services 

in business organizations. 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1.7.2 Security Requirements 

Web  Services  also  have  similar  security  needs  to  any  other  Web  based 

applications. Security requirements  for Web services can be divided  into  those 

that are defined in terms of the communications protocols. These requirements 

must also ensure that a secure environment will be available to the Web services 

for conducting business transactions, processes and collaboration. The following 

security requirements must be addressed in order to be able to deliver end‐to‐

end security architectures for web services solutions (Robert, 351): 

• Confidentiality  ‐  Data  privacy  and  confidentiality  assure  that  the  actual 

transmitted  data  is  protected  from  unintended  users.  Ensuring 

confidentiality guarantees that data transmitted is not able to be viewed by 

anyone  who  may  intercept  the  information  during  transmission  between 

Web services client and provider. 

• Integrity  ‐  Data  integrity  plays  a  vital  role  in  ensuring  that  information 

exchanged between the requester and provider are accurate, complete, and 

not  modified/altered  during  transit  and  storage.  Ensuring  data  integrity 

protects Web services communication from intruders that may damage data. 

• Non‐repudiation – It must be ensured that the communicating parties accept 

a  committed  transaction.  This  will  also  assure  that  the  sender  cannot 

legitimately claim that they did not send the message. 

• Authentication  ‐  enforces  the  verification  of  the  identities  and  credentials 

exchanged  between  the Web  service  provider  and  the  consumer.  This will 

assure  that  the  sender  and  receiver  are  who  they  claim  to  be.  Using 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authentication,  the  risks  associated  with  many  known  threats  can  be 

mitigated. 

• Authorization  ‐  defines  the  rules  and  policies  associated with  the  required 

access  control  to  the  resources.  Upon  successful  authentication,  a  service 

requester  requiring  access  to  a  business  service  should  be  provided  with 

specific access rights to the resources. It assures that an authentication entity 

can  access  only  those  information  resources  they  must  have  access  to 

request or provide a service. 

• Availability – This ensures that the web services infrastructure is capable of 

sustaining  operations  after  a  failure.  It  provides  that  service  interruptions 

will be properly addressed and avoided as best as possible. 

 

1.7.3 Security Solution 

To implement a security solution we must understand how the Web services 

consumer interacts with providers. For requesting a service, a Web Service client 

(Application  Level)  builds  a  SOAP  stack  (Message  Level)  and  delivers  it  to  a 

HTTP Client  (Transport  level). The HTTP client  sends  the packets  to  the HTTP 

Listener  (Transport  Level)  on  the  Web  Service‐provided  machine,  the  HTTP 

listener hands over the SOAP stack (Message Level) to the Web Service provider 

(Application Level) for processing (Florije). The procedure is reversed when the 

response,  processed  request  is  sent  back  to  the  client  by  the  provider.  The 

Security solutions for web services must be applied to Application, Message and 

transport level to ensure that all the security requirements are met for a secured 

Web service implementation.  These three levels are detailed below. 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• Application Level Security ‐ A Web service application, which is at the highest 

level in the OSI model, handles its own security scheme. Traditional firewalls 

and other  controls  do not  provide  complete protection. Web  services must 

use their own security domain and access control checks; all of the data fields 

must be encrypted using XML digital signatures. 

• Message  Level  Security  ‐  applies  to  XML  documents  that  the Web  services 

sent  as  SOAP  messages.  The  header  in  the  SOAP  message  contains 

information  relevant  to  the  protocols  and  procedures  for  processing  the 

specified message. With message level security, token flows are identified in 

the SOAP header, which allows the identify to flow through the entire length 

of  the request ‐ meaning the token sent by the consumer  is  the same token 

the  provider  receives.  Encryption  mechanisms  like  Security  Assertion 

Markup  Language  (SAML)  authentication,  Single  Sign‐on  (SSO),  XML 

encryption, and XML digital signature (Takayuki, 222) must be used to bind 

the security token to the message contents. 

• Transport Level Security – This leverages security configurations within the 

operating  system  and/or  the  application  server.  With  transport  level 

security, token flows are identified in the HTTP header, outside of the SOAP 

envelope.  It  is  point‐to‐point,  meaning  the  identity  token  sent  with  a  web 

service  request,  through  an  intermediary,  will  not  be  able  to  flow  to  the 

service  provider.  The HTTP over  SSL  protocol must  be  used  to  protect  the 

messages  during  transport  between  consumers  and  provider.  To  support 

non‐repudiation,  Web  services  must  use  authentication  with  client 

certificates. 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A combination of  all  three  levels,  application, Message and Transport  level, 

security  mechanisms  must  be  used  for  a  successful  Web  services 

implementation. 

 

1.8  Web Services Reliability 

Web services have become the most popular means used by organizations to 

offer services to their customers and to interoperate with business partners. These 

services are accessed through messages. Since messaging is crucial to the business, 

in terms of the services and transactions that are exchanged between providers and 

subscribers, it has become essential to ensure reliable messaging. Reliability defines 

the  ability  of Web  services  to  guarantee message  delivery  between  provider  and 

subscriber  with  an  acceptable  level  of  quality  of  service.  Reliable  service  is  an 

important measure of the quality of Web services.   It ensures message persistence, 

acknowledgement,  duplication  elimination,  orderly  delivery,  and  provides 

appropriate  status  of  delivery  to  both  sender  and  receiver.  Message‐oriented 

middleware (asynchronous) technology, discussed in section 1.4, must be used for 

routing web services messages; this will guarantee that the messages sent will reach 

its destination even if the consumer or provider is not available. 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1.9  Publicly Available Web Services 

Web services are useful  for exposing organizations internal systems for use 

by  external  entities.  Large  organizations  like  Google,  Amazon,  and  UPS  are 

publishing  their  Web  Services  for  use  by  outside  developers.  It  is  a  three  step 

process for a developer to consume these public services: searching and finding the 

service  using  search  tools,  understanding  the  functionality  of  the  services,  and 

integrating the service  into the  internal application (Wang et al, 141). Some of  the 

most popular public Web services are: (1) Google Inc., which published their search 

engine  API  for  developers  to  consume  it  within  their  application  for  searching 

information and publishing the result inside the internal application, (2) UPS, USPS, 

and  FedEx  provide  the  API  for  tracking  status  of  packages  shipped,  (3)  Amazon 

provides an API to get prices of products available on their web site, and (4) PayPal 

provides an API for online stores to accept Payments. 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Concluding Synthesis 

  In an age where  information  is a key  to  the success of businesses, both big 

and  small,  harnessing  Internet  communication  in  an  efficient  manner  demands 

attention.   Web  services  not  only  function  on  this  principle,  but  they  expand  the 

reaches  of  internet‐based  business  offerings.    From  initial  conception  of  a  Web 

service and its ideology, through the design, and on to security and implementation, 

it  is  clear  that Web services are based on an  intricate  technological cohesion.   For 

this reason, gaining a thorough understanding of Web services requires knowledge 

of a host of messaging protocols and communication semantics.  This technology is a 

great asset when developed and secured properly. 

  In  this  examination  of  Web  services  as  a  whole,  it  appears  there  are  two 

areas necessitating  future attention.    First,  a  clear,  strict  set of  semantic protocols 

needs  to  be  uniformly  accepted  and  followed.    This  will  aid  in  constructing  a 

ubiquitous  standard  for  Web  service  design.    Second,  security  must  be  a  pivotal 

concern for organization  looking to make use of Web service technology.    Just  like 

any Web‐based  communication,  data  is  highly  susceptible  to  interception  and/or 

manipulation,  so  security  is  crucial.    Overall, Web  services  have  almost  unlimited 

applications, which many companies have already picked up on.   Their popularity 

will likely persist into the foreseeable future. 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