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Abstract—Community, corporate, and government
organizations are being targeted by disinformation attacks at an
unprecedented rate. These attacks interrupt the ability of
organizations to make high-consequence decisions and can lower
their confidence in datasets and analytics. New interdisciplinary
research approaches are being actively developed to expand
resilience theory applications to organizations, and to determine
the metrics and mitigations needed to increase resilience against
disinformation. This paper presents initial ideas on adapting
resilience methodologies for organizations and disinformation,
highlighting key areas that require further exploration in this
emerging field of research.
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I. INTRODUCTION

For over a decade, researchers have been analyzing the
resilience of energy and infrastructure systems to various threat
types, including natural disasters, man-made attacks, and
accidents [1]. For the purposes of this paper, resilience is defined
following the Presidential Policy Directive-21 (PPD-21) as “the
ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions” [2]. Through
this extensive work, many quantitative frameworks have been
developed to capture resilience theory for specific applications
and at-large. While natural disasters and cyber-attacks remain at
the forefront of infrastructure resilience planning, another threat
is quickly overwhelming systems and society—disinformation.
This research focuses on expanding current resilience theory
applications to analyze organizations’ resilience to
disinformation attacks and provide insight into the levers
organizations can use to increase resilience and continue to
make high-quality, data-based decisions. Specifically, we start
with a literature summary of different research fields relevant to
this work and then present initial ideas on how scoping,
modeling, and evaluation aspects of resilience methodologies
would need to be adapted for organizations and disinformation.
We conclude with key areas that require further exploration in
this emerging field of research.

II. RELEVANT RESEARCH DOMAINS

Three fields of research are brought together in this study: 1)
the evaluation of disinformation impacts, 2) organizational
resilience, and 3) infrastructure resilience, all of which have
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elements needed for organizational resilience to disinformation
analysis (ORDA), but none of which fully address all aspects.
For example, research about the spread of disinformation
campaigns through social media looks at how information
propagates across different groups, using network techniques to
identify sources and bots [3] as well as influential actors [4].
While disinformation dispersed by social media may impact
members of an organization and affect their worldview, the
operations of an organization are governed by more complex
interactions and processes that differ from general public
engagements on social media platforms. Thus, limited insights
can be gained from use of standard social media metrics (e.g.,
number of likes or shares) for evaluating disinformation attacks
that are directly aimed at an organization that can affect the
organization’s ability to make critical decisions and/or take
decisive action.

The second field of research relevant to this work focuses on
organizational resilience at-large. Some commonly cited
attributes of organizational resilience, as summarized nicely in
[5], are situational awareness, managing vulnerabilities, having
resources, the ability to improvise, the ability to anticipate
events, agility, robustness, redundancy, flexibility,
collaboration, learning capacity, and resilience of individuals.
Many of these metrics might be applicable for evaluating
disinformation threats against organizations. However, to date,
this research is largely qualitative and thus, faces limitations for
use in ORDA.

In contrast, the third field of research, energy and
infrastructure resilience analysis, has contributed many
quantitative metrics to support resilience assessments [6].
However, these methods have not focused on organizations
beyond a basic understanding of whether or not an organization
still has a source of power (when the impact of a threat is grid
outages) or is suffering the consequences of a direct attack (such
as a physical or cyber-attack). Such analyses focus primarily on
impact to systems, and at best include human interactions with
these systems as a secondary measure. However, the threat
disinformation poses to organizations heavily impacts the
decision-making process of those organizations and is therefore
inextricably tied to human processes, not just technological
systems, though those too may be affected.
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III. FRAMING ORGANIZATIONAL RESILIENCE TO
DISINFORMATION

The ORDA framework leverages Sandia’s Integrated
Methodology for Energy and Infrastructure Resilience Analysis
[6]. Although this methodology was originally designed for
energy and infrastructure applications, our team believes the
general concepts can be adapted and applied to disinformation
attacks against organizations. In particular, this methodology
describes the main steps of a threat-informed, consequence-
focused, and performance-based resilience analysis, which can
be customized based on specific applications. These steps focus
on: 1) scope and goals, 2) metrics, 3) baseline analysis, 4)
mitigations, and 5) improvement analysis. The remainder of this
section will go through these resilience analysis steps in greater
detail, highlighting how they can be customized for ORDA (Fig.

1).
A. Scope and Goals

The first step of the ORDA framework is related to the
scope and goals of the analysis, including defining the system,
identifying threats, and categorizing resilience goals.

For this research, the systems of interest are organizations.
We are specifically looking at organizations that are analyzing
and using data to make decisions of consequence. These
organizations may be small or large and may potentially be
geographically distributed with multiple locations. Thus,
structural variations of organizations for ORDA are an
important consideration.

Resilience threats can be roughly characterized into natural
threats, man-made threats, and accidents. ORDA focuses on the
man-made threat of targeted disinformation that is used to
impact an organization’s ability to make decisions. This
disinformation is propagated primarily through data and
analytics being used by the organizations and can be introduced
by an outsider to the organization, or by a malicious insider. For
this analysis, we define disinformation campaigns as activities
that are intended to cause harm; these are distinguished from
misinformation, which is false information that may be
unintentionally spread [7]. For the purpose of this scoping
exercise, we are only considering disinformation attacks
initiated by outsiders to the organization (i.e., insider threats are
not included within this scope).

* Organizations impacted by disinformation
campaigns

* Quantitative measures of the organization’s
structure and dynamics
* Analysis of organization using performance W
=R threshold requirements )
* Options to increase organization’s resilience \
J— to disinformation attacks
w * Impact of implemented mitigation measures J

Fig. 1. Steps in the ORDA Framework.

The resilience goals of an analysis should address the
primary stages of preparing for, withstanding, and recovering
from a given threat. In this case, the “prepare” stage consists of
the period of time before the organization has to make a
consequential decision using the data/analytics that have
impacted by disinformation. The goal here would be to
potentially identify the presence of disinformation in the
datasets or analyses before a decision is made with that data.
The organization could develop redundant data streams to help
with detection, or alternatively reduce the influence of any single
data source on overall decision-making. During the “withstand”
phase, in which a disinformation attack is already underway, the
goal is for the organization to be able to adapt by using
alternative datasets to make decisions, and to have measures in
place to monitor and identify ongoing disinformation attacks.
Lastly, during the “recover” phase, the organization will need to
overcome the effects of a disinformation attack. Since we are
specifically looking at decision-making organizations, the goal
during this phase is for the organization to have confidence in
the data and processes being used and continue to be able to
make impactful decisions. A summary of this first step for
ORDA is given in Table 1.

B. Metrics

The second step of the ORDA framework defines the metrics
that will be used in the analysis. For this step, the goal is to move
from the qualitative organizational resilience metrics described
in Section II to quantitative metrics that capture organizational
dynamics. Quantitative metrics will allow the team to measure
baseline resilience to disinformation within organizations and to
measure improvements once mitigation measures have been
implemented (Fig. 1).

For each organizational attribute found in organizational
resilience research, the team evaluated whether the attribute
applied to disinformation attacks, whether it was relevant, and
what types of quantitative metrics could be used to represent the
attribute. This down selected set of attributes and their
corresponding quantitative metrics are described in Table I1.

These are proposed metrics for the ORDA framework.
However, further research is needed to determine whether these
metrics are actually indicative of an organization’s resilience to
disinformation attacks (vs. a general characteristic that does not
need to be included in ORDA). Furthermore, the metrics
available for implementation may depend on the data
availability of different organizations.

TABLE L SCOPE AND GOALS
Category Scope
System Decision-making organizations
Man-made disinformation attacks propogated through
Threats . o . o
data/analytics by entities outside of the organization
Prepare: Develop redundant data streams to counter
disinformation-compromised ~ datasets;  introduce
o safeguards to detect disinformation in datasets
Resilience . N *
Withstand: Use alternative datasets, monitor and
Goals . . - .. .
identify ongoing disinformation attacks
Recover: Have confidence in data being used to make
decisions
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TABLE II. METRICS
Oriiltl:izglt:toenal Quantitative Metrics

e Data monitoring—frequency, quality, source
Situational verification . .
Monitoring &l Level of redundancy in datasets to verify
Reporting information . o

o Number of external influences on organizational

priorities

o Verification of data through further experiments
Managing (binary or time)
Vulnerabilities/ e Air gapped redundant networks (binary or
Anticipating number)

Events and Threats

Similarity of datasets used for decision making
Number of backup/alternate data sources
Number of servers, analysts, and decision
makers as percentage of how many are needed

Having Resources

. e Percentage of revenue/budget/work hours
Innovation/ X .. .
g dedicated to training, new analysis methods,
Creativity
research, etc.
e Number of groups/functions contributing to the
decision process
o o Number of levels of decision making
Organizational . L
T e Number of decision makers per organizational
ransparency
level
e Number of feedback loops during decision
making process (checks)
o Number of projects/priorities
e Percentage allocated (analysts, decision makers,
Margin/Workload etc.)

Number hours worked/projected hours

Number hours to make decision (or time limit
binary)

Number of locations

e Rate of disinformation attacks in each area
Which facilities have decision makers and
number

Locations of the
Organization

C. Baseline Analysis

The baseline analysis step within the ORDA framework is
perhaps the point of greatest deviation from a traditional energy
and infrastructure resilience analysis. For the latter, we assess
the system(s) of interest during normal operations, when they
are not experiencing threats, to evaluate baselines. However, it
may not be possible for an organization to know whether they
are experiencing a disinformation attack. The organization could
appear to be in steady state while already bringing in data that
has been altered with disinformation. In the context of decision-
making organizations, we propose that the ultimate goal of an
organization is to be able to make impactful decisions within a
reasonable timeframe that have a desired effectiveness.
Therefore, rather than comparing performance during a non-
event period, this research will use performance threshold
requirements (derived from Quantifications of Margins and
Uncertainties [8]) as the model baseline for ORDA.

There are multiple considerations in assessing the
organization’s baseline in this manner. First, the threat space
will need to be represented as part of the assessment inputs and
design. Researchers will need to understand the different
injection points for disinformation attacks against organizations
and how those vary based on whether the attacker is an outsider
or an insider. The injection points will also determine what parts
of the organization are being impacted by the disinformation
attack(s). For example, an injection point that occurs at the point

where data is being transferred to the organization may impact a
single dataset, while an injection point between analysis being
done using a dataset and the transfer of those findings to decision
makers could have an internal impact that bypasses safeguards
that only check the datasets upon initial receipt.

Another consideration is that researchers will need to have a
functional decomposition of groups within the organization to
understand the specific roles and activities of each. Examples of
functional groups within an organization would be entities such
as analysts, leadership, human resources, etc. These would then
be mapped to functions they perform such as data gathering,
decision making, etc.; this may not be a one-to-one mapping (see
additional details in the following section). Similarly,
researchers need to have a functional decomposition of data
types used by the organization to the missions they
enable/impact. This will be particularly important when
understanding how an organization can use alternate datasets or
tracing the impacts of a disinformation attack on a specific
dataset/analysis.

D. Mitigations

The fourth step of the ORDA framework considers
mitigation options to increase an organization’s resilience to
disinformation attacks. At a high level though, the mitigation
measures address the following questions:

e Which metrics have a quantifiably significant effect on
organization resilience?

o Are these consistent across different organizations?

e Do metrics scale linearly or non-linearly (across time
and/or events) for intended outcomes, or are there
diminishing returns after a certain level?

o Are there metrics that are negatively correlated?
e Are there any metrics that are interchangeable?

e Are there any metrics whose impact on resilience is
negligible?

Here the term metrics is referring to the quantitative metrics
identified in Table II. The goal of this research is to understand
which metrics have a statistically significant impact on an
organization’s ability to prepare for, withstand, and recover
from disinformation attacks. Different metrics may have a
greater impact on one of these phases of resilience than another,
which we will be aiming to understand in more detail.
Additionally, some metrics may be interchangeable, which
would give organizations flexibility in which areas to target
when trying to improve resilience.

Various research questions are present in this area, including
whether the levers to improve resilience are consistent across
different types and sizes of organizations or whether these levers
are specific to a given organization. This learning alone will
provide powerful insight as to how organizations can better
insulate themselves from the impacts of disinformation attacks
in the future. Additional details about how modeling can be
leveraged to help answer these questions are listed in Section IV.
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E. Improvement Analysis

The final step of the ORDA framework is to measure the
impact of mitigation measures once they have been
implemented in the real-world for an organization. This is
beyond the scope of this initial research, but in general, refers to
the iterative process needed to ensure assessments are being
used to support real-world decisions. For example, if real-world
performance differs from the performance forecasted by the
models, we will restart the resilience analysis process.
Alternatively, this analysis can be done as a benchtop exercise
by looking at how mitigation measures implemented in the
models perform when the threat vector is changed. These
exercises can give insight into the robustness of proposed
measures and their ability to transfer across different
disinformation attack scenarios.

IV. MODELING ORGANIZATIONAL RESILIENCE

Various modeling approaches have been used to simulate
organizational behaviors, including agent-based models, system
dynamics models, and cellular automata models [9]. Another
approach called viable systems modeling (VSM) has also been
used to represent organizations by defining the organizational
structure, dependencies between various subsystems within the
organization, command and control channels between the
subsystems, and the flow of data and information [10]. The
VSM focuses on five subsystems, that are generally described
for flexibility and not specific to the decision-making
organizations. However, the representation of key functional
and informational flow concepts defined within VSM may be
particularly ~ well-suited to represent decision-making
organizations that are subject to disinformation attacks.
Therefore, an initial exercise was undertaken to map the
quantitative organizational resilience metrics and decision-
making processes to the areas of the VSM that they will impact.
These mappings are captured in Table III. For simplicity, the
five VSM subsystems are defined based on their organizational
role in decision making.

Each subsystem, as mentioned, provides command and
control, as well as support, to the operational units via one of a
series of channels. For example, the resources required for the
operational unit to function are defined and provided via a
resource channel from the resource unit. An auditing channel
reviews the operational unit’s processes to ensure resources are
used adequately, and if the operational unit requires additional
resources, this is requested and negotiated, and then provided
from the resource unit via the channels. As such, the operational
unit and the resource unit handle resource management, margin,
and workload balancing of the subsystem conducting the
analysis. The unit that conducts the environmental monitoring
for the system is the situational awareness unit which, for our
organizational definition, also supports scanning for relevant
external datasets for the use by the operational unit. As such,
the situational awareness & data collection unit is responsible
for detection and sharing of external issues (e.g., events, threats,
and opportunities) and relevant data (e.g., collected or provided
from external systems) to the analysis unit and/or the decision-
making unit (both operational units) via the environmental
scanning channel. In Fig. 2, a simplified organizational system
is mapped using the VSM. We have included both operational

TABLE III. VSM SUBSYSTEMS MAPPED TO METRICS

Relevant
Organizational
Attribute

VSM Subsystem Purpose/Function

Operational Unit Supports the process of
data analysis (analysis
unit) or the process of
decision making

(decision-making unit)

e Resource Management

e Margin/Workload

Situational Monitoring

& Reporting

e Managing
Vulnerabilities

Coordination Unit | e Organizational
Transparency

Responsible for
coordination and control
between operational
units. May include use of
standards or formalized
requirements.

Resource Unit Maintains the operations
of the individual
operational units within
the system and is
responsible for resource

allocation

e Resource Management
e Margin/Workload

Situational e Situational Monitoring | Scans environment and

Awareness & Data & Reporting communicates issues and

Collection Unit e Managing opportunities as well as
Vulnerabilities collects external data for

¢ Anticipating Events use in analysis
and Threats

e Innovation/Creativity

Defines system’s
organizational objectives,
balances intersts of the
system, and ensures focus

e Locations of
Organization
e Innovation/Creativity

System Policy &
Identity

units—the analysis unit and the decision-making unit (presented
in blue). The dotted green line between reflects the movement
of datasets or analysis products between the units. The figure
also highlights, in grey, the other four subsystems and their
respective command and control channels.

Fig. 2 also captures two example disinformation scenarios
we consider within the context of the VSM (shown as lines from
the attacker to the organization system). The first scenario is an
attack targeting external datasets prior to their entry into the
organization. In this scenario the resilience metrics would be
focused on the processes within the situational awareness & data
collection units to prevent ingestion of the disinformation, as
well as on the analysis unit to ensure the disinformation is not
processed as part of its analysis. The supporting subsystems,
resources, system policy, and coordination, all support the
resilience of both the analysis unit and the situational awareness
& data collection unit to the disinformation attack. The second
scenario is an attack on the analysis product affecting the
decision-making ability of the system to ‘trust’ its own analysis.
In this situation, not only does the analysis unit require support
from all the subsystems, but the decision-making unit would
also require support from the situational awareness unit
specifically to help them recognize the attack.

Although the VSM approach provides a powerful qualitative
platform for understanding organizational functions and
interactions, the actual assessment of organizational behaviors
requires the ability to simulate different outcomes. Thus,
alternate modeling approaches, such as multi-player, agent-
based models (ABM), will be important to support study of
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Fig. 2. Simplified Organizational Representation Highlighting Two Possible
Disinformation Attacks.

exemplar organizations that have experienced disinformation
attacks. Outcomes from these ABMs can inform which
quantitative metrics have the largest influence on organizational
resilience to disinformation and support assessment of metric
transferability across different organizations.

V. EVALUATING ORGANIZATIONAL RESILIENCE

So far, we have discussed ways to model organizations and
possible metrics that can help quantify various aspects of an
organization that we believe to influence resilience to
disinformation attacks. However, we still need a way to assess
the overall resilience of a given organization after working
through the steps of the ORDA framework. Traditional
assessments in organizational resilience research have focused
on organization outcomes such as change in profit, income,
product cost, manpower, etc.; or on recovery-based measures
such as recovery time, potential loss averted, ratio of recovery
and loss, total loss over time, etc. [5], [11]. While these are
useful ways to assess resilience in organizations that are
experiencing more historically typical disruptions in supply
chains, operating hours, etc., they do not capture the novel
consequences posed by disinformation attacks.

Since we are focusing on organizations who are using
data/analytics to make high-consequence decisions, the ultimate
measure of how resilient an organization is to disinformation
attacks will consist of two important components—whether an
organization can make a decision within a desired timeframe,
and the ability of that decision to have a “positive” outcome as
defined by the organization’s mission(s) or objectives(s). The
organization will need to demonstrate these two components of
resilience across decisions being made to be considered resilient
to disinformation attacks.

We posit that the barriers to an organization being able to
make these high-quality decisions in a timely manner can be
effectively quantified through a “decision impedance” metric.
The goal of adversaries launching a disinformation attack
against the organization will be to increase decision impedance,
while the goal of the organization will be to put mitigation
efforts into place to increase resilience and lower decision
impedance. We represent decision impedance as:

Ip = Tp/Qp, where (1)

I, is the decision impedance associated with decision D, T}, is
the time it took for the organization to make decision D, and Q)
is the quality of decision D.

The specific units for these variables will require future
research. For example, T}, could be represented in hours or as a
ratio of actual hours to desired hours and representing Q, as the
amount of time without negative consequences as a result of the
decision. Qp would likely need to have an upper limit based on
the goals of the organization. Long-range simulation and
subsequent data collection would be needed to assess the
accuracy of these results with respect to organizational
characteristics (e.g., cost and consequence).

All mitigation measures put in place by organizations to
increase resilience to disinformation attacks will have a
corresponding cost to the organization. Because budgets are
rarely unlimited, there will be different mitigation measures
available to the organization at different price points [12].
Another goal of this research is to determine the optimal
mitigation measures at a set investment cost to minimize
decision impedance to the organization. The tradeoff between
cost and decision impedance will likely result in a Pareto frontier
(see Fig. 3 for an example) of potential mitigation measure
options that organizations may choose from when deciding how
to increase resilience.

The top-left most option (shown in orange) specifies what
will happen if an organization makes no investments in
mitigation measures to increase organizational resilience to
disinformation attacks. The associated cost is zero, but decision
impedance is at a maximum, meaning that it takes the
organization longer than desired to make a decision and/or that
the quality of that decision is below an acceptable threshold; this
threshold could be unique to a given organization and is
represented by the green line in Fig. 3. Research is needed to
determine acceptable thresholds.

The bottom-right most option (shown in blue) specifies the
opposite extreme—decision impedance has been reduced as
much as possible through implemented mitigation measures, but
those measures are associated with a maximum cost. While this
would be best-case from the perspective of being able to make
decisions, most organizations’ budgets will not allow for this
level of investment and such lavish outlay of capital could have
other negative impacts on the organization.

Decision Impedance
°

Investment Cost

Fig. 3. Example Pareto Frontier of Cost vs. Decision Impedance.
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Though each of the hypothetical options shown in Fig. 3 is
Pareto optimal, the most practical options tend to lay at the
elbow of the curve where decision impedance has been lowered,
but solutions are still affordable to the organization. The
determination of what mitigation options make sense and are
affordable is usually solicited through conversations with
organizational decision-makers. These discussions provide
insights into organization priorities, and acceptable risk levels to
the organization based on the nature of the decisions they are
making with data that may be subject to disinformation attacks.

VI. DISCUSSION

The threat disinformation poses to organizations who need
to make high-consequence decisions based on data and analytics
is rapidly evolving and novel approaches are needed near-term.
The expansion of threat-informed resilience analysis and
resilience frameworks traditionally used for energy and
infrastructure into the ORDA framework offers one avenue to
begin tackling this problem. By determining which attributes
help increase organization resilience to disinformation attacks,
researchers can help protect critical organizations that work on
behalf of national security, public safety, and other missions.

There are a number of research needs related to ORDA that
require further attention. For example, given that organizations
are constantly in flux, quantitative metrics will need to consider
both topological (i.e., structural) and dynamic properties of an
organization’s behavior. Topological metrics could capture
organizational characteristics around decision-making structure
while dynamic metrics will consider the evolution of the system
over time to effectively capture the consequences as well as
responses needed to improve resilience. As noted in Section II,
the impact of disinformation attacks within organizations
depends heavily on both system and human characteristics, thus
metrics will be needed to effectively capture the interactions of
these components. Although some mathematical equations to
support quantification of these complex relationships exist —
e.g., co-occurrence vs similarity [13] and feedback density [14]
— numerous questions still persist regarding effective
implementation of these metrics to support overall resilience
objectives. For example, how should geographic disparities be
captured in quantitative assessments, and how do we balance
competing objectives driving organizational behaviors to
ultimately support resilience? Some of these answers could be
explored through the development of ABMs as noted above. In
general, ongoing research is needed to elucidate answers to these
complex ORDA questions.
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