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Abstract

Purpose – Enterprises often face a wide variety of adverse events. Adverse events can have negative effects
on organizations like failures of resources. In case resources fail, they are not available and cannot perform the
assigned work. Enterprises are therefore especially interested in how resilient processes and workflows are in
case adverse events occur and resourcesmay fail. For this purpose, process resiliencemeasurement approaches
are needed.
Design/methodology/approach – To measure the resilience of processes and workflows, a life cycle and
five quantitative metrics have been developed. The metrics have been validated using five real-world
production and logistics cases to show their applicability on process models and paths. Furthermore,
workshops have been conducted with professionals to get additional feedback on the contributions.
Findings – Based on the results obtained from applying the metrics to five real-world cases, view-based
resilience improvements can be derived. Overall, only one of the five real-world cases can be considered as
completely resilient. Furthermore, the metrics and life cycle have been especially valued by professionals with
respect to transparency, independency, comparability as well as the ability to determine critical process paths.
Originality/value – Several authors have dealt with different aspects related to the measurement of business
processes, resilience or a combination thereof. However, a life cycle or metrics to quantitatively measure the
resilience of processes by considering resources has not been found yet. The life cycle andmetrics are therefore
novel. As a future research direction, they can be applied in different domains for further validation purposes.

Keywords Business process management, Measurement, Metrics, Resilience, Resource, Redundancy

Paper type Research paper

1. Introduction
Enterprises often face awide variety of adverse events during their existence. Adverse events
can negatively affect human or machine resources, with impacts on enterprise operations.
Disruptions of globally connected supply chains (Paul and Chowdhury, 2020) and the
unplanned nonavailability of mission-critical resources (Snedaker and Rima, 2014) are two
examples of impacts companies may deal with.

In case resources are not available as planned, business processes cannot be performed.
As a result, outputs like products or services of business processes may not be timely
produced or delivered to customers. Consequently, customers can lose trust in the ability of
an enterprise to supply goods and services as ordered and finally may decide to buy them
from one of the competitors. This can significantly reduce revenues and in the long-term
threaten the existence of the company.

BPMJ
28,4

1164

Jan J€urjens was partly supported by BMWi within the KI-Innovationswettbewerb in the project “IIP
Ecosphere @ Sec: Sicherheitsaspekte von Plattformen f€ur KI-€Okosysteme in der intelligenten
Produktion” and by the Forschungsinitiative Rheinland-Pfalz within the project “Engineering
Trustworthy Data-Intensive Systems” (EnTrust).

The current issue and full text archive of this journal is available on Emerald Insight at:

https://www.emerald.com/insight/1463-7154.htm

Received 28 October 2021
Revised 7 April 2022
20 July 2022
Accepted 22 July 2022

Business Process Management
Journal
Vol. 28 No. 4, 2022
pp. 1164-1182
© Emerald Publishing Limited
1463-7154
DOI 10.1108/BPMJ-10-2021-0674

https://doi.org/10.1108/BPMJ-10-2021-0674


Knowing this, dealing with adverse events and negative impacts on enterprise resources
can be crucial for the success of any company. The concept of resilience holds promise to find
answers to deal with adverse events and their impacts. It encompasses the ability to prepare,
prevent, protect, respond and recover from adversity (Thoma et al., 2016). In this regard, the
concept of resilience can feature several attributes like robustness (Furuta, 2015), adaptability
(Linnenluecke, 2017), flexibility or redundancy (Sheffi and Rice, 2005). This paper especially
considers redundancy as an attribute of resilience with the aim to continue processes by
replacing resources. In this context, the following research questions are addressed:

(1) How can the concept of resilience be combined with business process management?

(2) How resilient are process models and paths in case resources fail?

(3) How valuable is the research conducted to measure the resilience of processes?

To answer the first question, a life cycle with five different views has been developed
integrating the perspective of resilience into business process management (BPM) life cycle
phases. The life cycle should serve analysts as a basis to holistically analyze resilience issues
throughout different process and workflow stages.

To answer the second question, five quantitative metrics to measure the resilience of
processes are provided. The metrics show the degree of resilience workflows and processes
possess from different angles. They can be used, for example, to determine prioritizations to
improve the resilience of processes and workflows.

The last question is addressed in two different ways. The applicability of the metrics and
related resilience findings is demonstrated using one real-world manufacturing case and five
production and logistics cases. Furthermore, workshops have been conducted with
professionals to get feedback about the added value and possible improvements of the
contributions proposed.

The remainder of this paper is structured as follows. Section 2 states related work. Section
3 outlines the basics for all subsequent sections. Section 4 explains the life cycle and metrics
proposed. Section 5 validates the life cycle and metrics. Section 6 describes managerial
implications. Section 7 provides a summary of the work proposed.

2. Related work
In this section, research work regarding life cycle measurement concepts and metrics
considering business processes as well as resilience that relate to some extent to the approach
proposed in this paper is introduced.

Generally speaking, several authors have dealt with different aspects related to the
measurement of business processes or resilience or a combination thereof. However, to the
best of the authors’ knowledge, metrics to quantitatively measure the resilience of process
models and paths by considering resources have not been found at the time of submitting
this work.

The work of Zahoransky et al. (2015) contributed a decision support framework to combine
the measurement of resilience in a BPM context. The authors present the components of the
framework, which aim to detect resilience properties by analyzing log-files. The work deals
with the resilience of processes by considering a post-execution view, while the work in this
paper is mainly based on a pre-execution view. The authors also stated that there is no suitable
holistic measurement system for resilient BPM in place by now. One contribution to close this
gap is the process resilience life cycle proposed in section 4.1 of this paper.

The research papers of Allen and Davis (2010), Caralli et al. (2010), Allen (2011) and Allen
and Curtis (2011) are related work of mainly the same authorship that deals with the question
of how operational resilience can be measured. The authors define high-level objectives for
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managing operational resilience and demonstrate how meaningful metrics can be derived
from these objectives. In contrast to this high-level and conceptual work, this paper provides
quantitative metrics for operational resilience management purposes.

Mendling (2008) presents, besides an overview of existing metrics, several other metrics
that capture various aspects related to the process model structure or the process model state
space. These metrics are discussed with their impact on error probability. Errors and failures
of process models are also part of resilience considerations. However, this paper deals with
resilience matters by considering the resource perspective, which is not captured by the
related work mentioned.

Bhuiyan et al. (2007) provide some metrics related to actor criticality and vulnerability.
The authors state that they believe the metrics can help analysts to delegate dependencies
among various actors, choose alternatives, decompose tasks, maintain consistency among
organizational and process models or handle exceptions. The metrics are applied by use of
organizational models. In contrast to this related work, themetrics in this paper are measured
by use of business process models and paths.

Lee et al. (2019) propose an approach to identify suitable substitutes in case initially
assigned human resources are unavailable. The approach uses process mining and social
network analysis to derive a metric called degree of substitution, which measures how much
the work experiences of human resources overlap by considering two perspectives: task
execution and transfer of work. It uses event logs for respective analyses. Therefore, the
analyses of the related work are based on a post-execution view, while the work in this paper
is mainly based on a pre-execution measurement view.

Further metrics and measurement concepts exist that make use of, for example, workflow
nets, business processes and graphs to evaluate various attributes like complexity (Gruhn
and Laue, 2006; Cardoso et al., 2006), quality (Vanderfeesten et al., 2007) or performance (van
Looy and Shafagatova, 2016). They have some similarities although they using other terms
and are not clearly delineated from each other.

Sahebjamnia et al. (2018) provide an integrated business continuity and disaster recovery
planning model with the aim to respond to disruptive incidents appropriately. The model
considers both internal and external resources that can be required for a variety of measures
such as the execution of continuity plans. The model demonstrates the interaction between
organizational resilience and required resources but does not consider the perspective of
processes and workflows as the work in this paper aims for.

Sanchis et al. (2020) propose a resilience-related conceptual reference framework. The
framework considers disruptive events as well as preparedness and recovery capabilities
that support situational transition using preventive and knowledge registration action. It
indicates knowledge registration related to the occurrence of disruptive events and
recovery actions to be performed to restore regular enterprise operation levels. The
framework touches several aspects that can also be linked to the knowledge of resources.
However, it does not consider a life cycle-based view of processes and workflows as this
paper intends.

Duchek (2020) proposes a meta-capability conceptualization with regard to resilience. The
work introduces resilience stages with underlying capabilities that can be used to cope with
unexpected events and to bounce back from crises. The capabilities as awhole are considered
to form organizational resilience. They are associated with knowledge base, resource
availability, social resources as well as power and responsibility as antecedents and drivers.
The work addresses resource availability as one important factor for organizational
resilience. However, this paper primarily considers resource redundancy as an additional
feature to foster resilience.

Extensive literature reviews with regard to resilience also covering, for example, resource
as well as crisis aspects are provided by Linnenluecke (2017), Fraccascia et al. (2018),
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Ruiz-Martin et al. (2018) and Hillmann and Guenther (2021). These literature reviews cover a
wide variety of work with regard to organizational resilience and can be used for scoping
purposes considering the quite diverse subject area of resilience.

3. Basics
3.1 Business process management
BPM generally deals with aspects related to the design, configuration, enactment as well
as evaluation of workflows and processes (Weske, 2012). Process models are usually flow
abstractions of some (socio-technical) system to be considered in whole or in part. A
process model consists of one or more (branching) process paths. A branching process
path can, for example, be represented by split constructs. Process paths represent the
paths to be executed (simultaneously) at runtime (Ougaabal et al., 2020). One execution of a
process path is called a process instance (Russell et al., 2005).

Independent from any modeling notation, workflow and process models consist of nodes
and edges (Weske, 2012). In BPMN, nodes refer to specific notation elements like activities,
gateways or events (Dumas et al., 2018). Edges are mainly used to express the control-flow by
connecting nodes. Resource nodes, as defined in this paper, are nodes that need resources for
execution like activities or tasks in BPMN. Furthermore, resource-redundant nodes are nodes
for which one or more resources are available as replacements in case assignable resources
fail at a particular time.

3.2 Resources
Resources refer to anyone or anything involved in the execution of workflows and processes
(Dumas et al., 2018). They are used and systematized quite differently in scientific literature
depending on the context they are used. Russell et al. (2016) distinguish between human (e.g.
worker) and nonhuman (e.g. equipment or plant). Dumas et al. (2018) differentiate between
active resources which can autonomously perform activities, and passive resources that may
be used by active resources to achieve the defined output of activities.

In this paper we focus on exclusive resources as described by Winkler et al. (2012). These
resources are exclusively assignable to a resource node like an activity for a certain period to
perform the work defined. Exclusive resources are humans, application systems or
manufacturing machines and can be subsumed as human and machine resources (Ferstl and
Sinz, 1998). They are sometimes also called “private” as they are not accessible and shareable
by different activities at the same time (Li et al., 2004). Exclusive resources can, as a rule, also
be replaced by other resources in case of failure.

3.3 Resilience
The failure of resources caused by adverse events is a main topic discussed within resilience
literature (Hillmann andGuenther, 2021; Vogus and Sutcliffe, 2007). It is embedded in the view
of resilience as a holistic concept with exemplary phases to prepare, prevent, protect, respond
and recover from adversity (Thoma et al., 2016). Although the concept is still in its
infancy (Duchek, 2020) with different definitions used across research disciplines (Birkie et al.,
2013), it generally refers to events which have negative effects on system operations (Erol
et al., 2009).

In case system operations have been affected by adverse events, they can be considered as
vulnerable. Based on this point of view, vulnerability can be understood as the opposite of
resilience (Erol et al., 2010). Reducing vulnerability is thus accompanied by an increase of
resilience (Sheffi and Rice, 2005). As adverse events can also affect vulnerable business
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processes and workflows, the concept of resilience is undoubtedly of interest from a BPM
perspective.

Due to its holistic nature, the concept of resilience features also various attributes (Ruiz-
Martin et al., 2018). One main attribute within the context of resilience is redundancy
(Fraccascia et al., 2018; Sheffi and Rice, 2005), which is of main interest in this paper.
Redundancy refers to the extent that specific systems, system elements or other units are
substitutable (Tierney and Bruneau, 2007). It is the ability of certain system components to
assume the functions of failed components without adversely affecting the performance of
the system itself (Haimes, 2009).

4. Process resilience life cycle and metrics
4.1 Process resilience life cycle
In this section, a life cycle is proposed to combine the concept of resilience with BPM. The life
cycle aims to systematically detect resilience analysis possibilities by considering different
stages of business processes and workflows. The life cycle was developed based on existing
BPM life cycle constructs (Weske, 2012). It is depicted in Figure 1. The different phases of the
life cycle are explained below.

4.1.1 Resilience by design. The first phase of the process resilience life cycle is called
resilience by design. This phase analyzes structural aspects ofworkflow and process diagrams
with regard to resilience. Structural aspects are related to modeling elements which, in turn,
depend on the notation used or possible extensions thereof. Depending on the expressiveness
of the notation used, different perspectives can be considered for resilience analysis such as
resources, data or inputs. This phase answers the question of how resilient workflows and
processes are designed.

4.1.2 Resilience by implementation. Resilience by implementation is the second phase of the
process resilience life cycle. This phase deals with techniques to be applied during the
implementation of processes and workflows such as backup or testing concepts. The scope
ranges from preventive to reactive measures, that is, they can be invoked before, during and after

Figure 1.
Process resilience life
cycle phases partly
based on Weske (2012)
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disturbances. Resilience by implementation therefore aims to build, monitor and detect resilience
functionalities. It answers the question of how resilient processes and workflows are realized to
absorb disturbances.

4.1.3 Resilience by scheduling.The third phase of the process resilience framework is called
resilience by scheduling. This phase relates to the resilient planning of process executions. A
resilient planning of process executions generally depends on the risk appetite to be taken by
decision-makers and are related to different criteria such as availabilities and assignment
possibilities. As the planning of process executions can be subject to change, associated
resilience values may also change. Resilience by scheduling therefore answers the question of
how resilient process executions are scheduled considering a particular time.

4.1.4 Resilience by execution. Resilience by execution deals with runtime issues of process
executions. Runtime issues are errors, interruptions or failures occurring during process executions
and may prevent process instances to proceed for a certain period. They may need specific
mechanisms to be applied in order to continue operations properly. The aim of resilience by execution
is to handle exceptional behaviors of process instances. This phase therefore considers the question
of how resilient process instances are in case exceptional behavior like disturbances occur.

4.1.5 Resilience by evaluation. Resilience by evaluation is the last phase of the process
resilience life cycle and considers the data created by process instances. It is a retrospective view
and is based on the analysis of log files created by process instances. One objective of this phase
is to uncover and propose improvements based on historic data of process instanceswith regard
to resilience issues such as failures. Resilience by evaluation is therefore associated with the
question of how resilient process instances actually had been. The results of this phase can also
be used for possible adjustments to strengthen the resilience of processes in the future.

The process resilience life cycle typically starts by the design (phase 1) ofmodels and ends by the
evaluation (phase 5) using data generated by process instances. However, the analysis of workflows
and processes with regard to resilience may begin with any of the phases comprising the process
resilience life cycle. It depends on the current state as well as on the preferences of process and
workflow analysis. Furthermore, different phases of the process resilience life cycle are to some
extent related.For example, if process andworkflowexecutionsare resiliently scheduled (resilience by
scheduling), the probability that failures and errors can be compensated at runtime (resilience by
execution) may increase.

4.2 Process resilience metrics
In this section, five metrics related to the resilience of business processes are proposed. The
metrics can be used as indicators to measure the degree of resilience or vulnerability (as
opposite of resilience) business processes possess. They are described with their respective
definition, result and explanation below.

4.2.1 Human Intensity. 4.2.1.1 Definition. The metric human intensity (HI) depicted in
equation (1) specifies how a process path depends on human resources. The numerator
counts all nodes of a process path which require humans for execution (jHNj). The
denominator counts all resource nodes of a process path (jRNj). Resource nodes are nodes that
require resources (e.g. humans or nonhumans) for execution. Examples of resource nodes are
activities or tasks in BPMN. The metric can be calculated for one or more process paths of a
process model. In case the metric is calculated for a process model, the respective nodes need
to be counted for all process paths of the process model.

HI ¼ jHN j
jRN j with 0 ≤HI ≤ 1 (1)

4.2.1.2 Result. The result of themetric ranges from 0≤HI≤ 1.HI5 1means that all nodes of a
process path are associated with humans; 0 <HI< 1 means that some (but not all) nodes of a
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process path are associated with humans; andHI5 0means that no node of a process path is
associated with humans. In this case, a process path is fully automated.

4.2.1.3 Explanation. The metric shows the relative degree one process path depends on
humans. The higher this degree, the more humans are needed to execute a process path in
relative terms. If more humans are needed to execute one process path, human-related
vulnerabilities may be higher.

4.2.2Machine Intensity. 4.2.2.1 Definition. Themetricmachine intensity (MI) depicted in
equation (2) specifies how a process path depends on machine resources. The numerator
counts all nodes of a process path which require machines for execution (jMNj). The
denominator counts all resource nodes of a process path (jRNj). The metric can be calculated
for one or more process paths of a process model. In case the metric is calculated for a process
model, the respective nodes need to be counted for all process paths of the process model.

MI ¼ jMN j
jRN j with 0 ≤ MI ≤ 1 (2)

4.2.2.2 Result. The result of the metric ranges from 0≤MI≤ 1.MI5 1means that all nodes of
a process path are associatedwithmachines; 0 <MI<1means that some (but not all) nodes of
a process path are associated with machines; and MI 5 0 means that all nodes of a process
path have no associated machines. In this case, a process path is manually executed.

4.2.2.3 Explanation. The metric shows the relative degree one process path depends on
machines. The higher this degree, the more machines are needed to execute a process path in
relative terms. If more machines are needed to execute a process path, machine-related
vulnerabilities may be higher.

4.2.3 Model Redundancy Degree. 4.2.3.1 Definition. The metric model redundancy
degree (MRD) depicted in equation (3) specifies the resource redundancy degree of a process
model by considering the resource redundancy of its paths. The numerator counts all
completely resource-redundant paths (jRRPj) of a process model. A completely resource-
redundant path consists of resource nodes, which all have redundant resources for
replacement. The denominator counts all paths of a process model (jPj).

The (resource-redundant) paths of a process model can, for example, be counted using
existing or enhanced functionalities of BPM systems. BPM systems are usually able to
coordinate process instances along process model paths and may also integrate resource
information. The numerator and denominator values of the metric can be determined based
on this information. Thus, the metric results can subsequently be calculated using such kind
of systems.

MRD ¼ jRRPj
jPj with 0≤MRD≤ 1 (3)

4.2.3.2 Result. The result of the metric ranges from 0 ≤ MRD ≤ 1. MRD 5 1 means that a
process model is completely resource-redundant; 0 <MRD < 1 means that some (but not all)
paths of a process model are completely resource-redundant; and MRD 5 0 means that no
path of a process model is completely resource-redundant.

4.2.3.3 Explanation. The metric shows the relative resource redundancy degree of a
process model by considering the resource redundancy of its paths. The higher this degree,
the more paths of a process model are fully resource-redundant. A fully resource-redundant
process model can be considered as resilient as it can replace every resource at least once.

4.2.4 Resource redundancy degree. 4.2.4.1 Definition. The metric resource redundancy
degree (RRD) depicted in equation (4) specifies the resource redundancy degree of a process
path. It answers the question of how much a process path is resource-redundant. The
numerator counts all resource-redundant nodes of a process path (jRRNj). Resource-
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redundant nodes are nodes for which one or more resources are available as replacements in
case resources fail. The denominator counts the amount of resource nodes of a process path
(jRNj). The metric can be calculated for one or more process paths of a process model. In case
the metric is calculated for a process model, the respective nodes need to be counted for all
process paths of the process model.

RRD ¼ jRRN j
jRN j with 0 ≤ RRD ≤ 1 (4)

4.2.4.2 Result. The result of the metric ranges from 0 ≤ RRD ≤ 1. RRD 5 1 means that a
process path is completely resource-redundant, that is, every resource associated with a
process path has at least one resource for replacement; 0 <RRD<1means that a process path
is partly resource-redundant as some (but not all) resources associatedwith a process path are
redundantly available; and RRD5 0 means that a process path is not resource-redundant at
all as no resource associated with a process path is redundantly given.

4.2.4.3 Explanation. The metric shows the relative resource redundancy degree of a
process path. The higher this degree, the more resources associated with a process path can
be replaced at least once in relative terms. In case every resource associated with a process
path can be replaced at least once, this process path can be considered as resilient.

4.2.5 Resource redundancy intensity. 4.2.5.1 Definition. Themetric resource redundancy
intensity (RRI) depicted in equation (5) specifies the resource redundancy intensity of a
process path. It shows the average resource redundancy level of a completely resource-
redundant process path. The numerator counts the number of redundant resources
associated with a process path (jRRAj). The denominator counts the number of
resource nodes of a process path (jRNj). The variable resource redundancy (RR) is of value
1 if every resource associated with a process path has at least one resource as replacement,
otherwise 0. Themetric can be calculated for one or more process paths of a process model. In
case the metric is calculated for a process model, the respective amounts need to be counted
for all process paths of the process model.

RRI ¼ jRRAj
jRN j *RRwith 0 ¼ RRI ≥ 1 (5)

4.2.5.2 Result. The result of the metric ranges from 05 RRI ≥ 1. RRI5 0 means that not all
resources associated with a process path are redundantly available. RRI5 1 means that for
each resource associated with a process path, exactly one redundant resource exists. RRI> 1
means that every resource of a process path is redundantly available with one or more
resources are multiply redundant.

4.2.5.3 Explanation. The metric shows the relative resource redundancy intensity of a
process path. The higher the value of the metric, the more resources of a process path can on
average be replaced in relative terms. The more resources related to a process path are
replaceable, the more this process path can be considered as resilient.

4.3 Process resilience metric applicability
In this section the applicability of the metrics proposed in section 4.2 to process models and
paths as well as to each process resilience life cycle phase proposed in section 4.1 is explained.
For each life cycle phase it is stated whether and under what conditions the metrics can be
applied. An overview of the metrics applicability is depicted in Table 1 and described below.

Each metric is applicable to process models and paths with exception of the metricmodel
redundancy degree. This metric can only be calculated for process models as it needs the
redundancy status of each process model path as input.
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The result of the metrics can be calculated using the design of process models (resilience by
design) if certain conditions aremet. In case processmodels have been designed in such away
that all resources required for executions can be determined, the metrics can be calculated.
However, this is usually not the case as process models are design abstractions (Salnitri et al.,
2017) of some real-world system flows. As such, they often do not contain all resource
information for their execution flows.

For example, BPMNprovides pools and lanes as two constructs to model resource aspects
(Dumas et al., 2018). These constructs are regularly too coarse-grained for modeling detailed
resource information. For instance, a user task represents an atomic level of work in BPMN to
be performed by a human with assistance of a software system (Object Management Group,
2013). It can be placed in one pool or lane. However, a pool or lane is either labeled for referring
to a human ormachine entity, but not both. Thismeans that only one of the two resources can
be determined by the design of process models.

The result of the metrics can also be calculated for the phases resilience by scheduling and
resilience by execution. Information about assignable resources has to be available as soon as
process executions are going to be scheduled (resilience by scheduling). Otherwise, this and
subsequent phases cannot begin. The results of the metrics can be subject to change at any time
during the phases resilience by scheduling and resilience by execution. They depend on the current
resource availability and demand for (possibly concurrent) process scheduling and execution. A
change in either of these variables may result in a change of the respective metric values.

The result of the metrics can also be calculated in case log files contain all necessary
resource data and states of already performed (parts of) process paths (resilience by
evaluation). Usually, some information like data about redundant resources is not contained
in log files. However, this information must be available as a prerequisite to calculate metrics
related to resource redundancy on a post-execution basis.

5. Validation
5.1 Manufacturing case
In this section, the metrics introduced in section 4.2 are applied to a manufacturing case
consisting of a real-world manufacturing process model and a resource model. The case is
mainly used to show the applicability of the metrics to process paths with related findings
derivable. It was provided by an industrial company. Some information (like the company

Metric
Process
path

Process
model

Resilience
by design

Resilience by
implementation

Resilience by
scheduling

Resilience by
execution

Resilience by
evaluation

Model
redundancy
degree

� X (X) (X) X X (X)

Human
intensity

X X (X) (X) X X (X)

Machine
intensity

X X (X) (X) X X (X)

Resource
redundancy
degree

X X (X) (X) X X (X)

Resource
redundancy
intensity

X X (X) (X) X X (X)

Note(s): x 5 applicable; (x) 5 conditionally applicable; � 5 not applicable

Table 1.
Metric applicability
overview
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name or the activity names of the manufacturing process model) cannot be disclosed for
reasons of confidentiality.

5.1.1 Manufacturing process model. The manufacturing process model is depicted in
Figure 2. It captures the manufacturing of different variants of carbide products and was
modeled using BPMN. The model consists of 17 nodes (letters A to Q above each node) which
are activities or gateways. Eleven of these are resource nodes (A,C,E,F,G,H,K,L,N,O,P) which
represent tasks of different kinds. For each resource node, the type of resource required for
execution has been determined. Semi-automated resource nodes like BPMN user tasks have
been further divided into atomic human or machine nodes for analysis purposes.
Consequently, the resource nodes are either performed manually by a human like an
employee (depicted as human pictogram) or automatically by amachine like amanufacturing
or application system (depicted as machine pictogram).

5.1.2 Resource model.The resource model is depicted in Table 2. It contains some resource
data related to the manufacturing process model.Assignable resources specify the number of
resources to be allocatable for the execution of respective resource nodes. For instance, 4
humans are available for assignment and execution of resource node A. Redundant resources
are the number of resources to be available for replacements in case initially assigned
resources fail (assignable resources - 1). For instance, if one assignedmachine to resource node
C fails, another machine is available for replacement.

5.1.3 Results and findings. The results obtained from applying the metrics to the
manufacturing case are depicted in Table 3. The findings are explained below.

As a calculation example, the result of the metric HI for process path 1 (nodes: A-B-C-D-E-
F-G-I-J-K) is obtained by dividing the amount of human nodes (A-E-G-K: 4) by the amount of
resource nodes (A-C-E-F-G-K: 6), resulting in ametric value of 0,67. The result of themetricMI
is calculated in the same way for process path 1 by considering machine nodes. To calculate
the metric results for the process model, the same procedure is used considering all paths of
the process model. Therefore, the result of the metric HI for the process model is obtained by
dividing the amount of human nodes for all paths of the process model (38) by the amount of
resource nodes for all paths of the process model (75) resulting in a metric value of 0.51. The

Resource node A C E F G H K L N O P

Assignable resources 4 2 3 3 5 2 5 2 1 4 2
Redundant resources (5 assignable resources – 1) 3 1 2 2 4 1 4 1 0 3 1

Figure 2.
Manufacturing
process model

Table 2.
Resource model
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results of the metrics HI andMI add up to 1 for each process model and path as they show the
shares of resource nodes either supported by human or machine resources.

The results show that process path 1 depends the most on human work (highest HI value
of all process paths) in relative terms. In case adverse human-affecting events like diseases
occur, this process path can be considered as most vulnerable for human-related failures. In
contrast, process path 7 depends the most on machine work (highest MI value of all process
paths) in relative terms. In case adverse machine-affecting events like power outages occur,
this process path can be considered as most vulnerable for machine-related failures. By
considering the linked view between adverse events and resources, these process paths can
be considered as the most vulnerable ones in relative terms.

The processmodel is predominantly resource-redundant. This finding is based on the result
that 64% of all processmodel paths are fully resource-redundant (MRD value of 0.64). For each
resource node of these paths, a non-working resource can be replaced at least once by aworking
resource. Thus, these paths can be considered as resilient to a certain extent. However, some
paths of the process model are not fully resource-redundant. They can be considered as
vulnerable and prone to be disrupted as some of their associated resources cannot be replaced
at all in case of failures. These process paths can be considered as resource redundancy
bottlenecks of operations and are thus of first priority to be improved for resilience purposes.

The vast majority of resources associated with the process model can be replaced at least
once. This finding is based on the result that 95% of resources can be replaced at least once if
all resource nodes of every process path are considered (RRD value of 0.95). Process path 10 is
the most vulnerable path with regard to resource redundancy in relative terms (lowest RRD
value of all paths). This path is of first priority for resilience improvements in terms of

Process resilience metric

Human
Intensity

(HI)

Machine
Intensity
(MI)

Model
Redundancy
Degree
(MRD)

Resource
Redundancy

Degree
(RRD)

Resource
Redundancy
Intensity
(RRI)

Process model 0.51 0.49 0.64 0.95 0.00
Process path 1 (nodes: A-B-C-
D-E-F-G-I-J-K)

0.67 0.33 � 1.00 2.67

Process path 2 (nodes: A-B-C-
D-H-I-J-K)

0.50 0.50 � 1.00 2.25

Process path 3 (nodes: A-B-C-
D-E-F-G-H-I-J-K)

0.57 0.43 � 1.00 2.43

Process path 4 (nodes: A-B-C-
D-E-F-G-I-J-K-L-M-N-O-Q)

0.56 0.44 � 0.89 0.00

Process path 5 (nodes: A-B-C-
D-E-F-G-I-J-K-L-M-P-Q)

0.50 0.50 � 1.00 2.25

Process path 6 (nodes: A-B-C-
D-H-I-J-K-L-M-N-O-Q)

0.43 0.57 � 0.86 0.00

Process path 7 (nodes: A-B-C-
D-H-I-J-K-L-M-P-Q)

0.33 0.67 � 1.00 1.83

Process path 8 (nodes: A-B-C-
D-E-F-G-H-I-J-K-L-M-N-O-Q)

0.50 0.50 � 0.90 0.00

Process path 9 (nodes: A-B-C-
D-E-F-G-H-I-J-K-L-M-P-Q)

0.44 0.56 � 1.00 2.11

Process path 10 (nodes: A-B-J-
K-L-M-N-O-Q)

0.60 0.40 � 0.80 0.00

Process path 11 (nodes: A-B-J-
K-L-M-P-Q)

0.50 0.50 � 1.00 2.25
Table 3.
Manufacturing case
results
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resource redundancy followed by the paths 6,4,8 in that order. These process paths have in
common that they depend on at least one resource which is not redundantly available.

Process paths 7,9,2-5-11,3,1 are of second priority for resource redundancy improvements
in the partly equal order specified. These paths have in common that they depend on
resources which are at least replaceable once with one or more resources are multiply
replaceable. Process path 7 is the most vulnerable path by considering this group of paths, as
it has, in relative terms, the least resources for replacements on average (with an RRI value of
1.83). On the contrary, process path 1 has, relatively speaking, the most resources for
replacements on average (with an RRI value of 2.67).

5.2 Production and logistics cases
In this section, the metrics introduced in section 4.2 are applied to five production and
logistics cases (four additional cases and the one explained in section 5.1). The cases are
referred to as production cases hereinafter for reasons of simplicity. Each production case
consists of a real-world process model (Figure 3) and a related resource model (Table 4). The
production cases are used to show the applicability of the metrics to process models (Table 5)
and related findings derivable. Theywere also provided by an industrial company, with some
information not to be disclosed for reasons of confidentiality.

The results show that process model 2 depends, in relative terms, the most on humans
(highest HI value of all processmodels) followed by processmodels 4,1-5,3 in that partly equal
order. This order can be used as a prioritization if the aim is to prevent against impacts of
events affecting humans. In contrast, process model 3 depends, relatively speaking, the most
on machines (highest MI value of all process models) followed by process models 1-5,4,2 in
that partly equal order. This order can be used as a prioritization if the aim is to prevent
against impacts of events affecting machines.

Another result is that only one (process model 4) of the five process models is fully
resource-redundant (with a MRD value of 1). This process model consists of paths with
associated resources to be replaceable at least once in case of failures. This also means that

Figure 3.
Production and
logistics process

models
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four of the five process models are vulnerable to some extent with respect to resource
redundancy. Process models 3 and 5 are the most vulnerable ones in this respect (with MRD
values of 0.33 for both) followed by process models 2 and 1 in that order. If the aim is to
improve the resilience of process models by considering the resource redundancy of their
paths, the order mentioned can be used as a prioritization.

Processmodel 5 is, in relative terms, themost vulnerable one if the resource redundancy of
each node of all process paths is considered (lowest RRD value of all process models). This
result can be used to prioritize process model 5 against process model 3 in case of deciding
withwhichmodel to beginwith resilience improvements (both having the sameMRDvalue of

Resource model 1 A C E F G H K L N O P

Assignable resources 4 2 3 3 5 2 5 2 1 4 2
Redundant resources (5 assignable resources – 1) 3 1 2 2 4 1 4 1 0 3 1

Resource model 2 A B D F G H J K L M N P

Assignable resources 2 2 2 2 1 2 2 2 2 2 2 2
Redundant resources (5 assignable resources – 1) 1 1 1 1 0 1 1 1 1 1 1 1

Resource model 3 A C D E G H J K L N

Assignable resources 2 3 5 6 7 8 1 9 5 6
Redundant resources (5 assignable resources – 1) 1 2 4 5 6 7 0 8 4 5

Resource model 4 A C D E F G H J L M O

Assignable resources 2 3 4 5 6 5 3 3 2 4 3
Redundant resources (5 assignable resources – 1) 1 2 3 4 5 4 2 2 1 3 2

Resource model 5 A C D E F G H I J M N O Q

Assignable resources 3 4 2 3 5 3 2 1 1 1 2 2 3
Redundant resources (5 assignable resources –
1)

2 3 1 2 4 2 1 0 0 0 1 1 2

Process model
1

Process model
2

Process model
3

Process model
4

Process model
5

Human
Intensity (HI)

0.51 0.66 0.41 0.58 0.51

Machine
Intensity (MI)

0.49 0.34 0.59 0.42 0.49

Model
Redundancy
Degree (MRD)

0.64 0.60 0.33 1.00 0.33

Resource
Redundancy
Degree (RRD)

0.95 0.93 0.93 1.00 0.81

Resource
Redundancy
Intensity (RRI)

0.00 0.00 0.00 2.26 0.00

Table 4.
Resource models

Table 5.
Results of production
and logistics cases
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0.33). Thus, process model 5 followed by process models 2-3,1,4 in the partly equal order
specified can be used as a prioritization for resource redundancy improvements.

5.3 Workshops
In this section, feedback received from professionals about the contributions proposed in this
paper (life cycle andmetrics in section 4.1 and 4.2) is summarized. The feedbackwas obtained
by conducting workshops on two consecutive days with professionals working in different
business process domains. The domain of expertise, years of domain working experience and
the level of domain expertise for each workshop participant are depicted in Table 6.

The workshop participants can, on average, be considered as experienced in the field of
resource and BPM. Two-thirds of the participants have a senior level of expertise, with 11 or
more years of working experience in respective domains. Furthermore, for each domain, at
least one participant has a senior level of expertise. The domains of expertise are quite
diverse, ranging from rather business-focused process analysts to technical experts focused
onmanufacturing workflow technology.With this setting ofmainly experienced participants
having diverse domain expertise, the foundation for gaining valuable findings has been laid.

The following steps have been performed during the course of the workshop days: (1)
introduction to the goals of the workshops and the general topic of process resilience, (2)
explanation of the process resilience life cycle and metrics to participants, (3) selection of two
process models and applying the process resilience metrics to it and (4) evaluation of the life
cycle and metrics proposed with discussions of limitations and improvement potentials. In
the following, the main workshop feedbacks are presented.

5.3.1 Transparency. The process resilience life cycle has been valued as a systematic and
holistic way to start with analyzing possible vulnerabilities of business operations.
Furthermore, the process resilience metrics have also been considered as valuable
contributions toward an objective enterprise resilience measurement system.

5.3.2 Critical paths. The metrics are also valued for their ability to determine and assess
critical process paths. Critical process paths are paths that have resource nodes with only one
or none resources for execution. They are considered as bottlenecks of operations, as either a
resource is not available for execution or a resource cannot be replaced in case of failure.
Critical process paths are thus very important sources to disclose vulnerabilities to be solved
for the aim of business continuity. Further measures for continuity like recoverability and
rework of process items are also noted in this regard by some participants.

5.3.3 Independency. The metrics are further valued for their notation-independent
definition and general applicability to any process modeling notation. This is seen as very
advantageous as the metrics can also be applied if multiple notations are used in one

Participant Domain of expertise
Years of domain

experience Level of domain expertise

1 Manufacturing resource planning 15 Senior
2 Manufacturing resource planning 3 Junior
3 Manufacturing resource planning 8 Intermediate
4 Business process analysis 13 Senior
5 Business process analysis 11 Senior
6 Business process analysis 2 Junior
7 Manufacturing execution 15 Senior
8 Manufacturing execution 11 Senior
9 Manufacturing workflow

technology
14 Senior

Table 6.
Overview of workshop

participants
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organization. The organizational barriers to use the metrics are in this respect regarded
as low.

5.3.4 Comparability. Another great advantage of the metrics is the ability to compare
process models and paths by considering different resilience perspectives. As a result of this,
prioritizations to improve enterprise resource allocations and investments based on resilience
criteria can be determined. This is seen as a powerful enhancement for operational resilience
decisions to be taken by enterprises.

5.3.5 Software support. The participants also stated that software support to conduct
resilience analyses would be preferable. Two functionalities are regarded as quite important
in this regard. Firstly, software systems should be able to automatically detect and represent
resource redundancy data along design, planning and execution of workflows and business
processes. Secondly, respective data should be visualized in real time using dashboards.
Likewise, the software system should include an assisted step-by-step approach to prepare
and conduct resilience analyses.

6. Managerial implications
In this section, managerial implications related to the research work presented in this paper
are introduced. Managerial implications can be considered as possible actions related to the
findings of this paper that can be initiated by management staff of organizations.

6.1 Awareness
Organizations should establish an environment that foster awareness toward resource
failures and their impacts especially on core business processes. This can be achieved by
appropriate communication and training of employees. Employees responsible for certain
processes should especially be aware to consider resource redundancy starting by the design
of processes and workflows.

6.2 Responsibility
Organizations should further assign responsibilities to suitable employees in order to enable
them to deal with resilience issues. Employees need to be equipped in this respect with
abilities and authorizations to evaluate resource failures and initiate measures as responses
to reduce or eliminate possible impacts. Assignment of responsibilities to employees can be
considered as a first vital step toward initiating following activities with the aim to handle
resource failures.

6.3 Monitoring
Organizations should develop monitoring capabilities that are able to scan external and
internal environments of organizations. Monitoring should in this respect be able to
continually scan respective environments and be able to adapt in case environmental
conditions change. External monitoring thereby aims to detect adverse events originating
outside of organizations like natural disasters. Internal monitoring aims to search for
unexpected behaviors of processes originating from resource failures.

6.4 Organizational learning
Organizational learning should be used to strengthen the resilience capabilities of
organizations. Resource failures occurred can in this respect be used as sources of
improvements to prepare for and avoid similar situations in the future. Insights gained from
resource failures should be incorporated into organizational knowledge, and capabilities to
act upon this knowledge need to be developed.
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6.5 Culture
Organizations should further ensure an organizational culture with resilience embedded in
their day-to-day operations. One important element in this regard can be the establishment of
creative problem-solving capabilities where solution approaches considering resource
failures of different extents are provided. Another important component in this context is to
foster agility which means that a quick and appropriate response with regard to resource
failures can be initiated.

6.6 Process thinking
Organizations should educate all employees toward process-related thinking. By doing so,
employees can be enabled to consider chains of activities as processes with resource
dependencies rather than only focusing on activities they are involved in. Furthermore,
employees may also better understand why process-related resilience considerations like
resource redundancy issues are important aspects of business continuity.

7. Conclusion
Adverse events can be unknown, unexpected and may seriously damage the functioning of
any kind of system. The knowledge on how to prepare for and cope with events that may
have negative effects on organizations is thus of crucial importance, especially if their
existences are threatened.

Resilience is a concept that holds the promise to prepare for as well as to handle adverse
events. It is valuable to use the concept for enterprises and examine business processes
against their ability to absorb impacts of adverse events. The resources that are required for
business process executions are of special interest in this regard.

In view of the above, enterprises are interested in how resilient process models and paths
are by considering resources. To contribute to this question, a life cycle with five different
stages has been proposed. Additionally, five quantitative metrics to measure the degree of
resilience process models and paths possess by considering resources have been developed.

The life cycle andmetrics can be used to support resilience-related decisions. The life cycle
mainly serves to uncover different stages aiming to holistically begin with process resilience
analysis. The metrics can, for example, be used to determine prioritizations for resource-
related resilience improvements by comparing process models and paths. Furthermore, the
metrics can indicate if bottlenecks of operations exist. Bottlenecks of operations are
considered in this regard as process paths that are not completely resource-redundant.

The metrics can basically be applied independent from any process modeling notation
used and are thus not limited in this respect. However, some prerequisites need to be
considered if they are applied. For example, process models need to be available and fully
specified at the time of calculating themetrics. If they are not fully specified, themetric results
may not be useful for comparison. Additionally, process models need to be designed or
adapted using a level of granularity to determine human and machine resources. This may
not necessarily be the default case as process models can be modeled using various
abstraction levels.

The life cycle andmetrics have been validated in two ways. Firstly, the applicability of the
metrics and related findings derived has been shown by using five real-world production and
logistics cases. Secondly, workshops have been conducted with professionals to receive
feedback about the added value and improvement suggestions for the life cycle and metrics
proposed.

The life cycle and metrics are especially valued in terms of transparency, independency,
comparability as well as the ability to determine and assess critical process paths by
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professionals. As a suggestion for improvement, software support to conduct resilience
analyses has been mentioned.
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