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Abstract: Social Internet of Things (SIoT) with deep integration of Internet of Things and social networks has become a
target of a large number of hackers who attempt to spread viruses for breaching data confidentiality and service reliability.
Therefore, exposing the law of virus spread with social characteristics and addressing historical dependence of infection
and recovery rates in an SloT are urgent problems to be solved at present. To this end, we propose a novel virus spread
model (STSIR) based on an epidemic theory's analysis framework and individual-group game theory, which more
reasonably describes viruses spread among devices considering people behavior. Aiming at the characteristics of SIoTs
including limited social distance and dynamic number variation of people and devices, we adopt and improve the traditional
epidemic model SIR to reveal the form of viruses continuously spreading to neighbor nodes. We then introduce an
individual-group game to establish the attack and defense model between infected SIoT nodes and susceptible SIoT nodes,
in order to not only obtain the mixed Nash equilibrium solution by using a payoff matrix but also solve the dependence of
the infection and recovery rates on historical experience. Further, we establish differential equations to represent the model
STSIR, which are the basis of proving the existence of model equilibrium points and analyzing stability mathematically.
Finally, the effectiveness of the model STSIR in curbing virus spread is verified by simulating two equilibrium points.
Under the same conditions in an SIoT, the model STSIR reduce viruses by ~45% more than the model SIS, and saves
stabilization time cost by ~66.7% compared with the model SIR, which proves that the model STSIR is obviously more
effective.

Keywords: Social Internet of things; Virus spread; Individual-group game; Epidemic theory; Stability; Equilibrium points

1 Introduction

Social Internet of Things (SIoT) is a new paradigm (Cai et al., 2022; Jiang et al., 2020), where Internet of Things (IoT)
merges with social networks, providing a network platform for objects (i.e. people and devices) to share information and
socialize with other objects by utilizing comprehensive relationships among objects (Chung and Liang, 2020; Wang et al.,
2022), making the world more convenient and more efficient (Qiu et al., 2020). SIoT enables objects to communicate with
each other automatically, nevertheless, it is not reliable when objects are vulnerable to attack (Zhu et al., 2020). Especially
viruses spread is a major threat to the security of cyber activities (Signes-Pont et al., 2018). Once an SloT node is infected,
the virus will quickly spread to the neighboring nodes along the SIoT network. It can monitor, illegally access, steal and
tamper with data, causing serious property losses and privacy violations. It is our bounden responsibility and mission to
reduce the harm of SIoT virus attacks on social economy and privacy leakage in the background of Internet, and to curb
the spread of virus in a short time by studying the law of virus spread in SIoTs, which motivates us to carry out the current

research. At present, researches on SIoT viruses pay popular attention to two aspects: one is to detect SIoT viruses, and the
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other is to study the spread law and containment measures of viruses in an SIoT. This paper mainly focuses on the latter
rather than discussing virus detection in detail.

Game theory is a mathematical tool and method that studies the nature of struggle or competition, which has been broadly
used in network security (Shen et al., 2022; Rasool et al., 2022; Shen et al., 2017; Sun, 2021). Specially, the individual-
group game, where both parties participate in with only one individual on one side and multiple individuals on the other
side, is a process in which both parties decide their own actions based on the strategies the other party may adopt in order
to maximize its returns. When neither party can improve returns by unilaterally changing its own strategy, the game reaches
the Nash equilibrium that maximizes gains for all parties (Wu and Wang, 2018; Liu et al., 2021). The normal nodes and
viruses in an SIoT are regarded as the two sides in the game, and both sides will consider the actual actions of the other
side in the spread process in order to reach the Nash equilibrium. As a common virus activity monitoring method, intrusion
detection system (IDS) (Louk and Tama, 2023) is used in SIoT to detect viruses and kill them in time, which will hinder
the spread of viruses to normal nodes. When an infected SIoT node sends viruses to nearby susceptible ones, susceptible
SIoT nodes need to consider whether the infected SIoT node sends viruses to themselves. It also needs to consider whether
the susceptible SIoT nodes call IDS or not due to energy consumption, indicating that the intrusion detection process in an
SIoT is an individual-group game (Ariful and Jun, 2020; Shakya et al., 2019; Tavanpour et al., 2020). Therefore, the
individual-group game is herein used to analyze the process of virus spread in an SIoT.

Mathematical modeling of infectious diseases has a long history (Castellano et al., 2015; Giordano et al., 2020; Hethcote,
2000; Hota et al., 2021; Leonardo Stella, 2021). Epidemiology-based models describing infectious disease spread can be
employed to study the dynamics of virus spread in an SIoT (Chen et al., 2016; Mahboubi et al., 2017) because of the high
similarity between infectious diseases and viruses in the SIoT. Existing epidemic models include Susceptible-Infected (SI),
Susceptible-Infected-Susceptible (SIS) (Punzo, 2022), Susceptible-Infected-Recovered (SIR) (Chen et al., 2016; Mei et al.,
2017) etc. In particular, the model SIR has great application to numerous scenarios of virus spread (Hota, et al., 2021,
Pagliara and Leonard, 2021). In an SIoT, nodes that have never been infected by viruses are considered susceptible ones
and are susceptible to viruses. When susceptible nodes are infected by viruses, they will become infected nodes. Some of
infected nodes will become recovered nodes after killing the viruses and have certain ability to resist virus reinfection.
Since the model SIS tends to describe scenarios where nodes are still susceptible to viruses after killing them, it is not
suitable for SIoTs. Therefore, this paper is mainly based on the model SIR rather than the model SIS.

Herein, we propose a novel model called STSIR by extending the model SIR using epidemiology theory. Compared with
the traditional model SIR, we combine the characteristics including limited social distance and number of users changing
dynamically in an SIoT. For the social distance, objects and people in an SIoT are defined as social units, which can
exchange normal information or send viruses according to their social distance. Then we proposed a social distance criterion
based on the six degrees of separation (Ke, 2010), in order to specifically describe the network influence degree of social
units with different social distances in the SIoT. In addition, in order to realistically depict the dynamics of both sides in
the process of attack and defense between viruses and nodes, we introduce an individual-group game to obtain the mixed
Nash equilibrium solution of the payoff matrix, realizing a function of automatic acquisition of the infection and recovery
rates of the model STSIR and avoiding their dependence on historical experience. Finally, the effectiveness of the model
STSIR is proved by lots of simulation experiments.

Our contributions are summarized as follows:

® We propose a model STSIR that is innovatively defined a social distance criterion and improved to describe the

spread of infected SIoT nodes in an SIoT, which not only considers a situation that infected SIoT nodes lose



infectivity to external nodes after spreading along the limited social distance, but also describes the influence of
dynamic changes of user traffic in the network, making the model STSIR more universal to an SIoT.

®  We first construct an individual-group game where the game type is based on an SIoT attack and defense process
between infected SIoT nodes and susceptible SIoT nodes, which is the reason why the infection and recovery
rates in STSIR are automatically obtained by calculating the return matrix of the game, naturally solving an
important issue of lack of the infection and recovery rates in the spread of new viruses.

®  We prove the existence and stability of equilibrium points of the model STSIR while the threshold of viruses
diffusion or extinction is calculated. Moreover, three initial state parameters, three game parameters and two
spatial parameters affecting viruses spread are studied, respectively. A series of simulation experiments show that
an excellent performance of STSIR in viruses spread, which contributes to further studies of virus spread in the
SloT.

The rest of this paper is organized as follows. In Section 2, we review the work on virus spread models and present issues
to be addressed regarding a practical situation of virus spread in an SIoT. In Section 3, we describe the state transfer process
and the game process of the infection and recovery rates in detail when viruses spread around, and work out a mixed Nash
equilibrium solution through the payoff matrix of an individual-group game. In Section 4, we obtain differential equations
of STSIR, mathematically obtain two equilibrium points of the model STSIR and prove their stability. In Section 5, We
analyze an application framework and present a calculation algorithm of the model STSIR. In Section 6, we conduct lots
of simulation experiments on STSIR, and analyze the effects of eight parameters, including initial states, game parameters,
distribution density and social distance, on viruses spread, which all prove clear validity of the model. Finally, we
summarize the whole paper.

To clearly examine symbols and parameters covered in this paper, we list them in Table 1.

Table 1

Symbols and parameters covered in this article.

Symbol Explanation
N Total number of SIoT nodes
o Average distribution density of SIoT nodes
R, Social radius of SIoT nodes (Spread radius of infected SIoT nodes)
S(t) Proportion of SIoT nodes in state S at time t
I(t) Proportion of SIoT nodes in state I at time ¢t
R(t) Proportion of SIoT nodes in state R at time ¢t
I1(t)* Number of infected SIoT nodes capable of infecting susceptible SIoT nodes in the SIoT at time ¢
r(t) Distribution radius of infected SIoT nodes in the SIoT at time ¢
6 Birth rate of SIoT nodes
Conversion rate of SIoT nodes from state R to state S
W Death rate of SIoT nodes
B Infection rate of SIoT nodes in state /
Y Recovery rate of SIoT nodes from state / to state R
n Number of nodes that an infected SIoT node can infect
m Average number of susceptible SIoT nodes infected by a virus
a Rewards obtained by susceptible SIoT nodes calling IDS to detect and kill viruses successfully
ma Loss caused by failure of infected SIoT nodes spreading virus

b Cost of susceptible SIoT nodes calling IDS to detect and kill virus
Loss of susceptible SIoT nodes caused by virus infection
mc Rewards of infected SIoT nodes spreading virus successfully
Energy cost of receiving normal information
Cost of energy consumed by infected SIoT nodes in sending virus or normal information
Probability of infected SIoT nodes sending virus

=< R o Q&

Probability of susceptible SIoT nodes calling IDS to detect and kill virus




R, Basic reproduction number

pt The i-th equilibrium of SloT's model STSIR
J(PH Jacobi matrix of the i-th equilibrium point of SIoT's model STSIR
P* Anrbitrary equilibrium of SloT's model STSIR
J(PY) Jacobi matrix of any equilibrium point of SloT's model STSIR
A The i-th eigenvalue of the matrix
I Identity matrix

2 Related work

At present, studies of virus spread in an SIoT, which pay close attention to online social networks (OSNs) (Alemany et
al., 2023), wireless sensor networks (WSNs) (Alvarez et al., 2023), and complex networks, are still in a preliminary stage.
In addition, some studies have introduced game theory to disclose the mechanism of virus spread. In an SIoT, some
researchers first noticed that enormous impact of social attributes in IoT cannot be ignored (An et al., 2013; Radanliev et
al., 2020; Ahmed et al., 2018). Then, Yi et al. (2021) proposed a cloud edge auxiliary information diffusion model in an
SIoT by taking advantage of the advantages of timely processing and feedback of cloud edge computing technology
(Alamouti et al., 2022). Al Kindi et al. (2019) developed a simulator to simulate malware spread in an SIoT and found that
adding more relationships or increasing the number of owned objects per user has increased the malware spreading rate.
Jiang et al. (2016) measured the correlation between the global spreading influence and the local connections of users in
OSNs through the two measurement criteria of degree and assortativity, making contributions to the research on the
influence ability of nodes. In order to accurately identify offensive and defensive sides in multiple social networks, Qu et
al. (2018) proposed a weighted Friendship learning-Based Identification (FBI) method by considering personal profile,
network structure and historical friends in the network, and used machine learning algorithms to optimize the weights.
Meanwhile, in terms of anomaly identification in IoTs, Cui et al. (2022) proposed a blockchain-empowered decentralized
and asynchronous federated learning (FL) (Nguyen et al., 2023; Qu et al., 2023) framework to improve the efficiency of
anomaly identification in the Internet of Things. In addition, other models of SIoTs such as trust models are discussed in
(Cai, et al., 2022) and (Magdich et al., 2022).

In the studies of curbing the spread of viruses in social networks, tree and graph theory (Zhang and Zhu, 2018; Peng et
al., 2019) are introduced in part of them to represent the spread relationships affected by users' social interactions. From
the perspective of spread purpose, Zhou et al. (2021) also proposed an advanced persistent threat (APT) (Chen et al., 2023)
model with a specific target to improve a hit ratio by sacrificing spread speed. Lin et al. (2021) proposed a dynamic model
of fraud threat diffusion in social networks that analyzed its diffusion trends and stability, which could accelerate and
suppress the spread of fraud threats. Methods for identifying and reducing the spread of misinformation in social networks
are reviewed and classified by (Zareie and Sakellariou, 2021).

Researches on virus spread in WSN is approaching maturity. Shen et al. (2014) proposed differential game (Li and Hu,
2022) based strategies to control the spread of malware at the lowest cost. Zhang et al. (2020) considering that WSNs are
prone to loss of data confidentiality, proposed a model called Malware Diffusion Based on Cellular Automaton (MDBCA)
that was more suitable for WSN than Markov chain (Kirkby, 2023). Shen et al. (2019) proposed the HSIRD model based
on epidemiology to describe the spread dynamics of malware in heterogencous WSNs, where dynamic differential
equations and equilibrium points were obtained, and the stability of equilibrium points were proved. For special unattended
WSN, Bahi et al. (2014) and Aliberti et al. (2017) improved an epidemic model to simulate data survivability under attacks.

In terms of virus spread issues in complex networks, a large amount of spread models on arbitrarily weighted, directed,

and heterogeneous complex networks (Hu et al., 2018), networks with special carrier devices (Herndndez Guillén and



Martin Del Rey, 2018), multiplex networks (Zhao et al., 2019), cloud environment (Abazari et al., 2016) and other networks
have been mentioned in previous work in detail. Under Software Defined Networks (SDN) (Xing et al., 2022) emerging in
5G networks (Lefoane et al., 2023), Guan et al. (2018) designed a placement strategy of Network Security Functions (NSFs)
(Jiang et al., 2021) with antivirus and devices. As advanced malware attacks on random complex networks, Martin Del
Rey et al. (2021) introduced a new model of advanced malware simulated by cellular automata. In addition, massive novel
technologies such as machine learning (Gibert et al., 2020; Han et al., 2019; AL-Hawawreh et al., 2018) are being used to
contain the spread of viruses in complex networks.

Using game theory as a basis for simulating the real spread dynamics for computer viruses in an SIoT is a viable approach
demonstrated in previous studies. The wide applicability of this approach is proofed by a number of related papers that use
different games not only for anti-jamming data spread (Liu et al., 2018; Wang et al., 2018; Liu et al., 2022) and preventing
privacy leakage (Shen et al., 2018), but also do a good job of containing viruses spread. Jakébik et al. (2018) built a model
based on a general Security Stackelberg games (SSGs) (Bucarey et al., 2021) scenario in cloud environment that enables
the automatic selection of provider-level security decisions. Zhou et al. (2020) established an attack-defense game model
to analyze a microscopic mechanism of malware spread, and worked out the mixed Nash equilibrium solution of the game
model. According to the mixed Nash equilibrium strategy of both sides of the game, the infection probability of malware
is determined, and a virus spread model based on game theory is proposed (Li and Li, 2020; Sheryl et al., 2020). The
introduction of game theory vividly described an attack and defense process among malware (Razak et al., 2016; Xiao et
al., 2017), DDosS attacks (Liu et al., 2021) and normal device nodes invoking defense means such as IDS, which improved
the reliability of network services (Nosouhi et al., 2021; Liu et al., 2015; Shen et al., 2022) and data security (Liu et al.,

2018).
Table 2

Comparisons of representative related works on spread models in SIoTs.

Paper States Advantages Weaknesses Key contributions
. general model; none of special characteristics of blockchain-based cloud-edge

(i, e_t al., 2021) ) SIR edge computing SIoTs SIoT architecture

(Zareie and Sakellariou, ) oflve none of special characteristics of Social networks; misinformation

2021) y SIoTs spread minimization

(Al Kindi, et al., 2019) SIR gen§ral mo@el; dynamlc none of special characteristics of a sqnulator-; estabhshmg dynamic

social relationship SloTs social relationship
(Peng, et al., 2019) SIR general model; influence none of special characteristics of social interaction graph based on
9. v spreading tree SIoTs big data sets
(Zhang and Zhu, 2018) SIR gene}’al mgdel; user none of special characteristics of user relationship graph; partition
relationship graph SIoTs areas

(Lin, et al., 2021) SWIR general model none of special characteristics of fraud information; optimal
SIoTs control

(Zhang, et al., 2020) SEIRD general model none of special characteristics of WSNs; malware diffusion based
SloTs on cellular automaton

(Shen, et al., 2019) SIRD general model none of special characteristics of heterogeneous WSNs; diffusion
SloTs model

(Hu, et al., 2018) SIS general model none of special characteristics of het@rogenequs comple;s networks;
SIoTs optimal weight adaptation

(Hern&ndez Guillén and none of snecial characteristics of carrier devices; compartmental

Martin Del Rey, 2018) SICR general model SIoTs P model

(Zhao, et al., 2019) US—g{;PV— general model g?;l;sof special characteristics of E:igjlofllsstrlbutlon; multiplex

(Martin Del Rey, et al., none of special characteristics of complex random networks;

2021) SIAR general model SloTs cellular automaton
none of special characteristics of attack—defense game model;

(Zhou, etal., 2020) SISD general model SIoTs steady-state infection ratio

(Li and Li, 2020) SIS general model none of special characteristics of evolutionary game theory;

SloTs

vaccination




none of special characteristics of denial-of:service (DDoS) attacks;

(Liu, et al., 2021) sl-se-s general model; bayesian game; Q-learning
SloTs .
algorithm
infectivity decays with individual-group game-based
this paper SIR(D) social distance; dynamic special model for SIoTs model; virus spread dynamics
changes of user traffic in SloTs

However, aforementioned studies either didn’t consider the characteristics of an SIoT network, or the given models were
dependent on historical experience of the spread parameters, which were not suitable to describe the dynamics of virus
spread in the SIoT and could not provide guidance for effectively containing the spread of viruses in the SIoT. In summary,
previous studies still have not addressed three issues of virus spread in the SIoT. The first problem is how to quantify the
impact of social relationship, user birth and death, device updates and obsolescence on the spread of viruses in an SloT.
The second problem is how to solve dependence of the infection and recovery rates on historical experience in a virus
spread model. The third question is how to determine a threshold that represents whether viruses will diffuse or die out in
the SloT. In this paper, we solve the first problem by defining the social distance R., birth rate 8 and death rate w of
network nodes. The second problem is solved by using individual-group game theory to describe an attack and defense
process among infected SIoT nodes and susceptible ones, and the infection and recovery rates of the model are obtained
automatically. Finally, in order to solve the third problem, we investigate two equilibrium points of the model STSIR and
verify correctness of the conclusion from a mathematical perspective. Table 2 compares representative related works that

have explored virus spread for SloTs, in order to quickly clarify the existing works and show the value of this paper.

START: Virus spread modeling
problem in an SIoT

I Modeling virus spread patterns in the SloT ‘

l

I Modeling an individual-group game problem ‘

Calculate the
payoff matrix

infection and recovery rates

Establish the SIoT virus spread model: STSIR

Stability proof;
Simulation

verify and compare

(H\'I)Z The model STSIR is \':1lid>

Fig. 1. Flow diagram of the entire approach proposed.
In order to evaluate the effectiveness of the existing models and the proposed model in preventing the spread of viruses

more normatively, three evaluation criteria are introduced in this paper: 1) accuracy of the model stability conditions; 2)
degree to which the model quantifies the unique characteristics of the SIoT networks; and 3) virus spreading scale and time
cost in the process of reaching equilibrium in the SIoT. In general, one of the important ways to evaluate the reliability of
anew model is to observe whether the actual stability conditions of the model are consistent with the theoretical conditions,
which is the first criterion satisfied by all the existing models and the proposed model STSIR. More important is the second
criterion whether a model takes into account characteristics of an SIoT network, such as the limited spread radius of SIoT

nodes defined as the SIoT social distance, and the dynamic user traffic change of the network. However, the above studies



fail to consider the two characteristics of the SIoT networks. Therefore, this paper quantifies and integrates them well in
the process of proposing the model STSIR. The last criterion is presented to evaluate the effect of the model on containing
the spread of the virus in an SIoT. In fact, the ultimate purposes of all studies on virus spread models are to explore how to
reduce the maximum spread scale of viruses and compress the time from the beginning of the epidemic to the stabilization,
which are proposed as two completeness indicators. The model STSIR proposed in this paper is compared with the existing
models SIS and SIR, and it is found that the model STSIR performs ~45% better than the model SIS in terms of virus
spreading scale. At the same time, the model STSIR saves ~66.7% of the time cost of reaching stability than the model
SIR. Obviously, the model STSIR performs well both in reducing the proportion of infected nodes and in time cost, fully
satisfying the third criterion. To clearly understand our methods, we illustrate the entire approach proposed in this

paper as shown in Fig. 1.

3 Mechanism of virus spread in the SloT

3.1 Virus spread patterns in the SIoT

The spread of viruses in an SIoT is a complex process that considers not only viruses spread, but also virus detection
and antivirus operations that can restore infected SIoT nodes to recovered ones. It is worth noting that one of the
breakthrough characteristics of an SIoT is to build corresponding virtual objects who interact each other based on social
relations. Therefore, we define social distance R, to quantify the impact of social relations on the spread of viruses in an
SloT.

Definition 1: Social distance of an SIoT is represented by character R, whose unit is an entity such as a person or an
object.

Definition 1 is our specific definition of social distance in an SIoT. Moreover, Small World Theory (Ke, 2010) suggests
that each person can contact anyone in the world with up to six people. Therefore, in this paper, the social distance R, = 6
is defined as the social distance that an SIoT node spreads to the whole network at a standard speed. The smaller the R,
the simpler the social relationship of the person or object in the real world, and the slower the viruses will spread to the
whole network. On the contrary, the larger the R, the more complex the social relationship of the person or object in the
real world, and the faster the viruses will spread to the whole network.

We suppose that there are N nodes in an SIoT, which are randomly and statically distributed in a region. The distribution
density of nodes is o, and each node communicates with neighbor nodes according to its social distance R,. Initially, only
individual SIoT nodes in the center of the region became infected, and then viruses spread to neighbor nodes by sending
information. The infected SIoT nodes can send messages with or without viruses, so that neighbor nodes need to decide
whether to detect and eliminate possible viruses after receiving a message. In this process, each node chooses its own action.
This paper focuses on the case where the basic devices call remote IDS for virus detection and elimination since
multitudinous devices such as sensors and digital cameras in an SIoT are simple, basic single-function devices without
local antivirus services. Generally, one of the markers of infected SIoT nodes is whether the device contains virus code
fragments (Rabbani et al., 2020), and whether the node is under virus attack is judged by whether the received information
contains virus code fragments. In addition, IDS technology can also identify viruses from the perspective of virus behavior
(Gibert, et al., 2020; De La Torre Parra et al., 2020), which is based on whether the request is an illegal authorization
request that will damage the device system, loss data and do other harmful things. In STSIR, we detect and eliminate
viruses by calling IDS on messages received by the SIoT devices. If the messages contain virus code snippets, we consider

the attack as a virus attack, and the node can choose to eliminate or not to eliminate it, which determines whether it was a



recovery SloT node or a virus node.

Fig. 2 shows that spread of viruses in the SIoT at time t, where black square blocks represent infected SIoT nodes that
are not infectious, white squares represent nodes that are recovered or cannot be infected due to lack of energy, black dots
represent infected SIoT nodes, and white dots represent susceptible SIoT nodes. From Fig. 3, infected SIoT nodes in the

inner ring will further infect susceptible SIoT nodes outside the ring at the next time ¢ + 1.

Fig. 2. Virus spread at time t. Fig. 3. Virus spread at time t + 1.

At time t, let S(t) be the number of susceptible SIoT nodes outside the ring that can be infected. Since infected SIoT
nodes can only infect susceptible SIoT nodes within the surrounding radius circle R, susceptible SIoT nodes are contained
within a ring which is distance R, from the outer edge of the ring in Fig. 3. The number of infected SIoT nodes in the ring
is set to I(t), which represents the number of black dots in the ring in Fig. 3, while the number of white squares in the ring
is R(t) detected by IDS and sterilized.

At time 0, infected SIoT nodes at the center begin to spread around, and they're going to be distributed in a circle of
radius R(t) at time t. Then the number of infected SIoT nodes in the circle is

1(t) = onr(t)? — R(¢). (1)

Due to a limited social distance, infected SIoT nodes in the dotted circle can no longer affect susceptible SIoT nodes,
and only infected SIoT nodes in the ring outside have the ability to infect. Therefore, the number of infected SIoT nodes in
the ring can be calculated as

1) =1(t) — on(r(t) — R)* — R(t)", 2)
where R(t)* is the number of recovered nodes in the ring. Further R(t)* = yI(t)* — YR(t)* — wR(t)* where y is the
recovery rate of infected SIoT nodes. Considering y > Y, w, and it is obvious that r(t) >> R, so formula (2) can be

simplified as

I1(t)* = 20mr(t)R, — yI(t)". 3)
By combining formulas (1) and (3), we can obtain
. 2R, /an(l(t) +R(®)) @
(1+7) '
The number 7 of nodes that an infected SIoT node can infect is
n = onR,>. (5)

In these 7 susceptible SIoT nodes, some ones will not be re-infected because IDS was called before. Therefore, we need
to multiply n by the density of susceptible SIoT nodes when we want to calculate the total number of nodes that a virus

can infect, and finally we can get an average number of susceptible SIoT nodes infected by a virus is



m=8, ©)

3.2 Game model of virus spread in an SIoT
3.2.1 Individual-group game

In an SlIoT, viruses spread is a process of spreading outward from central infected SIoT nodes. The infected SIoT nodes
will gain benefits when spreading viruses, otherwise, failure to spread viruses will cause a certain loss due to increased
exposure of the infected SIoT nodes. On the other hand, in order to prevent viruses from invading the network, susceptible
SIoT nodes around the infected SIoT nodes can call IDS installed in a base station for detection according to a certain
probability when receiving information. If viruses are detected, an antivirus function is enabled to check and kill viruses.
The susceptible SIoT nodes need to spend a certain cost when calling IDS, and will gain a certain benefit when viruses is
successfully removed. Obviously, the process of virus spread, detection and killing is an adversarial game, and there is no
possibility of cooperation between viruses and IDS, so that we can choose a non-cooperative game model. Fig. 3 shows
the specific process of viruses, the viruses in the ring spread out of the ring, and each virus will spread to multiple
susceptible SIoT nodes outside the ring, which can be defined as an individual-group game (Ariful et al., 2020).

Definition 2: The individual-group game in an SIoT with viruses spread is a 4-tuple {P, S, 8, U}, where

® P ={susceptible SIoT nodes s, infected SIoT nodes i } is a set of players.

® S =S5 xS§;where S; ={call, not call} is the strategy set of player s, and S; ={send, not send} is the strategy set of
player i.

® 0 =06.(5,) % 0,(S;), where 6,(S;) is the proportion vector of player s adopting pure strategy S, at time t in the
whole population, and 6,(S;) is the proportion vector of player i adopting pure strategy S; at time t in the whole
population.

® [ is the payoff matrix, and the value of each player is shown in Table 3.

Table 3

Game payoff matrix for a susceptible SIoT node and an infected SIoT node.

IDS susceptible SIoT nodes
virus call call
Infected SIoT nodes S —-ma—ea—b—d mc—e —c—d
not send —e,—b—d —e, —d

In this paper, an individual-group game model is similar to the Stackelberg model is adopted. The process of virus spread
in an SIoT is a game between an infected SIoT node and several susceptible SIoT nodes. Virus designers are familiar with
sending and receiving characteristics of each node in the SIoT. Before viruses spread, susceptible SIoT nodes have already
carried out a potential evolutionary game, which makes viruses tend to be stable in the way of policy selection and need to
pay a price to change this state. Next, the infected SIoT node selects its own response strategy based on the strategy adopted
by susceptible SIoT nodes in the SIoT. Thus, the game process is divided into two stages.

In the first stage, the behavior of susceptible SIoT nodes can be described by a replicator dynamic model in evolutionary
game. The policy of a susceptible SIoT node is "call IDS" or "not call IDS". According to evolutionary game theory, due
to the cost of changing strategies, most participants in susceptible SIoT nodes will keep some pure strategies unchanged,
and only a few participants will adopt strategies with higher returns based on imitation behavior. The pure policy space of
susceptible SIoT nodes is Ss(sy, S3), where s; is "call IDS" and s, is "do not call IDS". Let 6,(S) be a proportion vector of
nodes in the whole group that adopt the pure strategy s;(i = 1,2) in the t stage. Suppose 6,(s;) = y(0 <y < 1), then

0.(s,) = 1 — y. In the second stage, the policy of an infected SIoT node (individual participant) is "send virus" or "not send



virus", where pure policy space is Si(s{, sé). The infected SIoT node determines its own response function U.(S;) =
s 0:(S)u(S;, Ss) according to proportional distribution 6,(S;) of different strategies s;(i = 1, 2) adopted by the susceptible

SIoT nodes, which is an expected revenue of the infected SIoT node.

3.2.2 Analyses of the game payoff function

The process of virus spread in an SIoT can be regarded as an attack and defense process between infected SloT nodes
and susceptible SIoT nodes. Table 3 shows a game payoff matrix of attack and defense between infected SIoT nodes and
susceptible SIoT nodes. When an infected SIoT node sends a message to another node, it will consume energy at cost e.
When a susceptible SIoT node receives information, it is necessary to determine whether to call IDS residing in a base
station for detection. If detection is called, energy at cost b is consumed, while energy at cost d is consumed to receive
information when a susceptible SIoT node doesn't call IDS. When an infected SIoT node attacks a susceptible SIoT node
and the susceptible SIoT node calls IDS, the susceptible SIoT node will gain a reward a for successfully detecting viruses.
Since the attack process is a game between an infected SIoT node and m susceptible SIoT nodes, the infected SIoT node
will lose ma due to failure of attacks. Similarly, when an infected SIoT node launches attacks and susceptible SIoT nodes
don't call IDS, the infected SIoT node will gain reward mc for successfully spreading viruses. In this case, each susceptible

SIoT node will be infected by viruses, resulting in a loss c.

3.2.3 Analyses of the game equilibrium

From Table 3, we can see that a — b > 0 always true, otherwise IDS will not be called, soa—b—d > —c—d is
satisfied. Therefore, a susceptible SIoT node will call IDS if an infected SIoT node sends viruses. Conversely, if an infected
SIoT node does not send viruses, we can see from benefits that a susceptible SIoT node will not call IDS. Similarly, an
infected SIoT node will not send viruses if a susceptible SIoT node calls IDS. Conversely, an infected SIoT node will send
viruses if a susceptible SIoT node does not call IDS. We can see that there is no pure strategy equilibrium solution in the
game, but only a mixed strategy equilibrium solution.

The reaction function in the second stage of the game is also an expected revenue function of an infected SIoT node.
Then we can calculate the expected revenue of an infected SIoT node. Since the probability of an infected SIoT node
sending viruses is x while the probability of not sending viruses is 1 — x, and the probability of a susceptible SIoT node
calling IDS is y while the probability of not calling IDS is 1 — y. Thus, the expected revenue of an infected SIoT node can
be expressed as

E, =xy(-ma—e)+x(1-y)(mc—e)+ (1 —-x)y(—e) + (1 —y)(1 —x)(-e). (7

In formula (7), m, a, e, ¢ etc. are all constants at time ¢t.

Simplify (7), we can obtain

E, = —xyma + xmc — xymc — e. (®)
We can also get the expected revenue of susceptible SIoT nodes as
Es=xyla-b-d)+xQ-y)(—c—d)+ (1 -0)y(=b—d) + (1 -1 - y)(=d). ©)
Simplify (9), we can obtain
E; = xya — xc + xyc — by —d. (10)

According to the definition of equilibrium solution, where an expected revenue of each party reaches maximum value,

an extreme value method can be used to find the strategy when E,, and E; reach their maximum values. For this reason, the

partial derivative of x can be obtained for E,,, and then set to 0, so that x can be obtained to maximize E,,. We thus obtain



0E,

= —yma + mc — ymc = 0,

ox
and achieve
y*=c/(a+c). an
Similarly, we find the partial derivative of y for Es and set it to 0 as
0E;
—=xa+xc—b=0,
dy
and achieve
x*=b/(a+c). (12)

Therefore, (x*,y*) is a mixed equilibrium solution of the game. According to semantics of game equilibrium solution,
x* X y* is a probability that an infected SIoT node sends viruses and a susceptible SIoT node calls IDS, which indicates
that the susceptible SIoT node is infected with viruses, but viruses are detected and killed by calling IDS, and then the
susceptible SIoT node become a recovered one. So, this probability is also called the recovery rate ¥, which can be obtained
by formulas (11) and (12) as

y = bc/(a + c)?. (13)
And x* X (1 — y™) is a probability that an infected SIoT node sends viruses, but a susceptible SIoT node does not call IDS,
indicating that the susceptible SIoT node is successfully infected. Therefore, the probability is also called the infection rate
B, which can be obtained by formulas (11) and (12) as

B =ab/(a+ c)?. (14)

4 SloT virus spread model and dynamics analyses

4.1 SIoT virus spread model

Kermack and McKendrick established an epidemic warchouse model in 1927 with a dynamic method, including basic
models SI, SIS and SIR. This paper uses SIR for research, which divides nodes into three states: susceptible S(t), infective
I(t), and recovered R(t). The ratio of the number of susceptible SIoT nodes infected by an infected SIoT node to the total
number of susceptible persons per unit time is the infectivity rate. The recovery rate is the ratio of the number of infected
SIoT nodes converted to recovery SIoT nodes to the total number of infected SIoT nodes in unit time (Ariful and Jun, 2020;

Shakya, et al., 2019).
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Fig. 4. State transition in STSIR.

Fig. 4 shows the state transition process during viruses spread in the model STSIR. Considering the infection rate 8
automatically calculated through the individual-group game, which represents a probability that an infected SIoT node
sends message with viruses to many susceptible SIoT nodes within a radius of R, in the case of attack-defense, we
determine that susceptible SIoT nodes within this range are infected when they don't call IDS with a probability of 1 — y.
In addition, the birth, death, and iteration of the user social networks in the SIoT, as well as production, maintenance, and

obsolescence of devices, are the reasons why the birth rate 6 and death rate w are added to STSIR. Thus, the differential



system dynamics equations of STSIR can be obtained as

35(t) 2aboR2s(t) | °TU®) +R(®)
at 0+ YR(® - N (a+02+bc wS(6)
o1(t) 2abomRs@) OTUDOFR®)  peyep (15)
= X - — wl(t)
at N (a+¢c)?+bc (a+c)?
OR(t)  bcl(t) _ YR() — wR(®)

ot (a+c)?
4.2 Equilibrium points and basic reproduction number of the model STSIR

In order to study whether a system is stable or not, we need to analyze stability of differential equations of the system.
It is possible for a system to reach equilibrium when one or more equilibrium points exist. In addition, finding equilibrium
points of the model can quickly help us determine a threshold at which viruses spread or die during the spread cycle.
Therefore, using a mathematical method to calculate equilibrium points of the model STSIR is of a great significance to
study the spread rules of viruses and discover countermeasures in an SIoT.

Theorem 1. The model STSIR of formula (15) has two equilibrium points.

Proof. Obviously, with continuous passage of time ¢, the number of susceptible SIoT nodes S(t), infected SIoT nodes
I1(t) and recovery SIoT nodes R(t) present continuous curve form. According to the Existence Theorem of Zero in the field

of mathematics, for a continuous function f(x), there is zero when f(x) = 0. Therefore, we learn that equilibrium points of

a.;_(tt) 1O _ o ng RO _ o

the model STSIR can exist only when e m
OR(t)

=0,
as(t) _

oIt
at -

at

Let 0, 0, and

=0 in formula (15), the malware-free equilibrium point P°(S° 1% R?) is
calculated as
PO(8°,1° R%) = (Z,0,0). (16)
Another endemic equilibrium point P1(S?, 1%, R1) of network can be obtained by formula (15) as

Nlbc + w(a+c)?*] | bc 11) (17)
2abonRA(a+c)?" "(a+c)*W+w) /)

PY(SY,I%,RY) = (

where

e [26abonR.3(a + c)? — wN[bc + w(a + ¢)?]](Y + w) (18)
2abonR 2wlbc + (a + ¢)2(Y + w)] '
Thus, Theorem 1 is proved.
We use the next-generation matrix method to calculate the basic reproduction number R, (Fisman et al., 2020), which
indicates whether viruses can spread. Mathematically, R, = p(FV ') is the spectral radius of the next-generation matrix,
where F represents the appearance rate matrix of the new viruses in an SIoT, and V™! represents the inverse matrix of the

transfer rate matrix between any states. We calculate that

e 20abomR,? (19)
T N '
V=r+w. (20)

Finally, we get the basic reproduction number R, as

20abonR 2 (a + ¢)? (21
wN[bc + w(a + ¢)?]

Ry = p(Fv") =

The basic reproduction number is an important index to describe an infectivity of initial viruses in an average disease



period. When R, < 1, the infectivity of infected SIoT nodes is weak, and viruses will eventually die out over time, that is
I1(t) = 0. At this point, only the malware-free equilibrium P° exists. When R, > 1, the infected SIoT node will continue to
exist in the SIoT, and achieve mutual restriction and balance with susceptible SIoT nodes and recovered nodes. At this

point, only the endemic equilibrium P? exists.

4.3 Stability analysis of equilibrium point of the model STSIR
If equilibrium points of the model STSIR are stable, the state near equilibrium states will keep approaching to the latter
until the whole system stays in a relatively stable state for a relatively long time. The state is each of both equilibrium
points, and behavior of nearby states that keep tightening one equilibrium state reflects the stability of equilibrium points.
Theorem 2. When R, < 1, the malware-free equilibrium P°(S°, 1%, R?) is locally asymptotically stable.

Proof. It is proved that since N = S(t) + I(t) + R(t) + 8, formula (15) can be rewritten as

as(t) 2abomR3S(t)  \Jon(N - S(t) — 6)
r ~ 0T YRO- N X @t o2+ be @S(t)
d1(t) 2abomR>S(t) _Jom(N —S(t)—6)  bcl(t) (22)
{, at N TGt oi+be (a+t oy wl(®)
OR(t)  bcl(t)
lT_ @t o7 PYR(t) — wR(t)
Let any equilibrium point be P*, and the Jacobi matrix J(P*) of P* can be obtained according to formula (15) as
3 3
2abozmzR > [\/7 S() ]
- N-St)—-0 —-————|—w 0
N[(a +c)? + bc] 2J/N—-S) -0 v
3 3
) = 2abozmzR,’ S(t bc
J(P) 2Re [N—S(t)—@— ® ] _ w0 (23)
N[(a + c)* + bc] 2/N-5(t)-#8 (a+c)
: bc
(a+c)? Yo
The Jacobi matrix J(P°) corresponding to the equilibrium point P° is
3.3 .
2abozm2R, N 6 0 0 0 "
- -———0- —w
N[(a + c)? + bc] W 20N =S(t) — 6
3 3
J(P®) = 2aboemzR,’ 0 6 bc (24)
> N——-06- ———s W 0
N[(a +c)? + bc] 1) 20 /N=S() -0 (a+c)
0 bc
(a + c)? v @)
33
LetA = %[ /N - % -0 - Wﬁ] and B = (alj_—cc)z. After simplification and transformation, formula (24)
can be written as
—-A—w 0 P
YA
PY=| 0 -B-w —— 25
J(P%) © (25)
0 B -Y—-w
1 is introduced to represent the identity matrix, and 4 is the eigenvalue of the matrix J(P°). The eigenmatrix of J(P°) is
A+A+w 0 -
AL—JPO) =| o 1+B+w -2 (26)
0 -B A+yY+w



Formula (24) is computed to obtain the three eigenvalues of J(P?), where 4, = —(A+ ) < 0,4, + 43 = —=(B + 2w + ) < 0,

and ,4; = (B + w)(w +Y) — iif) > 0. Therefore, the eigenvalues 4,,4; < 0 are all negative values. In this manner, the

model STSIR is locally asymptotically stable at equilibrium P°(S°,1°,R?) if Ry < 1, while the equilibrium P°(s°,1° R?) is
unstable if R, > 1. This completes the proof.

Theorem 2 shows that when average infection ability of infected SIoT nodes is weaker than defense and recovery ability
of an SIoT, infected SIoT nodes will appear and spread over a period of time and then disappear completely, and recovered
nodes will be transformed into susceptible SIoT nodes or natural extinction. At this point, only susceptible SIoT nodes exist
in the SloT.

Theorem 3. When R, > 1, the endemic equilibrium P1(S%, 11, RY) is locally asymptotically stable.

Proof. According to formula (15), the Jacobi matrix J(P*) with any equilibrium point of P* can be written as

i S(t) S(t)
—27JIt)+R(®) —w —_— 1)
JI() +R(t) VI@®) + R(t)
7S(t) bc zS(t)
J(P*) = 2T/1(t) + R(t) - ) _————— 27)
VIO +R@) (a+0)? VI +R(®)
bc
’ @+ op v
33 . 1
where 7 = %. LetX = (ai—cc)z —wandY = };—1. The Jacobi matrix J(P) corresponding to the equilibrium point

PL(SL, 1%, RY) is

- —X P
X X2 1 Wit Xbc X WX
PY=[0 ———-X- — : 28
JP) 200+ 7) ot TG T usP ar 2@ r @) 2047 st (28)
0 0 - —w
The eigenmatrix of J(P?) is
At w X -
_ rpIy| [x o XA 1 PIt Xbe _x oyt
A== 0 ¢ [2(1+Y) X ws?t + (2(1+Y) + wsl) (a+c)2(¢+w)] 21+7)  wst| (29)
0 0 I+ +w
Correspondingly, the characteristic polynomial of J(P!) is
Gt )it bc Lo 2abonR 21T N 2ab?comRA1" At +w) =0 (30)
! 2(a+¢c)? 2 N (a+c)2(1/)+w)N]( Y+ w)=0.
. . bc ®  2abonR3 2ab?conR.3
We obviously obtain ; = —w < 0,43 = —(w+ ) <0and 4, = Ty Tz - T e ' <0.

Therefore, the three eigenvalues are all negative. According to the Routh—Hurwitz stability criterion, the model is locally
asymptotically stable at the endemic equilibrium point P*(S1, 1%, R1). This completes the proof.

Theorem 3 shows that when average infection capacity of infected SIoT nodes exceeds normal defense and recovery
capacity of an SIoT, viruses will rapidly spread to other areas with a high-frequency operation of millions of users, and the
number of infected SIoT nodes show a rapid outbreak trend. After a period of spread, the growth rate of infected SIoT
nodes will decrease to 0. At this point, infected, susceptible, and recovered SIoT nodes reach a relatively stable state, and

infected SIoT nodes will exist in the SIoT for a long time.

5 Application framework

This paper introduces a novel model of virus spread into an SIoT through an epidemiologically theoretical model and



game theory. In Fig. 5, the application framework of model STSIR includes data layer, network layer, platform layer and
application layer. Due to the strong social attribute of an SIoT, each virtual entity corresponding to the real entity in the
SIoT needs to rely on social relationship spread, which requires a large number of basic devices for data collection. These
basic devices usually have simple structure and single function, so that viruses designed by hackers can quickly spread to
the surrounding networks through Bluetooth, 2G, 3G, 4G, 5G and other communication means along the network of users
and devices in a short time. When basic devices that are not equipped to run antivirus programs locally are attacked, they
can call remote IDS to detect and kill viruses. Through cloud services, big data and other platforms, SIoT contributes super-
intelligent services such as smart home, smart infrastructure construction, smart warehousing and logistics, smart industry
and smart agriculture and forestry to the society, facilitating people's production and life. Discovering and containing the
spread of viruses in an SIoT has always been a hot security issue, which will cause serious consequences including user
privacy disclosure, device damage and network damage once a device is infected. STSIR analyzes virus spread behavior
to suppress viruses spread in the SIoT, which improves the hit rate of devices using lower energy to detect and kill viruses
through the proposed game, and obtains several effective ways for network administrators to improve the SIoT network

defense ability by analyzing the different effects of multiple parameters on the threshold of virus diffusion or extinction.
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Fig. 5. STSIR application framework.

Algorithm 1 shows the code implementation of the model STSIR, and the effectiveness of the model is verified by the
experimental results of the algorithm. According to Algorithm 1, numerous simulation experiments are conducted on this
model in Section 6, and the stability of malware-free and endemic equilibriums of STSIR is verified through
multidimensional comparison.

Algorithm 1 Calculation algorithm of STSIR model in SIoT.

Inputs: N, g, R, 6, Y, w,a, b, c

Outputs: S(t), I(t), R(t)

1: initialize conditions: N, g, R, 8, Y, w, a, b, ¢

2: different initial value: 1(0) = x, S(0) =1—x, R(0) =0
3:i=0,step = 200




4: while i < step

(i +1) = 6 + WR(G) - 2abamiR ASOVID + R /N((a + ¢)? + be) — wS(D)

5
6: I +1) = 2abo=miR,2SOVIE) + R(D)/N((a + ¢) + be) — bel())/(a + ©)? — wl(i)
7 R +1) = bel(®)/(a+ 6)2 — YR() — wR(D)
8
9

i=i+1
: end while
10: return S(i), I(Z), R(i)

6 Experimental analyses

In this section, Wolfram Mathematica 11 is used to simulate the model STSIR in an SIoT. No special configuration is
required when we write the simulation programs using Wolfram Programming Language. According to formula (15),
differential equations are established, and model parameters are adjusted to control the value of R, which can be obtained
according to formula (21). Then, correctness of Theorems 2 and 3 is verified by observing the change trend of S(t), I(t),

and R(t) over time and analyzing the influence of various parameters on infected SIoT nodes.

6.1 Verify the malware-free equilibrium of the model STSIR
In order to verify Theorem 2 of the malware-free equilibrium point of the model STSIR, we set parameters of the model

STSIR according to Table 4, which are referred to the parameter values of the virus spread models in SIoTs (Yi, et al., 2021;
Al Kindi, et al., 2019) and WSNs (Zhang, et al., 2020; Shen, et al., 2019; Zhou, et al., 2020). Further, we set the value of
R, in simulations to study its influence on virus spread in an SIoT according to the definition of social distance R in
Section 3.1 and its standard value R, = 6 entities (Ke, 2010). In terms of game parameters a, b, and ¢, we set their values
depending on game theoretic evaluation (Li et al., 2022; Molinero and Riquelme, 2021) and IDS parameters (Wang and
Chang, 2022; Lee et al., 2021; Yungaicela-Naula et al., 2022) articles, focusing here on their relative sizes to explore
relevant strategies for containing viruses spread. Thus, according to formula (21), R, = 0.00013 can be calculated, and
the condition Ry < 1 of Theorem 2 is valid.

Table 4

Initial parameters of the model STSIR.

Symbol Explanation Value
N Total number of SIoT nodes 10000000
g Average distribution density of SIoT nodes 0.5
R, Social radius of SIoT nodes (Spread radius of infected SIoT nodes) 2.5
0 Birth rate of SIoT nodes 0.1
P Conversion rate of SIoT nodes from state R to state S 0.05
W Death rate of SIoT nodes 0.1
a Rewards of susceptible SIoT nodes calling IDS to detect and kill viruses successfully 5
b Cost of susceptible SIoT nodes calling IDS to detect and kill virus 1
c Loss of susceptible SIoT nodes caused by virus infection 3

Fig. 6 shows changeable ratio trends of S(t), I(t), and R(t) in the model STSIR within 200 time steps when Ry < 1.
According to formula (16), we can calculate S 0=1, I°=0, and R° = 0 when the system reaches malware-free
equilibrium. From Fig. 6, the ratio of susceptible SIoT nodes gradually increases from the initial 0.5 and finally stabilizes
at 1.0; the ratio of infected SIoT nodes gradually decreases from the initial 0.4 to 0 and becomes stable; and the ratio of
recovered nodes gradually decreases from the initial 0.1 to the position of 0.

Figs. 7-9 show changing trends of the ratio of node numbers of S(t), I(t) and R(t) in the SIoT within 200 time steps
when different 1(0), R(0), and S(0) are set in the initial state of the system. From Fig. 7, when I(0) = 0.2, the ratio of



infected SIoT nodes gradually stabilizes from 0.2 to 0; when I(0) = 0.5, the ratio of infected SIoT nodes gradually
stabilizes from 0.5 to 0; and when I(0) = 0.9, the ratio of infected SIoT nodes gradually stabilizes from 0.5 to 0. Different
initial values of 1(0) will not affect the convergence time of I(t), and finally I(t) will stabilize to the position of 0 after
~50 time steps. From Fig. 8, when R(0) is set as 0.3, 0.5, and 0.8 respectively, the final ratio of recovery SIoT nodes will
gradually stabilize to 0 after ~50 time steps. From Fig. 9 when S(0) is set as 0.2, 0.6, and 0.8 respectively, the final ratio
of susceptible SIoT nodes will gradually stabilize to 1 after ~50 time steps. At this point, only susceptible SIoT nodes exist

in the SIoT.
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Fig. 7. Ratio changing trends of /(t) of model STSIR at

different initial values when R, < 1.
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Fig. 8. Ratio changing trends of R(t) of model STSIR at

different initial values when Ry < 1.

Fig. 9. Ratio changing trends of S(t) of model STSIR at

different initial values when R, < 1.

According to the simulation experiment results of the model STSIR in Figs. 6-9, we can conduct that when Ry < 1, no
matter what S(t), I(t), and R(t) of the system are, they will converge to malware-free equilibrium after a certain period
of time. Obviously, the defense and recovery thresholds of an SIoT are higher than the attack capability of viruses at this
point. Viruses will eventually cease to exist after spreading in the SIoT over a period of time, while susceptible SIoT nodes
will occupy an absolutely dominant position. Therefore, Theorem 2 is verified experimentally.

6.2 Verify the endemic equilibrium of the model STSIR

In order to verify the endemic equilibrium of the model STSIR in an SloT, Theorem 3 of the model STSIR will be

verified from the following three dimensions: 1) different initial values of S(t), I(t), and R(t), 2) different game

parameters a, b, and c, and 3) different social distance R...
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6.2.1 Dimension 1: different initial values of S(t), I(t), R(t)

Based on the parameters in Table 4, we set N = 1000, a = 7, b = 2 and o = 0.5. According to formula (21), Ry, = 9.82
is obtained, and the condition Ry > 1 in Theorem 3 is valid. According to formula (17), an endemic equilibrium
PL(S%, 1%, RY) = (0.102,0.359,0.539) can be obtained. Fig. 9 shows the changeable ratio trends of S(t), I(t), R(t) in the model
STSIR within 100 time steps when R, > 1. The ratio of susceptible SIoT nodes remains at 0.102 after ~40 time steps, and
both infected and recovered SIoT nodes are stable at 0.359 and 0.539 respectively after ~60 time steps. At this point, the



system reaches the endemic equilibrium P,

Figs. 11-13 show the changing trends of the ratio of node number of S(t), I(t), R(t) in an SIoT under different initial
conditions of §(0), 1(0), and R(0) after 100 time steps when R, > 1. From Fig. 11, when S(0) = 0.3, the ratio of
susceptible SIoT nodes gradually decreases from 0.3 and stabilizes to 0.1; when S(0) = 0.6, the ratio of susceptible SIoT
nodes gradually decreases from 0.6 and stabilizes to 0.102; when S(0)=0.9, the ratio of susceptible SIoT nodes gradually
decreases from 0.9 and stabilizes to 0.102. The system will eventually stabilize to the position of 0.102 after ~40 time steps,
no matter what S(0) is. From Fig. 12, when I(0) is set to 0.1, 0.5 and 0.9 respectively, the final ratio of infected SIoT nodes
will gradually decrease and stabilize to 0.359 after ~50 time steps. From Fig. 13, when R(0) is set as 0.2, 0.6 and 0.8
respectively, the final ratio of recovery SloT nodes will gradually stabilize to 0.539 after ~50 time steps. At this point,
infected SIoT nodes will exist in the SIoT for a long time.

According to Figs. 10-13, we can conduct that when R, > 1, no matter what S(t), I(t), and R(t) of the system are, they
will converge to the endemic equilibrium point P! after a period of time which is always the same equilibrium because
changing the initial values of S(t), I(t), and R(t) will not affect the infection rate of viruses or the recovery rate of the
SIoT. In this case, the attack capability of viruses is stronger than the defense threshold of the network. As a result, the

network cannot destroy viruses by itself and will coexist with viruses for a long time.

6.2.2 Dimension 2: different game parameters a, b, ¢

Figs. 14-16 reveal the ratio changing trends of infected SIoT nodes under different values of a, b, and ¢ in model STSIR.
From Fig. 14, when a =5, we can calculate that R, = 12.60 and P*(S%,I%,R') = (0.079,0.285,0.636) according to
formulas (17) and (21). I(t) gradually rises from the initial 0 to the peak and then decreases and stabilizes at 0.285. When
a = 6, we can calculate that R, = 19.03 and P1(S%, 1, RY) = (0.052,0.343,0.605), and I(t) finally stabilizes at 0.343.
When a = 7, we can calculate that Ry, = 27.24 and P*(S%, 1%, R) = (0.037,0.397,0.566), and I(t) finally stabilizes at
0.397. From Fig. 15, when b = 1,R, = 19.03 and P1(S%, 1%, RY) = (0.052,0.343, 0.605) can be calculated. When b = 2, we
get Ry =19.28 and P(S%,I%,R') = (0.052,0.209,0.739) . When b =3, we have R, = 19.37 and P(S%,I%,RY) =
(0.052,0.151,0.797). All three cases where ¢ = I(0) are stabilized around the corresponding I'. From Fig. 16, when ¢ =
3 we can calculate that R, = 31.72 and P(S%, 1%, R') = (0.032,0.350,0.618). When ¢ = 6, we get R, = 28.27 and
P1(SL, 1%, RY) = (0.035,0.323,0.642), and I(t) finally stabilizes at 0.343. When ¢ = 9, we know that R, = 29.42 and
PL(St, 1%, RY) = (0.034,0.333,0.633). I(t) goes up and then goes down, finally it stabilizes at the corresponding I*.

Figs. 17-18 show the influence of size relationship between a, b, and ¢ on changing trends of the ratio of infected SIoT
nodes in model STSIR when R, > 1. From Fig. 17, when a is larger than c, the number of infected SIoT nodes will be less
when an endemic equilibrium is reached. We know that a is a profit of successful virus detection and elimination, while
c is a loss of failure of virus detection and elimination. It means that susceptible SIoT nodes tend to call IDS during the
game satisfying a > c, thus reducing the ratio of infected SIoT nodes. Conversely, when a < ¢, the number of infected
SIoT nodes will increase. From Fig. 18, the number of infected SIoT nodes increases gradually according to different
cases ¢ > b, c = b, and ¢ < b. The smaller b is, the lower cost of susceptible SIoT nodes to call IDS is, and the large c is,
the greater infection loss of susceptible SIoT nodes is. It means that susceptible SIoT nodes are more inclined to call IDS
in the game when ¢ > b, whereas frequency of calling IDS will decrease accordingly when ¢ < b.

According to Figs. 14-18 we can conduct that when R, > 1, adjusting game parameters a, b, and ¢ can change the state
of endemic equilibrium. However, no matter how a, b, and ¢ change, the system will eventually approach and stabilize at

different endemic equilibriums, which inspire us to reduce a cost of energy consumed by normal nodes to call IDS and



increase a reward for successful virus detection to curb the

technological means.

1 O — ———r U ————
[ c=3.0
08}
2 ‘ --&-- c=6.0
8
; 06! —— c=9.0
) | S
8
E -
s 04 ~ = —a
) = %
2 d
14 |
0.2}
0.0
0 10 20 30 40 50 60

Time step
Fig. 16. Ratio changing trend of I(t) of the model STSIR
atc =3,c=6,and c = 9 when R, > 1.

10—

A c>b
0.8
0 --@-- c=b
8
o 06} @, —e— c<b
§ 3 p S
5 04
o
& —o 4
0.2 > ahde abn, kb

0.0

80 100
Time step

Fig. 18. Ratio changing trend of I(t) of the model STSIR
atc > b,c =b,and c < b when Ry > 1.

1.0

0.8
w
(V]
=
o
c
- 06
2
o
2
c
G 04
o
©
14
0.2
0.0M . : : .
20 40 60 80
Time step

Fig. 20. Ratio changing trend of I(t) of the model STSIR
atR. =3, R, =6,and R, = 9 when Ry > 1.

spread of viruses in an SloT through lots of modern

Ratio of infected nodes

o 20 40 e 8 100
Time step
Fig. 17. Ratio changing trend of I(t) of the model STSIR
ata>c,a=c,anda < cwhen Ry, > 1.

1.0

Ratio of infected nodes

L — . —
0 20 40 60 80 100
Time step

Fig. 19. Ratio changing trend of I(t) of the model STSIR
ato =0.1,0 =0.5,and 0 = 1.0 when R, > 1.

1.0

o
@

Ratio of infected nodes
o

0.2

Time step

Fig. 21. Comparison the ratio changing trends of I(t)
among models STSIR, SIR, and SIS.

6.2.3 Dimension 3: different distribution densities o and different social distance R,

Fig. 19 shows the changeable trend of /(t) in model STSIR under different values of node distribution density . When
o = 0.1, we can get R, = 3.64 and P}(S%, 11, R') = (0.275,0.252,0.473) according to formulas (17) and (21). Similarly,
when ¢ = 0.5, we can calculate R, = 36.42 and P*(S%, I, R?) = (0.055,0.329,0.616). When o = 1.0, we have R, = 36.42



and P1(S%, 1, RY) = (0.028,0.338,0.634). Different density values will affect the number of infected SIoT nodes on the
system equilibrium point. The larger node distribution density is, the stronger infectivity of infected SIoT nodes is. But
when density exceeds a certain limit, the influence of density on the equilibrium point is negligible.

Fig. 20 shows the changing trend of I(t) under different values of R.. When R, =3, we can get R, = 5.37 and
PY(S1,1',RY) = (0.186,0.149,0.665). When R, = 6, we get R, = 42.97 and P1(S%, 1%, R) = (0.023,0.179,0.798). When
R. =9, we know that R, = 145.03 and P1(S%, 1%, R') = (0.007,0.182,0.811). With an increase of R., the ratio curve of
infected SIoT nodes reaches the peak rapidly, and the peak of infected SIoT nodes increases with an increase of node social
distance. After the peak, the number of infected SIoT nodes gradually decreases to 0.18, which means that the greater
distance between nodes is, the faster viruses spread and the higher the spread rate is. But eventually, the number of infected
SIoT nodes will stabilize at the endemic equilibrium.

According to the simulation experiment analysis of the three dimensions in Figs. 6-20, we can conduct that an SToT will
eventually stabilize at the endemic equilibrium as long as R, > 1 is satisfied, no matter under conditions of different initial
values of S(t), I(t), and R(t), different game parameters a, b, and c or different distribution densities o and social

distances of nodes R.. The experiment shows that Theorem 3 is reasonable.

6.3 Comparison with traditional models

According to Sections 6.1 and 6.2, when the model STSIR is stable, both the conditions and the ratio of SIoT nodes of
S, 1, and R are consistent with the theorems and formulas, which can prove the accuracy of the model STSIR. Therefore,
here we mainly focus on the advantages of model STSIR compared with models SIS and SIR in curbing virus spread.
Under the premise of the same infection and recovery rates, the traditional models SIR and SIS are compared horizontally
to verify the efficiency of model STSIR. We set the same ratio of susceptible, infected and recovered SIoT nodes for models
SIR, SIS and STSIR. By observing changes in the ratio of infected SIoT nodes of the three models, we can judge which
model has the best effect in containing the spread of viruses in an SIoT.

In reality, we study the virus spread model with two ultimate goals: 1) minimize the ratio of infected SIoT nodes; 2)
control viruses spread in the shortest time. From Fig. 21, it can be observed that the ratio of infected SIoT nodes in model
SIS is stable at ~0.45 after a slow decline, while the ratio of infected SIoT nodes decreases to 0 when model STSIR reaches
stability, which reduces the ratio of infected SIoT nodes by ~45% more than that in model SIS. Meanwhile, the model SIR
takes ~150 time steps to reach the malware-free equilibrium point, while the model STSIR only takes ~50 time steps to
optimize ~66.7% compared with the model SIR, in terms of controlling the speed of virus spread. Obviously, by comparing
with models SIS and SIR, STSIR has excellent performance in terms of reducing the ratio of infected SIoT nodes and time

cost.

7  Conclusion

Based on an epidemic theory's analysis framework, a novel epidemic model STSIR has been proposed in this paper,
which defines the social radius R, network traffic inflow 6 and outflow w to reflect characteristics of an SIoT such as
limited communication range of people and devices, constant iteration of interpersonal network, and continuous update
and elimination of devices. We have introduced an individual-group game to describe the dynamics of virus spread and
established the payoff matrix of the game in an SIoT according to an actual attack and defense scenarios of infected SloT
nodes and susceptible SIoT nodes, so that the infection and recovery rates of nodes can be expressed by game parameters,
which cuts off dependence of the infection and recovery rates on historical experience. The dynamic equations of STSIR

have been proposed, and we have proved that the model STSIR has a malware-free equilibrium point and an endemic



equilibrium point. When the infected SIoT nodes are at the malware-free equilibrium point, they will eventually die out.
However, at the endemic equilibrium point, they will continue to spread and eventually exist in the SIoT stably with a
certain proportion, which depends on the costs a, b, and c of participating in the game, the social radius R, and the
distribution density o of nodes. By controlling game parameters, node social distance and node distribution density, we can
adjust the size of the basic reproduction number to determine which equilibrium point the SIoT is in. Especially in the case
of the endemic equilibrium point, we can also change a ratio of infected SIoT nodes when the SIoT reaches stability.
Compared with models SIR and SIS, the excellent contribution of STSIR to curbing viruses spread in the SIoT is verified.
In real life, we can install the virus detection and killing service as long as SIoT devices' conditions are allowed, so as to
reduce the cost b of virus detection and killing, and appropriately increase the reward of virus detection and killing service
every time to increase a to curb the spread of viruses in the SIoT.

In the future, we will consider repeated game and deep reinforcement learning to carry out further studies. The model
presented in this paper provides guidance for the study of virus spread in an SIoT. This paper focuses on an individual-
group game in the process of modeling the spread mechanism without considering the repeated behavior between viruses
and SIoT nodes, but more realistic situation is that viruses are likely to attack SIoT nodes that fail to infect them again and
again. The susceptible SIoT nodes that have been attacked many times will reconsider whether to call the antivirus service
for detection and antivirus, which will involve a repeated game. Consequently, the individual-group game discussed in this
paper will be repeated, which will lead to more realistic infection and recovery rates affected by the payoff matrix, further
optimize the expression of the basic reproduction number R, and ultimately determine the accuracy of the experimental
conclusion. At the same time, expanding the cost of different device antivirus methods helps to further improve the
applicability of the model STSIR to an SIoT, which is caused by the fact that there are some advanced intelligent devices
in an SIoT. Such devices have a local antivirus program and often call it locally, thus resulting in less cost. In addition, the
first stage of our research on curbing the spread of viruses is to build a model to describe the law of virus spread. Next, in
the second stage, we will consider using the spread model optimized by a repeated game and device costs, and explore the
optimal control strategy for SIoT node virus detection and killing. This part will use deep reinforcement learning algorithms
such as double deep Q-network to conduct optimization experiments to improve the rate of convergence and further reduce

the scale of infection.
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