5.3.3. Traffic Shaping

One of the main causes of congestion is that traffic is often bursty. If hosts
could be made to transmit at a uniform rate, congestion would be less common.
Another open loop method to help manage congestion is forcing the packets to be
transmitted at a more predictable rate. This approach to congestion management
is widely used in ATM networks and is called traffic shaping.

Traffic shaping is about regulating the average rate (and burstiness) of data
transmission. In contrast, the sliding window protocols we studied earlier limit
the amount of data in transit at once, not the rate at which it is sent. When a vir-
tual circuit is set up, the user and the subnet (i.e., the customer and the carrier)
agree on a certain traffic pattern (i.e., shape) for that circuit. As long as the custo-
mer fulfills her part of the bargain and only sends packets according to the agreed
upon contract, the carrier promises to deliver them all in a timely fashion. Traffic
shaping reduces congestion and thus helps the carrier live up to its promise. Such
agreements are not so important for file transfers but are of great importance for
real-time data, such as audio and video connections, which do not tolerate conges-
tion well.

In effect, with traffic shaping the customer says to the carrier: “My transmis-
sion pattern will look like this. Can you handle it?”" If the carrier agrees, the issue
arises of how the carrier can tell if the customer is following the agreement, and
what to do if the customer is not. Monitoring a traffic flow is called traffic polic-
ing. Agreeing to a traffic shape and policing it afterward are easier with virtual
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circuit subnets than with datagram subnets. However, even with datagram sub-
nets, the same ideas can be applied to transport layer connections.

The Leaky Bucket Algorithm

Imagine a bucket with a small hole in the bottom, as illustrated in Fig. 5-
24(a). No matter at what rate water enters the bucket, the outflow is at a constant
rate, p, when there is any water in the bucket, and zero when the bucket is empty.
Also, once the bucket is full, any additional water entering it spills over the sides
and is lost (i.e., does not appear in the output stream under the hole).

Faucet
\ Host

computer

[J-— Packet
Unregulated

O flow
g

The bucket

| 2= holds
packets

Interface
containing —=
a leaky bucket

oz

Regulated
flow

EE E

Water drips out of the
hole at a constant rate — = ©

Network

(a) (b)

Fig. 5-24. (a) A leaky bucket with water. (b) A leaky bucket with packets.

The same idea can be applied to packets, as shown in Fig. 5-24(b). Conceptu-
ally, each host is connected to the network by an interface containing a leaky
bucket, that is, a finite internal queue. If a packet arrives at the queue when it is
full, the packet is discarded. In other words, if one or more processes within the
host try to send a packet when the maximum number are already queued, the new
packet is unceremoniously discarded. This arrangement can be built into the
hardware interface or simulated by the host operating system. It was first pro-
posed by Turner (1986) and is called the leaky bucket algorithm. In fact, it is
nothing other than a single-server queueing system with constant service time.

The host is allowed to put one packet per clock tick onto the network. Again,
this can be enforced by the interface card or by the operating system. This
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mechanism turns an uneven flow of packets from the user processes inside the
host into an even flow of packets onto the network, smoothing out bursts and
greatly reducing the chances of congestion.

When the packets are all the same size (e.g., ATM cells), this algorithm can
be used as described. However, when variable-sized packets are being used, it is
often better to allow a fixed number of bytes per tick, rather than just one packet.
Thus if the rule is 1024 bytes per tick, a single 1024-byte packet can be admitted
on a tick, two 512-byte packets, four 256-byte packets, and so on. If the residual
byte count is too low, the next packet must wait until the next tick.

hnplememing the original leaky bucket algorithm is casy. The leaky bucket
consists of a finite queue. When g packet arrives, if there is room on the queue it
is appended to the queue; otherwise, it is discarded. At every clock tick, one
packet is transmitted (unless the queue is empty).

The byte-counting leaky bucket is implemented almost the same way. At
each tick, a counter is initialized to n. If the first packet on the queue has fewer
bytes than the current value of the counter, it is transmitted, and the counter is
decremented by that number of bytes. Additional packets may also be sent, as
long as the counter is high enough. When the counter drops below the length of
the next packet on the queue, transmission stops until the next tick, at which time
the residual byte count is overwritten and lost.

As an example of a leaky bucket, imagine that a computer can produce data at
25 million bytes/sec (200 Mbps) and that the network also runs at this speed.
However, the routers can handle this data rate only for short intervals. For long
intervals, they work best at rates not exceeding 2 million bytes/sec. Now suppose
data comes in I-million-byte bursts, one 40-msec burst every second. To reduce
the average rate to 2 MB/sec, we could use a leaky bucket with p =2 MB/sec and
a.capacity, C, of 1 MB. This means that bursts of up to I MB can be handled
without data loss, and that such bursts are spread out over 500 msec, no matter
how fast they come in.

In Fig. 5-25(a) we see the input to the leaky bucket running at 25 MB/sec for
40 msec. In Fig. 5-25(b) we see the output draining out at a uniform rate of 2
MB/sec for 500 msec,

The Token Bucket Algorithm

The leaky bucket algorithm enforces a rigid output pattern at the average rate,
no matter how bursty the traffic is. For many applications, it is better to allow the
output to speed up somewhat when large bursts arrive, so a more flexible algo-
rithm is needed, preferably one that never loses data. One such algorithm is the
token bucket algorithm. In this algorithm, the leaky bucket holds tokens, gen-
erated by a clock at the rate of one token every AT sec. In Fig. 5-26(a) we see a
bucket holding three tokens, with five packets waiting to be transmitted. For a
packet to be transmitted, it must capture and destroy one token. In Fig. 5-26(b)
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Fig. 5-25. (a) Input to a leaky bucket. (b) Output from a leaky bucket, (c) - (e)
Output from a token bucket with capacities of 250KB, 500KB, and 750KB. (f)
Output from a S00KB token bucket feeding a 10 MB/sec leaky bucket.

ve see that three of the five packets have gotten through, but the other two are
tuck waiting for two more tokens to be generated.

The token bucket algorithm provides a different kind of traffic shaping than
he leaky bucket algorithm. The leaky bucket algorithm does not allow idle hosts
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Fig. 5-26. The token bucket algorithm. (a) Before. (b) After.

to save up permission to send large bursts later. The token bucket algorithm does
allow saving, up to the maximum size of the bucket, n. This property means that
bursts of up to n packets can be sent at once, allowing some burstiness in the out-
put stream and giving faster response to sudden bursts of input.

Another difference between the two algorithms is that the token bucket algo-
rithm throws away tokens when the bucket fills up but never discards packets. In
contrast, the leaky bucket algorithm discards packets when the bucket fills up.

Here too, a minor variant is possible, in which each token represents the right
to send not one packet, but k bytes. A packet can only be transmitted if enough
tokens are available to cover its length in bytes. Fractional tokens are kept for
future use.

The leaky bucket and token bucket algorithms can also be used to smooth
traffic between routers, as well as being used to regulate host output as in our
examples. However, one clear difference is that a token bucket regulating a host
can make the host stop sending when the rules say it must. Telling a router to stop
sending while its input keeps pouring in may result in lost data.

The implementation of the basic token bucket algorithm is just a variable that
counts tokens. The counter is incremented by one every AT and decremented by
one whenever a packet is sent. When the counter hits zero, no packets may be
sent. In the byte-count variant, the counter is increment by k bytes every AT and
decremented by the length of each packet sent.
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Essentially what the token bucket does is allow bursts, but up to a regulated
maximum length. Look at Fig. 5-25(¢) for example. Here we have a token
bucket with a capacity of 250 KB. Tokens arrive at a rate allowing output at 2
MB/sec. Assuming the token bucket is full whefi the 1-MB burst arrives, the
bucket can drain at the full 25 MB/sec for about 11 msec. Then it has to cut back
to 2 MB/sec until the entire input burst has been sent.

Calculating the length of the maximum rate burst is slightly tricky. It is not
Just 1 MB divided by 25 MB/sec because while the burst is being output, more
tokens arrive. If we call the burst length S sec, the token bucket capacity C bytes,
the token arrival rate p bytes/sec, and the maximum output rate M bytes/sec, we
see that an output burst contains a maximum of C + pS bytes. We also know that
the number of bytes in a maximum-speed burst of length § seconds is MS. Hence
we have

C +pS =MS

We can solve this equation to get S = C/(M — p). For our parameters of C =250
KB, M =25 MB/sec, and p =2 MB/sec, we get a burst time of about 11 msec,
Figure 5-25(d) and Fig. 5-25(e) show the token bucket for capacities of 500-KB
and 750 KB, respectively.

A potential problem with the token bucket algorithm is that it allows large
bursts again, even though the maximum burst interval can be regulated by careful
selection of p and M. Frequently it is desirable to reduce the peak rate, but
without going back to the low value of the original leaky bucket.

One way to get smoother traffic is to put a leaky bucket after the token
bucket. The rate of the leaky bucket should be higher than the token bucket’s p
but lower than the maximum rate of the network. Figure 5-25(f) shows the output
for a 500 KB token bucket followed by a 10-MB/sec leaky bucket.

Policing all these §chemes can be a bit tricky. Essentially, the network has to
simulate the algorithm and make sure that no more packets or bytes are being sent
than are permitted. Excess packets are then discarded or downgraded, as dis-
cussed later.



