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1. Introduction





ISO and UIT network management standards introduce object-oriented representation and a high-level communication language for managing and managed entities in the network. The purpose of this paper is to present the application of AI techniques on top of those standards to solve some of common network management and supervision issues, such as alarm-filtering, automated diagnosis, and real-time aspects. 


Alarm-filtering is a feature that hides undesired event reports to the operator, to help him focus on more important information. Automated diagnosis can be achieved by the detection of known sequences of event-reports.


As a matter of fact, some current network management platforms offer powerful tools, such as programming languages, to the operator to help him optimize and automate some tasks. But those tools are often hard to understand and as a consequence they are underused. Some expert systems [Gaiti92] have been used to partly solve this, but then the problem is to capture and formalize the expertise, and to make it evolve as time goes by. The expert rules also have to take into account network related aspects such as the uncertainty of the date of the reception of an event.


After a brief presentation of some network management concepts and standards, this paper suggests the use of scenario recognition algorithms, machine learning and agent-oriented techniques to help the network supervision operator, and shows how they can be built using the standards.


2. Presentation of Some Network Management Concepts and Standards


2.1 A Guideline for the Definition of Managed Objects(GDMO)





GDMO [Iso 90a] is an object-oriented formalism for the description of network resources. Each resource is considered as a managed object. Objects having the same properties are considered as instances of an object class, which belongs to an inheritance tree.


An object class is a template, mainly defined by its:


attributes


actions: operations using the above attributes


notifications: messages sent by the object to signal an event


informal description of behavior.





To enable querying upon a set of objects, the identifiers of the managed objects are defined within a naming tree. The hierarchy expresses that an object can contain, physically (components) or logically (directories, files, records, fields…), other objects, which can belong to different classes.


The conceptual set of the objects of a managed system is called the Management Information Base (MIB).





2.2 The Common Management Information Service (CMIS)





CMIS [Iso90b] enables the dialog between two network management entities by offering a set of primitives, which are used to send queries to a MIB or to report events. The main primitives are:


M-GET: gets the attribute value of an object


M-SET: modifies the attribute value of an object


M-CREATE: creates an object with its default values


M-DELETE: deletes an object


M-ACTION: triggers an action on the named object


M-EVENT-REPORT: reports an event.





The query primitives, besides the designation of the object, can have the following parameters, which allow the selection of a set of managed objects:


The scope: determines the depth of the naming subtree on which the queries apply.


The filter: selects a subset of the above subtree by setting conditions on attributes.





With those parameters, CMIS can be considered to be equivalent to SQL in term of expressiveness of queries, which is not the case of SNMP.


2.3 The Manager - Agent Model





In network management, the entity that sends queries and receives the answers and event notifications is called the manager. The managed entity, which receives queries, answers them and sends event notifications is called the agent.  (fig1)
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3. Artificial Intelligence Techniques for Network Management


3.1 Scenario recognition


In network management, and more specifically in network supervision, there is a need to use a model to represent the managed system and changes occurring in it [Collectif95].  The system should be able to update its state after the reception of an M-EVENT-REPORT, so that possibly an action, such as the sending of a CMIS message or the filtering of the event, could be triggered. State machines of all kinds are the most simple  formalism, consisting in oriented graphs with transitions designating the events required to move from a state to another. A path in the graph following the transitions is then called a scenario. A scenario recognition program can then take a decision when a scenario pattern has been completed. Such program could therefore be used for automated fault diagnosis and alarm-filtering. 


Often, more complex representation formalisms are needed, to avoid the need to describe all the states that a system can reach and to deal with temporal aspects. Temporal knowledge is required in network supervision for reasoning on events, actions and change, in order to model facts such as: precedence, overlapping, simultaneity between events. While “numerical” approaches based on operations research are not adequate for symbolic reasoning, classical and modal logic approaches do not provide a good balance between expressiveness and algorithmic complexity.


The Chronicle model proposed by [Ghallab94] is based on two elementary types of formulae taken from the reified temporal logic: events and holds. 


a “hold” expresses that some ground domain attribute holds over some interval, for instance: hold(Trafic:normal, (t1,t3))


an “event” specifies a discrete change of the value of an attribute, for instance: event(Transmission: (on,off), t2)





A chronicle model is a set of event patterns and temporal constraints between them and with respect to a context specified by hold assertions. If some observed events match the event patterns, and if their occurrence dates meet the specified constraints within its context, then an instance of this chronicle occurs, and an action specified in the chronicle is triggered. A chronicle recognition system, proposed by [Dousson96] processes the pattern matching in the following steps:


Transform “holds” into “forbidden events”, since an event should not change the value of the “held” attribute within the duration of the “hold”.


Create, if needed, a new instance of a possible chronicle and restrict the window of relevance (acceptable time intervals for the expected events in order to complete a chronicle pattern) of all possible chronicles when a new event has been observed.


Detect “deadlines” and occurrences of “forbidden events”. In such cases, the corresponding chronicle will be removed from the list of the possible chronicles.


Trigger off the action corresponding to the completed chronicle.





3.2 Interface Agents


As it was already stated in the introduction, having an expert system or a scenario recognition system is only a first step. The next problem that arises is the capture and formalization of the expertise. The recent concept of interface agents can be used in some extent to solve this problem. An interface agent is “a computer program that employs Artificial Intelligence techniques in order to provide assistance to a user dealing with a particular computer application. Such agents learn by ‘watching over the shoulder’ of the user and detecting patterns and regularities in the user’s behavior” [Maes94]. Since in network supervision one is interested in learning scenarios “on the fly”, grammatical inference [Angluin] is a possible choice to learn incrementally state-machines. [Schlimmer 93] describes an application of grammatical inference in a note-taking software. 


However, in network supervision, the learning process must also take into account the fact that scenarios can overlap, as several faults can occur at the same time at different places in the network. We describe in [Esfandiari 96] an incremental chronicle learning algorithm that deals with overlapping. Here are in short the steps that the system follows:


Chronicle creation: the system always stores the last k received events in a buffer. When the operator triggers an event, then a chronicle is created, consisting in the set of the k events, plus the time intervals between the events, and the action.


Chronicle evaluation: if the newly created chronicle leads to an action that is not the action field of a chronicle belonging to the permanent chronicle base, then it is compared to a possible chronicle with the same action field in the temporary chronicle base. A longest common subsequence calculus [Hunt77] is then performed between the event sequences of the two chronicles, and time constraints between the events are updated. The result replaces the “old” chronicle and a certain confidence value is then incremented for that chronicle. 


Chronicle confirmation: when the confidence value in a given chronicle reaches a certain predefined value, or when the operator decides that the chronicle is “mature” enough, then the chronicle is confirmed, i.e. transferred from the temporary chronicle base to the permanent one. It can then be considered as a new scenario to recognize by the chronicle recognition system.
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3.3 Using CMIS in multi-agent protocols





We believe that CMIS primitives do not have to be exclusively used in network management. Even if they appear less expressive than KQML performatives [Genesereth 94], they have at least a very clear semantic (which is not always KQML’s case, see [Cohen95]) and they proved to be sufficient in the interaction protocols [Demazeau 94] we implemented to enable the collaboration between several interface agents. Indeed, in order to increase the efficiency of our agent, we made him collaborate with other interface agents (also called assistants) through the network, to benefit from other operators experience. Thus we involved the network management platforms in a true multi-agent system ! Here are the protocols we used, inspired by [Lashkari94]:


An introduction protocol, applied when inserting a new assistant in the network. To do so, the new assistant broadcasts its address to other assistants. Those assistants update their list of active assistants, and reply to him, giving him their address. Thus, the assistant will only send its requests to active assistants. In particular, when an assistant leaves the network, it only has to notify it to active assistants.


An exploration protocol, a variety of the contract-net protocol, to find assistants dealing with similar patterns. This can be done by comparing confirmed chronicles that trigger the same action from different chronicle bases. The result can be the attribution of a confidence rate to other assistants, depending on how close their chronicles are.


A query protocol, to ask for some advice when facing a new case. When the confidence value of a chronicle reaches a certain consultation threshold, the assistant sends the sequence of events to other trusted assistants. The latter try to match the sequence with their own chronicles, and answer the possible behavior they would have had in a similar situation.





All the above mentioned protocols used CMIS M-CREATE, M-GET, and M-ACTION primitives, making queries on dedicated GDMO classes such as Chronicle and Manager.





4. Conclusion


In this paper we showed possibilities to apply artificial intelligence techniques in network management and supervision, using ISO network management standards. In fact we believe that these kinds of applications underline the power of GDMO and CMIS as both simple and powerful knowledge modeling and querying languages, offering possibilities that simpler protocols such as SNMP do not offer. 


The use of interface agents in network supervision can help the operator in using the maximum capabilities of the network management platform without having to use a programming language to customize the application. 


Depending on the characteristics of the network, different formalisms can be used, ranging from simple state-machines to chronicle bases.
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