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Abstract

Currently, almost all systems involve an identitreentication process before a user can accesesexqgl
services; such as, online transactions, entranca gecured vault, logging into a computer system,
accessing laptops, secure access to buildings Tharefore, authentication has become the corengf a
secure system; wherein, most of the cases relydentity recognition approaches. Biometric systems
provide the solution to ensure that the renderedcas are accessed only by a legitimate user anche
else. Biometric Systems identify users based onawehral or physiological characteristics. The
advantages of such systems over traditional autt&ion methods, such as passwords and ids, ale wel
known; hence, biometric systems are gradually ggiground in terms of usage. We investigate theeiss
related to the usage of Haptics as a mechanisnxttaceé behavioural features that define a biometric
identifier system. In order to test this possipjlitve design a Haptic system in which position o},
force, and torque data from the instrument is cargtusly measured and stored as users perform dispec
task. We analyze the information content of thetibagata generated directly from the instrument’s
interface. We then measure the physical attributesh as force and torque that provide the richest
information content pertaining to a user’s identithrough of series of experimental work, we disgov
that haptic interfaces are more suited to verificatmode rather than identification mode. Finallye
implement a biometric system based on Haptics.

1. INTRODUCTION

In general, biometric recognition systems use pitggical and behavioural identifiers for recogngin
individuals [1]. Such given identifiers need to meequirements likeUniversality, Distinctiveness
Permanenceand Collectability. In practical terms, additional issues should bes@ered:Performance
Acceptabilityand Circumvention[2]. These systems are based on pattern recognitiorodatigy, which
follows the acquisition of the biometric data byilding a biometric feature set, and comparing verau
pre-stored template pattern. Depending on the egijiin context, the biometric system could openate
two modes:identification or verification [2]. In identification mode, an attempt is madeettablish the
identity of an unknown individual; whereas, in ¥ig@ation mode, an attempt is made to verify theénctd
identity of an individual. Put otherwise, identdiion systems respond to the query “who is thigise
while verification systems respond to the queryttiss user who s/he claims to be?”. Identificatan
only be established through biometrics, while tiadal methods such as keys, smartcards, Tokens and
personal Identification Numbers (PINs) have beeduss methods of personal recognition for veriiicat
systems. The precision of such systems is relianthe choice of biometric identifiers and also be t
operational mode of the application. For accurdaniity recognition, identifiers must be chosentsat
they are unique for each individual. Conventiorfadices of biometric identifiers in use include i
style, hand geometry, iris, facial, DNA, ears, wand fingerprint features among others. Receitthas
been shown that identity recognition based on hubhaptic interactions is feasible [3] [4]. In thiager,
we are interested in identity recognition basedoman manipulations of the haptic interface PHANTOM
Desktop™ Stylus [5] integrated in the Reachin sys}é]. We use position, velocity, force, and torglata



as biometric identifiers. This data was collectednT the stylus as users solved a haptic-based maze
application [3] and signed a virtual cheque bagedication [4].

The purpose of our analysis is to evaluate therin&ion content of this data. Hence, we assess the
unigueness of each biometric identifier. To measikieeuniqueness of identifiers, we calculate thatire
entropy of different users’ biometric feature dlstitions with respect to the population distribati&uch a
measurement reveals the information content of daature. Our analysis shows that the information
content of identifiers is variant among the usdrserefore, we propose the construction of entropic
signatures to characterize both the way in whichiratividual is unique, and the magnitude of that
unigueness. We also evaluate the performance dicHaipmetric systems employing force and toqueadat
to form and match biometric feature profiles, iml@rto distinguish the interaction mode that besiss
haptic biometric systems. In addition we proposemplete biometric system based on our findingshef
biometric data content and the suitability of tlptic interfaces as biometric mechanism.

The remainder of this paper is organized as follawssection 2 we provide a brief introduction tet
world of haptics, while in section 3 we address dtege of the art and technology related to ouppsed
research. In section 4 we develop an experimerdaidwork for our study, and in section 5 we intrcelu
the construction of a biometric system based otitmpsing the physical parameters with the most-us
classificatory value, and we evaluate the systgpegormance. The results are described in section 6
where we also provide a direction for further workhis field. Finally, in section 7, we draw couslons.

2. HAPTIC SYSTEMS
2.1. Introduction

Haptics is related to the study of touch and tharmeous senses. The word “Haptic’ derives fromGheek
haptesthaimeaning ‘able to touch’. This word was introdueedhe beginning of #Dcentury by research
work in the field of experimental psychology. Cuntlg, such a term has brought many disciplines,
including biomechanics, psychology, neurophysiologygineering, and computer science to meet for the
important aim of contributing to the study of hunmanch and interaction with the external environtnen
This concept is mainly associated with active tagénses, such as those of our hands. These samsks
categorized in several ways and they form a linkht® kinesthetic senses. By using special inpytldut
devices (joysticks, data gloves, or other devicesgrs can receive feedback from computer apmicstin

the form of felt sensations in the hand or othetspaf the body [22]. The development of haptics been
distributed in several research fields, but esgfigcsignificant contributions have surfaced fronrmular
domains. First, psychophysical experiments provitiedcontextual clues involved in the haptic peticep
between the human and the machine. Second, theo&rete-operation and tele-presence provided the
practical essence of this new technology.

2.2.  Applications

In combination with a visual display, haptics teclugy can be used to train people for tasks reqgiri
hand-eye coordination, such as surgery and hantitizgrdous substances. It can also be used forsgame
that connect the visual experience to the cutaneenses. For example, you might play a “haptic feadd
pong game” with another computer user somewheeeirlthe world. Both of you can see the moving ball
and, using the haptic device, position and swingrymng racket and feel the impact of the ball [23}
gaining access to the perceptual information of dbgects such as shape, weight and object stiffness
through the haptic display, the computer generatiorid is extended to simulate real applications.

Therefore, the application spectrum is quite vasi] its trend of expansion is expected to continue.
Applications of this technology have rapidly spreadievices applied to graphical user interfacds|i&,
games, multimedia publishing, scientific discovand visualization, arts and creation, editing soand
images, vehicle industry, engineering, manufactyritele-robotics and tele-operation, education and
training, medical simulation and rehabilitation.

Consequently, haptic research and developmentders focused to design and evaluate several prastyp
of different characteristics and capabilities fageuin virtual environments. Recently some of these
prototypes have become commercially available & riarket. Haptic interfaces are becoming part of
research studies being conducted in many discplgweh as neuroscience, robotics, virtual reading



medicine and although they are not yet as commoap#atool as the computer itself is today in our
environment, they are gaining ground in terms dagasin real-world applications, and, like any other
system, authentication and/or verification of udssomes a necessity. Hence, in this work we getoou
create such authentication and verification sydtamapplications that use haptic Tools and instmise

3. RELATED WORK

Using haptics as a mechanism for identifying andfyiag the authenticity of users is a novel avefioe
research in haptics, which involves disciplines hsuas traditional behavioural biometric systems,
physiological studies and haptic perception. It basn shown that haptic-based biometrics can tsthlea
[3][4]. Biometrics is a wide field of study whichao be related with disciplines that fall into beiloaal
approaches such as, keystroke dynamics, speakegnigon, gait analysis, signature verification and
physiological methodologies. Among the most poputdr these approaches are iris recognition,
fingerprints, retina scans, hand and ear geom&NA analysis, and palm prints. Our methodology is
related to dynamic signature verification and keplgt dynamics, due to the specification of the icapt
based applications that we implement. The initiatiwation for the use of these methods is thatetlare
special features that define, for exampldiandwriting human skill, which consists of artificial graphic
marks on a surface. In addition, its purpose iscéonmunicate something based on a standard that
represents the content not only in terms of langubgt also by personalizing the characters thaesent
the information content [7]. Several types of asalyrecognition, and interpretation can be assediaith
handwriting [8] [9]. Consequently, numerous methadd approaches have been proposed in this domain
[10] [11]. However, due to the technology availalthés research was initially focused on statidaldes
that were not directly associated with a functiétirme. On the other hand, time-based comparisonbea
performed byDynamic Signature Verification (DSMyhich analyzes different features such as theeshap
speed, stroke, pen pressure and timing informatib@ test signature during the act of signing. This
requires the extraction of writer-specific inforieat from the signature signal, regardless of itsdveritten
content [12]. Several approaches have been propgosgavide favourable conditions for the deploymen
of dynamic signature verification (DSV) systems][134]. An idea associated with DSV is the use of
haptic devices to provide users with force feedlafirmation on the motion and/or the force to diatel

a realistic environment with the real world. Baseda virtual environment with force feedback, tlagtic
parameters output from the devices such as foredgciy and position have not been exploited
exhaustively yet [15]. Guerraz et al in [15] havegented a framework for active haptic evaluatisimg
parameters coming directly from the haptic deviteeir work is focused on the quantitative approath
measuring physical parameters as important thrddioovalidate the haptic user interface or expenitse
involved with haptic devices. In this paper we asing and evaluating physical attributes in ordeluild

a biometric identifier to authenticate the identitiya user in a haptic system environment, helpisgo
understand the human behaviour when interactiniy mechines. In addition to identifying a user, usoa
propose approaches for verifying a user: a comuepexplored in the related literature.

4. MODELING THE INFORMATION CONTENT OF HUMAN-HAPTIC
INTERACTION

4.1. General Experiment procedure

Every day, people interact with different deviceach as checking e-mail messages via the computer,
driving a car, or using mobile phones. These devitave become part of our daily environment. It is
probable that almost everybody has a unique wagpehing a door, typing a massage, etc. In order to
discover such patterns, we designed a set of erpats to conduct a simple hapto-task operatiorst,Fir
one must realize that the data offered in a hagtidronment is much broader than that of the ti@wuiit
authentication tools, and therefore can be usedmrfore elaborate authentication. Haptic systems can
provide us with direct measurements of physicaibattes such as force, angle, torque, and positrom
which we can indirectly measure speed, pressureaeoeleration of the user’s interactions. Secohafa
the above features are provided in a 3D space icgverndth, height, and depth. We constructed aibapt
maze application built on an elastic membrane satfas shown in figure 1a. The user is asked tmates



the stylus through a maze, which has sticky waild an elastic floor. Such a task allows many déffer
behavioural attributes of the user to be measwech as reaction time to release from a sticky,wiad
route, the velocity, and the pressure applied édfithor. Referring to figure 1a, the user is reqdito begin
at “enter” and follow a path to “exit” without creisg any walls.

4.2. Experiment Setup

The experiment was conducted by introducing a tote22 different participants to the haptic inteda

and by providing a brief explanation about thoseigks and the purpose of the experiment. Each perso
performed the exact same maze 10 times, one rinialediately after the other. Participants were giten
opportunity to practice the maze before the tréaks actually recorded, in order to mitigate the map
effect. Participants’ movements were captured Herpurposes of analysis. Since there is only oneco
path through the maze and the ability to solvertfeze was not being judged, we ensured participants
knew how to correctly solve the maze in advance.

Before
Recording

During
Recording

After
Recording

Figure 1 a. Screenshot of a user navigating the mazThe stylus path is indicated with the blue lineThe picture besides
shows the color codes of the Maze Recording Process

‘ Figure 1 b. The PHANTOM device used as the haptiostrument.



Therefore the maze was used to capture psychonpetiterns of each individual. The haptic software
application was developed in a combination of Pgtkoript code and VRML-based scene graph module
using the PHANTOM haptic interface [5] which is shoin figure 1b.. The 3D environment was defined
by using VRML-node-fields approach, while Pythomoyded the procedural processes to handle certain
events, and to output the data to a file. The bagitimuli are provided by accessing the Reachin |8RI
which handles the complex calculations for the bosienulation defined in the haptic rendering looy a
the synchronization with graphic rendering.

As can be seen in figure 1, the process starts mitbrding data when the user first makes stylusgaab
within a reasonable radius of the starting pointhef maze, marked as “enter”. The trial ends wheruser
reaches the end point of the maze marked as “@titihich point the application stops recordingad#he
maze changes colour to indicate this). The softvegugication is able to record two types of 3D wlorl
coordinates: the weighted-position and the deviositipn. The weighted-position is calculated as an
average of the pen’s real location versus its ositn the maze if it was not elastic. The deviosifon is

a format for expressing the real position of tha.pehe data files also record the force and toapdied

by the pen on the maze as 3D vectors, as well @apén’s angular orientation. Furthermore, all &f th
aforementioned physical attributes are recordealfasction of real time.

A second application was implemented with the tatgeremove any mental interference that could
influence the performance of a user. This applicatessentially a cheque signing application, alldor

the extraction of human patterns observed duringuaan-computer interaction session. In order to
discover such patterns, the application asked useperform their hand written signature on a \ttu
check. It was built on a rigid membrane surface neltee user was asked to perform their signature by
navigating the stylus. The pen’s position, forcergad, and velocity are computed from the haptiseda
application to provide input for obtaining the Useratterns.

Abed El Saddik
%;m" Bank of Ottawa
1

Please sign your name in the grey rectangle - SVP sign§ votre nom dans le rectangle gris

Figure 2: Screenshot of a virtual check applicatime user is required to perform his/her handtemisignature by
using the haptic stylus in the area selected

Sixteen subjects, 4 females and 12 males, tookipanis experiment. Most subjects were unfamuigth
haptics; therefore, they were first familiarizedttwthe devices by way of several demonstrationsrevhe
they subsequently became accustomed to the vielmdlonment. Written instructions were prepared to
explain the task requirements. The task of sigtiegcheque was only a subsidiary exercise witHarger
program (game). This is in contrast to the mazdiegton, where users had only one objective. Tdeai

of placing the cheque within a larger applicaticasvimplemented to lessen the test anxiety.

4.3. Haptic Data Collected

The data source created a database repositorysesyeel by a flat files system. The data files réedrthe
3D world coordinates of the pen’s position, forgerted, and angular orientation. Indirectly, otfeatures
were generated such as velocity, acceleration eegspre. These features were computed from théchapt
based applications, in order to provide the inpuatdbtaining users’ patterns. Table 1 shows an pleuof
some of the physical parameters obtained from tiyud of the haptic devices.



Table 1: Data describing physical characteristiah® human-haptic interaction

Additional features were also calculated from tlpat files, such as mean value, standard deviatiwh
maximum and minimum values of each of the origpt@ysical attributes. The additional features previd
an insight about the content of the haptic datasef of ten trials was conducted by each participant
however, missing data from some of them was dete&ased on that set we could afford to discardarne
two trials to keep a homogenous number for eacticgzant, with which we form the feature vectors.

5. Building a Biometric Identifier
In this section we discuss the rationale behinditggn and implementation of our biometric ideéatif
system.

5.1. Haptic System State Vectors and their Distribution

The first step to identify measurable quantitiest tnake users distinct from each other is to cheriae
the state of a haptic system. First, by capturiifigreint physical attributes such as velocity, force ),
torque ), and angular orientation of the stylug,(we built a vector defined as an instance of the state
vector which in the more general case conteirfeatures described ag = (i, \, Vi, Fx, Fy, Fo, Tx, Ty, T,

), where the subscriptsy,zindicate spatial dimensions. For examplgis the projection of the velocity
vector onto the x axis. In order to evaluate tHfermation content of specific features, we consistate
vectors of a reduced dimension. For instance,eératialysis of the information content of velocigtal we
consider state vectors of the fomm= (v, v, V). Due to each state vectar,provides a quantitative
characterization of the system’s features at somment in time. Therefore it is possible to defihe state
of the haptic system by the collection of such eextin terms of a dynamic system, there existst & sf
all state vectors with a finite, non-zero probapilof measurement. The definition & assumes the
existence of a probability distribution functioh: S -> (0, 1] Via the formulation off, we define the
probability of measuring a system to be in somejumistatel, as f(r = u).

5.2. Relative Entropy

In order to investigate what variables involvedhe state of the haptic system do not share infihoman
order to apply such values to our a biometric systee followed the measurement approach between two
distributions called relative entropy. The relatietropy between probability distributions belongito
inter-person p(r) and intra-personq(r) on an entire populationrS is given by: D (p|lq) =
p(Nlog(p(r)/q(r))dr. [16] . The relative entropy or Kullback and Le&bbivergence, we can think B{p||q)

as describing the ‘distance’ gffrom p . The term ‘distance’ is not intended to be takeits most literal
sense, sincB (p||q)is not a true metric and also is not symmetrideld,D (p|lg) D (q||p)in the general
case. From an information theory viewpoint, weliptetD (p||q)as a measure of how much information is
contained in the assumption of a distributppon S, when the distribution is actuafiyon S [17]. By the
definition of D (p||q) : D (pl|]g) =0 p =q. This result indicates that no information isrgad by correctly
assuming that the distributionps

The choice of logarithmic base used in the intégmadf p(r)log(p(r)/q(r))dr corresponds to the units used
to measure information [18]. In our study, we clodsg, yielding information measurements in ‘bits.’
This choice suits the potential application of fadings to a system where information is also read in
bits.

5.2.1. Analysis of Haptic Information Content

For a given biometric feature, we average the mfdion content for each individual user as shown in
figure 3. On average, certain features are mognmdtive than others. Indeed, using force as amtifikr



would, on average, reveal the most information &tzouser (15 bits); whereas, using xy-Torque would
reveal the least amount of information (3 bits).
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However, the amount of information in features xremely variant amongst the different users (See
Figure 4). The most information found in any featwas in User 9’s angular orientation distribut{@A2
bits). The least amount of information was foundUser 14’'s xy Torque distribution (< 1 bit). The
standard deviations from mean values of informatontent suggest that choosing a single identifier
would not be the most effective approach in idgmig individuals.

5.3. Construction of Biometric Identifier

The Gaussian distribution is a suitable model cdinfitative phenomena in the natural and behavioural
sciences. Additionally, the normal distribution rimaizes information entropy among all distributiongh

a known mean and variance; making it the naturaiceh of the underlying distribution for data
summarized in terms of sample mean and variande Th&refore, we conducted an analysis to invesiga
the content of a biometric feature representatibnacsingle individual with respect to the feature
distribution for the population.



Based on the average information across all populah the haptic system the mean vector,and
covariance matrixcov, were used to characterize a Gaussian probaldigiribution f onS. For an
arbitrary dimensionrt’ of allr S, = (E[r4], E[rJ]...., E[rq]) andcoy; = cov(s,r;) = cov(r,r;). If we define
two Gaussian distributions p and g on S then tlative entropy measured in bits is:

-1
cov, - I))

t
trace((cov,, +(cov,, - covy) (cov,, - covy))

(Icov, I)(e

1
D ==lo
(plla) > 9, ( cov, |

wherein, subscripts refer to the distributignandg, andl is the identity matrix of rank. [17]

5.3.1. Feature Distribution

To evaluate the uniqueness of a user’'s biometatufes, we compare the probability of measuring tha
user’s interaction to be characterized rbys. the probability of measuring any user’s intémn to be
characterized by. This comparison is done by calculating the retatentropy between the general
(interpersonal) biometric feature distributiop, and the specific (intra-personal) biometric featu
distribution,g. D(p||q) measures the information content of the assumgkianall individuals will have a
feature distributiop, when indeed each individual has their own featlis&ributiong.

To construct the general distribution, we fit the measurements of all usétentifiers to a Gaussian
distribution. For each individual user, we constradifferent feature distributiog. We formulate q by
fitting of measurements of a single user’s ideat#ito a Gaussian distribution. We use 21346 daitatp

to construct the interpersonal distribution for kedsometric feature. These points are collectednfi2z
different users’ completion of the haptic-based enapplication. To construct the intra-personal
distributions, we consider data from the last &lsriof a user completing the maze. In the dataectdn
process, each user completed the task 10 timeshatese to compile intra-personal distributions dase
the last 5 trials completed by the user, to miggate warm-up effect [3].

5.3.2. Entropic Signatures

The information content of biometric features diffamongst users of the haptic system, as evidemt f
figure 5). AsD (p|]lg) =0 p = g and considering that all users had non-zero imé&ion content of all
features, our analysis confirms that the biomethentifiers are at least somewhat unique to anviddal.
Our measure of that uniquenes®igp||q) Therefore, we can characterize the identity ofraividual by
how unique their features are. The characterizatades the form of an entropic signature. From a
statistical perspective, an entropic signature igeators = (D (pi||dh), D(pall@),---D(pnllh) ), where
subscripts denote the different biometric identifieBy its definition, s characterizes the uniguesnef each
individual's various biometric features. From a getrical perspective, an entropic signature can be
modeled as a curve in the plane. Figure 6 presestsall collection of entropic signatures obtaifreen

10 users.

We propose the following analogy: users intera¢chwie haptic system in a similar way to how people
sign their name. The scale and size of each lgttarhandwritten signature is analogous to the rtade

of eachD (pj||g) in an entropic signature. The shape of lettews indwritten signature is analogous to the
distribution of information content in an entrogignature.
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A biometric recognition system based on handwritigmatures would operate differently from a system
based on entropic signatures. The underlying assompf identity recognition based on handwritten
signatures is that each signature is unique. Fhosnassumption, the system makes a geometricaysasal

of a sample of handwriting. A biometric recognitispstem based on entropic signatures would operate
differently. The uniqueness of the signature fesguare evaluated, not assumed. So instead of éwnalua
geometry based on an assumption of uniquenesssystem would evaluate uniqueness based on an
assumption of geometry. The geometric assumptiamstates into the statistical assumption that @re c
indeed construct s for any individual.
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Figure 6: Sample entropic signature of User 1){&ample entropic signatures of different usegh(y.

5.4. Construction of Biometric Identifier: IDENTYFICATIN VS VERIFICATION

We are interested in identity recognition and/aifi@ation based upon measurements of the humatiehap
interaction. The fundamental assumption of ourigadhat each person interacts with haptics imigue



way. As already mentioned, measurements have b&en from a small group of users interacting whit t
PHANTOM Desktop Stylus. These measurements aresitipn, force, torque, and time. In the previous
section, we stated that, on average, force andu¢ormeasurements contain the most information. In
general, biometric systems are of two varietiesnidication and verification systems [2][19]. Tfemer

is designed to establish the identity of an unknamdividual: the system recognizes an individual by
searching patterns of all users in database foatehmwhereas. The latter is designed to verifyctaamed
identity of an individual: the system validatesiadividual’s identity by comparing the captured fietric
data with its own biometric pattern or patterns chhhave been stored in the database previously. Put
otherwise, identification systems respond to thergu'who is this user?”, while verification systems
respond to the query “is this user who s/he claimke?” As we will show next, our results indicétat
haptic-biometrics is best suited for verificatiomhere it achieves much better performance comptred
identification.

5.5. Methodology

The precision of a biometric system is reliant loa thoice of features used to form biometric pesfilFor
accurate identity recognition, features must besehcso that they are unique for each individualatRe
entropy calculations allow us to identify such teas embedded in raw human-haptic interaction data.
Using signal processing techniques, we extractetfiestures from the raw data to form biometric iesf

of haptic users. Next, we employ pattern recognitieethods to authenticate the identity of thesesuse
Authentication decisions are made by measuringnithtch score between two profiles. A predetermined
threshold value places an upper bound on acceptablieh scores. Our haptic-biometric system is
structured into modules corresponding to the défféphases of this process, as shown in figure 7.

Figure 7: Overview of the proposed Framework

5.5.1. Feature Extraction

There exists a vast array of possible featureswlatan extract from the raw human-haptic intecacti
data. To maximize the precision of our biometristeyn, we choose to only extract features that lzee t
most indicative of a users’ identity. The relateetropy measure provides us with a mechanism tesass
the information content of all features; thus, oltions of relative entropy allow for us to evakighe
user-classificatory worth of the different featurds we discuss in section 5.2.1, force and tordat
contain the most information pertaining to identitherefore, we choose to extract features fromfoaae
and toque signals. This choice is made in ordendgimize the variance between the profiles of défife
users. These biometric profiles are formed, asig@ids next, by processing the rich force and ®udpta.

5.5.2. Signal Processing: Biometric Profile



The function of the signal processing sub-systeRS()ds to form the biometric profile of a user givhe
input of raw force and torque data and the decisiaking process carried out in the relative entropy
analysis. The format of the raw data is a set &fdgnensional state vectors obtained via frequent
measurements of the haptic interaction. These statgors provide quantitative snapshots of the
interaction. The rate of sampling is ~ 15 milliseds. For each dimension of the state space, thdtei
associated biometric feature; i.e., ‘force in thdirection’. We consider measurements of diffefeatures

as separate signals. To process these signalghgitimost rich content and asses them in order aotify

the shared information between two distributiong first apply a hamming window of length 256.
Subsequently, we take the fast Fourier transforeach windowed signal. Hence, the input data t&Sh8

is transformed into a 256x6 matrix in frequency @m whose 6 columns are associated with pairwise
distinct biometric features. We refer to this matas the biometric profile.

5.5.3. Profile Recognition

A biometric system is essentially a pattern recogmisystem that operates by acquiring biometrita da
form an individual, extracting a feature set frdme tacquired data, and comparing this feature sghsig
the template set in the database.

5.6. Classifier Design
In this section we describe the rationale behindctassifier design.

5.6.1. Quantitative Score
The sample vs. template comparisons produce aitptaug match score. The match score between two
biometric profiles dand d is calculated using:

6 256

MS = In{ (Nl igll - el )2 3.

i=1 j=1
In the above equation, In denotes the natural itgarand||d, ;|| denotes the complex norm of thg"
element of biometric profile 1. The summation irdicun to the number of features (6), and the kenft
the windowed signals (256). By definition, a low M8plies a small difference between two profiles,
while a highMS implies a large difference. Essentially, thN&S measures the separation between two
biometric signals.

5.6.2. Decision Sub-System

The decision sub-system (DS) serves to either aaregeject a user. The identification DS acceptser
by establishing their identity, and rejects a u$ehis establishment cannot be formed. To identafy
biometric profile, the match score between thafilrand one of the template profiles must be tbss or
equal to some upper boundThe performance of the identification systemasiant with the choice of this
upper bound. If is chosen to be large, lots of imposters will rhatéth template profiles; whereas, ifs
chosen to be too small, some genuine users wilidanatch with their template profile, as showrFigure
8.
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Figure 8:Match scores less thaswould allow access to a significant portion of irefeg's; whereas, Match scores less
than ,would deny access to a significant portion of geauisers.

By sending many raw signals through the SPS andPR8, we evaluate the system performance.
Comparisons between profiles of the same user welgenuine’MS distribution. Comparisons between
dissimilar profiles yield an ‘imposter distributiorFor different values of, we calculate the FAR (false
accept rate) by integrating the imposter distritmutirom zero to. We calculate the FRR (false reject rate)
by integrating the genuine distribution fornto infinity. The set of points FRR)( FAR ( ) form the ROC
(Receiver Operating Curve).

The verification DS operates differently. Using thre-stored template profiles, we determine a chffe
threshold Match Score for each user. To calculagpexific threshold for a user, we first constract
genuine distribution based only upon comparisonghesf user's template profiles. Then, we form an
imposter distribution by comparing all dissimilesen profiles to this user’s profiles. We constrseveral
sets of threshold values where the FAR rate istaohsmongst the users; hence, allowing the coctgtru

of the ROC.

5.7. Results
In this section, the results of our trials and gsiglare presented.

5.7.1. Spectral Analysis

Our methodology requires the spectral analysisiahbtric signals produced by the SPS. We assunte tha
two signals from the same user will have a closatctnwhen compared with the signal from another.use
Our findings support this claim; however, due te ttme-variability of an individual's biometric pite,

the like-signals are not perfectly matched, asitiated by Figure 9.



Figure 9:.window #1 and window #2 are from the same useeradis window #3 is from a different user.

5.7.2. Identification Mode

As mentioned earlier, 22 different participants pbeted the haptic maze application 10 times. Our
analysis shows that the probability of succesdgntification (PV) depends on which sections of the
windowed signals are used in the calculation of M8.is calculated as 1 — FRR, and figure 10 shdwss t
variance of PV with signal section.

At 25% FAR, PV was highest for data from tH& &', and &' trials completed by the users. The genuine
and imposter distributions drawn from these data aee shown in figure 11. The analysis of theidstr
through window 8 (see figure 12) allowed for thgh@st PV @ 25% FAR. The ROC curve using data from
the 7",8".and §'trials is shown in Figure 11.

PV also depends on the length of the hamming wirsdilnvat are applied to the raw data. By doubling the
length of the window, PV improves from 71.2% @ 25.5AR to 75.5% @ 24.7% FAR. Despite the
improvement of PV with an increase in window sizee cannot simply choose an arbitrarily large windo
size, due to the finite length of a raw signal.the cases where the length of the window exceeled t
length of the raw signal, the signal was padded wétros.
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Figure 10:Probability of Verification seen through differemindowed signal sections.

Figure 11:The imposter (left) and genuine (right) match eatistributions from profiles constructed from Isid@,8 and 9 of the maze
test. The genuine distribution is bimodal, whicbwh the significant inconsistency certain usereHatween their different profiles.



Figure 12:ROC for the identification system based on 3grfedm the maze tests seen through window 8. Tieedf
identity is used to show the equal error rate &RE~ 27%.

The Data from the virtual cheque signatures was atelyzed as input to an identification systencheat
14 users signed their cheque 9 times. Using thelesntaken from the first 8 trials, PV was calcedhts
50% at 25% FAR. By removing samples from the figstwarm-up’ trials, PV increased. This trend
continued as shown in Figure 13.
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Figure 13:The probability of successful identification afuaction of the dataset used for testing.

5.7.3. Verification Mode

The identity verification system is more precisarthhe identification system. With raw data obtdifrem
human interactions with the maze application, wemfahree template profiles for each user. The
aforementioned templates are generated using datathe seventh, eighth, and ninth trials compldtgd
each user. We then use data from trials six andoteneate sample profiles, in order to make comspas
against the templates. The test results from teialwere more accurate than the test results ssingples
from trial six. This agrees with the notion thatetss behave more consistently as they become more
familiar with using the haptic application.



In verification mode, we integrate additional featuinto the biometric profiles: total time takensbolve
the maze, and average angular orientation of lesstThe system accepts a user claiming to bé tKeir
biometric profile meets the following criteria: (fhe spectral analysis match score (with templatesX
below a predetermined user-dependent thresholdhé)otal time taken to solve the maze no mora tha
26.4% different than the average of times recoroledhe X's template, and (3) the average angular
orientation is no more than 20% different than thfathe X's template. Using test samples gatherethg
trial 10, the system performance is evaluated: Pb64% @ 4.5% FAR; moreover, the equal error réte o
the system is 4.5%.

When presented with feature vectors characteriziagrs’ interactions with the virtual cheque, our
verification system performance is variant with timethodology chosen for match score generation.
Template profiles are formed using each user's five signatures, and sample profiles are creatgdg

the remaining four signatures. Using a spectralyaimapproach, the percentage of the equal eateraf

the system is quite high: 18.8%. This result md&saus to propose two different methods for sigeatu
verification, among which is dynamic time warpinghose successful application to dynamic signature
verification is well known.

The dynamic time warping algorithm produces a matzre between two biometric profiles by computing
the minimum cost of aligning two sets of time-senreasurements. We use two-dimensional time-series
position data to characterize the virtual signatumed thus for use in the dynamic time warping
calculations. The identity of a user is verified thye system if their sample signature produces thma
score, less than a predetermined threshold, witleastt two of the associated template signaturbs. T
performance of dynamic time warping supercedes dhapectral analysis, as depicted in Figure 14. We
also take another approach is towards virtual sigeraverification, where the match scores are predu

via a simple calculation of the Euclidean distabeeween the " and &' virtual 3D world coordinates of
template and sample signatures. The results ofayimgl this method for user verification are quited,
considering its simplicity. These results are alspicted in Figure 14.

The false accept rates shown in Figure 14 are gwteby the acceptance of ‘random’ forgeries. Alcen
forgery is a signature that is falsely verifiedspige the fact that no such verification was irntamlly
sought. We also evaluated the false accept ratesrgted by ‘skilled’ forgeries — intentionally frdwient
submissions. These skilled forgeries were madegusis a visual reference, handwritten signaturd/ef
participants who signed the virtual cheque. At geration level of 97.0% PV, the Euclidean method
falsely accepted 20% of the skilled forgeries. \gsittynamic time warping, 26% of the skilled forgsrie
were accepted at an operation level of 93.8% PV.



Figure 14:

Receiver Operating Curves depicting the performaficeveral verification algorithms. The ‘Euclidéamethod allows
for the highest (98%) PV at 25% FAR; however, thieainic time warping algorithm is more reliable @/ IFAR operating levels.

6. CONCLUSIONS and FUTURE WORK

One distinct advantage of using relative entropyaaseasure of biometric feature uniqueness isithat
accounts for both the mean and variance of a bligtan. Analyzing the means and variances sepgratel
using a first order statistical approach, cann@ratterize uniqueness in the same wapap||q) For
example, consider the velocity distributions of theers. The magnitude of the mean velocity is tiyec
proportional to the variance [2]. Put otherwises tiser with the fastest mean velocity exhibitedrtiost
variability in their behaviour. On the other hatttg user with the slowest mean velocity exhibitesl least
variability in their behaviour. It turns out thatewget more information from the slower user. Thavsl
user’s behaviour is a more consistently charadieribence, a higher level of relative entropy &xis
between that user and the population. Supposewhatisers have the same mean velocity. Then, from a
first order statistical perspective, they are idmitusers. However, if the variance of user A'eexp is
greater than and the variance of user B’s speedg rimformation is contained in user B’s velocity
distribution. In this case, user B is more unighant user A, and so we get more information from the
behaviour of user B.

The results of our study suggest that haptic-bdsechetric systems are best suited to verification
applications. At 25% FAR, the PV of our maze-bawkshtification system was at best 75.5%, while the
PV of the verification system was at best 95% &P#FAR. The equal error rate of the identification
system was 27%, compared to the 4.5% EER of thicadion system.

The majority of conventional biometric systems s(irscanners ,voice recognition, fingerprint/hand
geometry, etc) can only assure that the correat igspresent at the time of login. Indeed, suchesys
perform much better than the haptic identificatsystems studied in this report [20]; however, adterser
logs in, these systems have no way to detect ifctiteect user is still present. The haptic veriiima
systems overcome this difficulty. During the usaf¢he haptic application, our haptic-biometricsteyn
can determine continuously and as needed whetkeundlr who is using the system is still the usat th
originally logged in. This operation is applicalitehigh-security environments, where each manimnat
of the system would ideally be followed by identitgnformation/rejection.

We also believe that the haptic biometric system lwa improved by incorporating an adaptive feedback
between the feature extraction and feature seteztiwocess. Adaptive feedback can be developedibase
on the nature of the requirements of the haptiethapplication but also by the preliminary analysisn

the relative entropy approach.
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