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Abstract: In ad-hoc networks and wireless sensor networks (WSNs), several routing algorithms
rely on a network’s nodes ability to know their own geographic location and the geographic
locations of other nodes. This requirement is commonly referred to as the localization problem.
When WSNs are deployed in hostile environments, many attacks happen (e.g., wormhole,
sinkhole and Sybil attacks). Such attacks make secure localization of unknown nodes in a WSN
an important research subject. In this presentation, we will first briefly present the common
attacks against localization and survey the state-of-the-art in secure localization. In particular,
two scenarios pertaining to the secure localization of unknown nodes will be discussed: (i) The
attackers may disguise as or attack unknown and anchor nodes to interfere with the localization
process, and (ii) the attackers may forge, modify or replay localization information to make the
estimated positions incorrect. Then, we will present the evil ring attack, an attack on the
geographic location algorithms of Garcia-Alfaro et al. that misleads nodes about the true position
of their neighbors. Finally, we will introduce and analyze an evil ring attack detection algorithm.
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