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Abstract—A number of recent empirical studies of traffic over a four-year period described in [27], there have been
measurements from a variety of working packet networks have a number of recent empirical studies that provide evidence
convincingly demonstrated that actual network traffic is self- of the prevalence oelf-similar or fractal traffic patterns in
similar or long-range dependeni nature (i.e., bursty over a wide . , L .
range of time scales)—in sharp contrast to commonly made traffic Measured traffic from today’s high-speed networks. Prominent
modeling assumptions. In this paper, we provide a plausible among these studies are the lndepth statistical analy5|s of
physical explanation for the occurrence of self-similarity in local- large amounts of wide-area traffic measurements reported in
area network (LAN) traffic. Our explanation is based on new [37] and [38] and the detailed investigation of traffic data

convergence results for processes that exhiblitigh variability (i.e., .
infinite variance) and is supported by detailed statistical analyzes collected at the packet level from multiple NSFNET core

of real-time traffic measurements from Ethernet LAN's at the ~SWitches presented in [22]. One of the most surprising findings
level of individual sources. This paper is an extended version of from these and other studies concerns the ease with which
[52] and differs from it in significant ways. In particular, we de- it is possible to statistically distinguish between measured
velop here the mathematical results concerning the superposition natwork traffic and traditional traffic models: actual traffic

of strictly alternating ON/OFF sources. exhibits correlations over a wide range of time scales (i.e
Our key mathematical result states that the superposition of Xnioi : v wi g ! €.,

many ON/OFF sources (also known apacket-traing with strictly ~ haslong-range dependengewhile traditional traffic models
alternating ON- and OFF-periods and whoseON-periods or OFF-  typically focus on a very limited range of time scales and are
periods exhibit the Noah Effect (i.e., have high variability or  thusshort-range dependeim nature. Although such findings
infinite variance) produces aggregate network traffic that exhibits can in general be expected to favor the use of self-similar

the Joseph Effect(i.e., is self-similar or long-range dependent). . .

There is, moreover, a simple relation between the parameters models (with underlying long-range dependent structure) over
describing the intensities of the Noah Effect (high variability) and traditional models, there has been considerable resistance
the Joseph Effect (self-similarity). An extensive statistical analysis toward self-similar traffic modeling on practical grounds. One

of high time-resolution Ethernet LAN traffic traces (involving a  of the major reasons for this resistance has been the absence of

few hundred active source—destination pairs) confirms that the : . . .
data at the level of individual sources or source—destination pairs satisfactory answers to the following two questions. 1) What is

are consistent with the Noah Effect. We also discuss implications the physical “expl_anation” for the observed self-similar nature
of this simple physical explanation for the presence of self-similar of measured traffic from today’s packet networks? 2) What is

traffic patterns in modern high-speed network traffic for 1) the impact of self-similarity on network and protocol design
parsimonious traffic modeling, 2) efficient synthetic generation 5nq performance analysis?
of realistic traffic patterns, and 3) relevant network performance

and protocol analysis. In this paper, we present an answer to the first question

by providing the appropriate mathematical results and by
validating our findings with detailed statistical analyzes of
high time-resolution Ethernet traffic measurements. In partic-
ular, we provide a plausible and simple explanation for the
observed self-similarity of measured Ethernet LAN traffic in
. INTRODUCTION terms of the nature of the traffic generated by the individual

TARTING with the extensive analyzes of traffic measources or source—destination pairs that make up the aggregate
Ssurements from Ethernet local-area networks (LAN'§)acket stream. Developing an approach originally suggested
_ . _ by Mandelbrot [31], we show that the superposition of many
o SETRL ecelved Ocober 21, 1995, evaed . 1T, 1996, pfr¥rictly altenating) independent and identcally distributed
Willinger and M. S. Tagqu were supported in part by the NSF under Grafiti.d.) ON/OFFsources, each of which exhibits a phenomenon
NCR-9404931. M. S. Taqqu was supported in part by the NSF undeplled the “Noah Effect,” results in self-similar aggregate

Grant DMS-9404 093. This paper was presented at the ACM/SIGCOMM’ g . . .
Conference on Applications, Technologies, Architectures and Protocols% ﬁ.fflc. Here, by a St”CtIy alternatlr@N/OFFsource’ we mean

Computer Communication, August 28—September 1, 1995, Cambridge, MA. model where thé@ON- and OFF-periods strictly alternate,

W. Willinger is with the AT&T Labs-Research, Murray Hill, NJ 07974\where theON-periods are i.i.d., th©FF-periods are i.i.d., and
USA.

M. Tagqu is with the Department of Mathematics, Boston Universit;},Nhere the ON- and OFF—perlod sequences are mdependent
Boston, MA 02215 USA. from one another. The ON- and OFF-periods do not need
California Institute of Technology, Pasadena, CA 91125 USA.

D. V. Wilson is with Bellcore, Morristown, NJ 07960 USA. the well-known framework of thes®N/OFF source models

Publisher Item Identifier S 1063-6692(97)01639-7. (also known as “packet-train models”), we identify the Noah

Index Terms—Fractional Gaussian noise, infinite variance,
LAN traffic measurements, long-range dependence, packet-train
model, self-similarity.

1063-6692/97$10.001 1997 IEEE



72 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 5, NO. 1, FEBRUARY 1997

Effect as the essential point of departure from traditionalficant for answering the second question (possible impact
to self-similar traffic modeling. Intuitively, the Noah Effectof self-similarity on network and protocol design and per-
for an individual ON/OFF source model results iON- and formance analysis). Starting with the work by Norros [35],
OFF-periods, i.e., “train lengths” and “intertrain distancesthere has been mounting evidence that clearly shows that
that can be very large with nonnegligible probability. Irthe performance of queueing models with self-similar inputs
other words, the Noah Effect guarantees that e@blHOFF can be radically different from the performance predicted by
source individually exhibits characteristics that cover a wideaditional traffic models, especially by Markovian models
range of time scales. The Noah Effect is synonymous wifke.g., see [8], [9], and [12]). Here we complement this evidence
theinfinite variance syndromethe empirical observation thatby illustrating the practical relevance of our findings for 1)
many naturally occurring phenomena can be well describpdrsimonious traffic modeling for high-speed networks, 2)
using distributions with infinite variance (for references, seafficient simulation of actual network traffic, and 3) analyzing
[44], [42], and [53]). Mathematically, we usbeavy-tailed queueing models and protocols under realistic traffic scenarios.
distributions with infinite variance (e.g., Pareto or truncated Two previous studies of LAN traffic measurements are of
stable distributions) to account for the Noah Effect, and thmarticular relevance in the present setting. Jain and Routhier
parametera describing the “heaviness” of the tail of such19] used packet data collected at a ring network at MIT and
a distribution gives a measure of the intensity of the Nogiroposed a “packet-train” ((N/OFF) source model in order
Effect. We also provide a simple relation betweerand the to capture the observed burstiness in actual packet streams.
Hurst parametef!, where the latter has been suggested in [2T) this context, our results show that packet-train models are
as a measure of the degree of self-similarity (or equivalentlgonsistent with measured Ethernet LAN traffic collected at the
of the “Joseph Effect”) of the aggregate traffic stream. level of individual source—destination pairs—once the Noah
In sharp contrast to our findings, traditional traffic modelingzffect for the packet-train lengths and the intertrain distances
when cast in the framework oON/OFF source models, has been accounted for. By doing so, some of the shortcomings
without exception assumes finite variance distributions fof the original packet-train modeling approach (e.g., lack
the ON- and OFF-periods (e.g., exponential distribution, geoef any physical interpretation, arbitrary choice of crucial
metric distribution). These assumptions drastically limit theparameter values) are remedied; in particular, the use of infinite
ON/OFF activities of an individual source, and as a resulyariance distributions for packet-train lengths and inter-train
the superposition of many such sources behaves like whilistances implies that packet-trains (and inter-train distances)
noise in the sense that the aggregate traffic stream is veah be sensibly defined on all (or a wide range of) time scales.
of any significant correlations, except possibly some in ths a result, the need to pre-select a time scale that lacks
short range. This behavior is in clear contrast with measurptysical interpretation and is often arbitrary can be avoided. Of
network traffic (for details, see, for example, [28]). Notgarticular importance to our work are Gusella’s extensive stud-
that the results of the present study suggest yet anothies [14]-[16] of traffic measurements from a 10-Mb/s Ethernet
equally simple, statistical method for distinguishing betwedrAN. In view of the results discussed in the present paper,
traditional and self-similar traffic: an analysis of networlGusella’s work falls strictly within the traditional approach
traffic that checks for the presence or absence of the Naahtraffic modeling: phenomena like the Joseph and Noah
Effect in the traffic generated by the individual sources dEffects are attributed to nonstationarity in the data and are
source—destination pairs. To demonstrate the effectivenessgnfored in subsequent data modeling. Naturally, the resulting
such an analysis, we used two Ethernet traffic traces, generateatiels, based on burstiness characterizations using indices of
by about 100 and 3200 individual sources (resulting in abodispersion, are adequate only over a limited range of time
700 and 10000 active source—destination pairs), respectivedgales. Note that certain types of nonstationarity can indeed
The data were collected at the Bellcore Morristown Researpbtentially imitate long-range dependence. However, applying
and Engineering Center (MRE). One of the data sets is rapw methods for testing the long-range dependence hypothesis
resentative of Ethernet LAN traffic (consisting of all internahgainst certain nonstationarity alternatives (e.g., see [49] and
Ethernet packets), was collected in August of 1989, has bdéi]) shows that the long-range dependence hypothesis cannot
studied extensively in the past (at the aggregate packet leveB, rejected for the majority of Ethernet traffic measurements
and was, in fact, part of the analysis presented in [27]. Tleensidered in [27]. Thus, our approach suggests a viable
second data set represents a recent (December 1994) colleaiternative: by expanding the range of traditional traffic models
of high time-resolution WAN traffic measurements (consistinp account for the Joseph and Noah Effects, it is possible to
of all “remote” Ethernet packets, i.e., all packets destined fdescribe these phenomena in a stationary setting. The benefits
points outside of Bellcore or for Bellcore from the outside)or doing so include new insights into the time dynamics of
and includes applications such as WWW and Mbone. Timgh-speed network traffic, and the applicability of simple
motivation for including this second data set was to checkodels for the very complex traffic patterns observed in
whether WAN traffic self-similarity can be explained the samiday’s networks.
way as LAN traffic self-similarity or requires a different The rest of the paper is organized as follows. In Section I,
approach. we consider the superposition of ma@N/OFFsource models
Although the main objective of this paper is to providand present the convergence theorems that form the basis of
an answer to the first question (physical “explanation”), ounur approach. In contrast to [52] where we assumed a special
results concerning individual source behavior are clearly sigind of ON/OFF sources, we consider here the more com-
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monly usedON/OFF source model with strictly alternatingpacket arrivals). In that model, however, tB&\- and OFF-
ON- andOFF-periods. Due to space limitations, a proof of th@eriods did not strictly alternate: they were i.i.d. and hence
main result and generalizations thereof will appear elsewhene ON-period could be followed by othe®N-periods, and
(see the companion paper [54]). In Section lll, we discussy OFF-period by otherOFF-periods. The model was a
the available traffic measurements and present our statisticgatively straightforward extension of the one first introduced
analysis of these data, concentrating on detecting the Noah BEf-Mandelbrot [31] and Tagqu and Levy [46]. The processes
fect in LAN traffic generated by individual source—destinatiowe describe here have strictly alternati@N- and OFF-
pairs. Finally, in Section IV we illustrate the significanceeriods and agree therefore with tB&/OFF source models
of the presence of the Noah Effect at the source level andmmonly considered in the communications literature. The
its implications for aggregate traffic streams with a numb&@N- and OFF-periods, moreover, may have different distribu-
of examples that are of practical importance for the desigions, either with infinite or finite variance (a partial treatment
and performance analysis of modern communication networs the finite variance case can be found in [24]). Although
and protocols. We conclude in Section V by outlining ouour main result is essentially the same as in [52], namely,
current work focusing on an application-level based physiclat the superposition of many such packet-trains exhibits,
explanation of traffic self-similarity in a WAN environment. on large time scales, the self-similar behavior that has been
observed in the Ethernet LAN traffic data and WAN traces
Terminology (see [27] and [37]), the case of strictly alternati®iN/OFF

The main themes of this paper are “long-range dependenggurces is much more delicate, and we provide a rigorous proof

. LT . in [54]. Motivated by our earlier work in [52], Heatét al.
and “self-similarity.” In general, these two notions are njqﬂ have independently obtained a broof for the asvmptotics
equivalent; the former involves the tail behavior of the auto- P Y P ymp

of the tail decay of the autocorrelation function of a heavy-

forirf;ﬁtl(;gffeurgigotﬂé)fssa?itr?“%gigv%?ifstﬁgef?ﬁi'\[ghcljliiqtgr?s:i:ar”ed ON/OFF source that is essentially identical to the one
ypically 9 resented in [54]; they also give the precise rate of decay. For

distributions of a continuous time or discrete time proce telated work, see also [29]
However, Cox [5] introduced the term “exactly second-order ' '
self-similar” for stationary sequences whose aggregated pro-

cesses possess the same nondegenerate autocorrelation finElomogeneous Sources

tions as the original process (“asymptotically second-orderSuppose first that there is only one source and focus on
self-similar” has been defined in a corresponding way). In viethe stationary binary time serigd? (¢),¢ > 0} it generates.

of this definition, we use the terms “long-range dependenc@ () = 1 means that there is a packet at timeand

and “(exactly or asymptotically second-order) self-similarityW (t) = 0 means that there is no packet. Viewiny(t)

in an interchangeable fashion, because both refer to the &l the reward at time, we have a reward of 1 throughout
behavior of the autocorrelations and are essentially equivaleat. ON-period, then a reward of O throughout the following
In particular, when dealing with Gaussian processes—as W&F-period, then 1 again, and so on. The length of @

do in this paper—we call fractional Brownian motion as welperiods are i.i.d., those of th@FF-periods are i.i.d., and the

as its increment process (i.e., fractional Gaussian noise) sédiigths of ON- and OFF-periods are independent. TH@N-
similar; while in the former case, self-similarity refers to the@nd OFF-period lengths may have different distributions. An
scaling behavior of the finite dimensional distributions of ®FF-period always follows a®N-period, and it is the pair of
continuous time process, in the latter case it is understo@iN- and OFF-periods that defines an interrenewal period.

to mean exact second-order self-similarity and is synonymousUp to this point, we have considered only one source.
with long-range dependence. (For a related discussion, see &gppose now that there aké i.i.d. sources. Since each source
Taqqu, Teverovsky and Willinger [47].) The context in whictsends its own sequence of packet-trains it has its own reward
these notions appear will typically resolve any potential cosequencelW ™) (¢),¢ > 0}. The superposition or cumulative
fusion. Note also that long-range dependence (Joseph Effepgicket count at time is X2_ W(™)(¢). Rescaling time by
self-similarity (regardless of the specific definition), as welt factor 7", consider
as infinite variance (Noah Effect) are convenient mathematical e/ M
idealizations (just as Markov processes and Brownian motions Wi, (Tt) = / < Wwim) (u)> du
are) and can never be fully validated from finite data sets. As 0

we will show, however, these idealizations offer simplification

and clarity and capture in a parsimonious manner importdf€ aggregated cumulative packet counts in the intgévalt].
characteristics of the data at hand. The terms “Joseph Efic¥fe are interested in the statistical behavior of the stochastic

and “Noah Effect” were coined by Mandelbrot [33]. process{ Wy, (1), ¢ > 0} for large M and T’ This behavior
depends on the distributions on ti@N- and OFF-periods,

the only elements we have not yet specified. Motivated by
the empirically derived fractional Brownian motion model for
In [52], we presented an idealiz&dN/OFF source model aggregate cumulative packet traffic in [52], or equivalently,
which allows for long packet-trains©@N’ periods, i.e., periods by its increment process, the so-called fractional Gaussian
during which packets arrive at regular intervals) and longpise model for aggregate traffic (i.e., number of packets per
inter-train distances OFF’ periods, i.e., periods with no time unit), we want to choose these distributions in such a

m=1

Il. SELF-SIMILARITY THROUGH HIGH-VARIABILITY
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way that, asM — oo and T — oo, {W5,;(T¢),t > 0} normalization factors and the limiting constants in the theorem
adequately normalized i$oym B (t),t > 0}, where oy, below depend on whether
is a finite positive constant any is fractional Brownian
. . : . . . _ 1(t)
motion the only Gaussian process with stationary increments A = lim ¢*27t
that is self-similar. By self-similar, we mean that the finite- fee La(t)
dimensional distributions of 7-# By (Tt),t > 0} do not is finite, zero, or infinite. If) < A < 0o, S€taymy, = a1 = az
depend on the chosen time scéle The parameteil /2 < 212 + play)
H <1 is called theHurst parameteror the index of self- Ofm = 12 - H102
similarity. Fractional Brownian motion is a Gaussian process (b1 + p2)°L(4 = ctnin)
with mean zero, stationary increments and covariance functidnon the other handA = 0 or A = o, set
EBy(s)By(t) = (1/2){s* +42H —|s—t|?H}. Its increments 9,2 .
G; = By(j) = Bu(j —1),j = 1,2,--- are calledfractional od = ““}f‘amm and L= L,
Gaussian noiseThey are strongly correlated: (i + 162)°L'(4 = Qi)
. . oH_2 where min is the index 1 i\ = oc (e.g. if a1 <o) and is

EGu()Gu(G+ k)~ HCH = DETT5,as koo e 2 ifA = 0, max denoting the other index.)We claim
whereay, ~ b, meansay /by — 1 ask — oc. The power law that under the conditions stated above the following holds:
decay of the covariance characterizes long-range dependencéheorem 1:For largeM andT, the aggregate cumulative
The higher theH the slower the decay. For more informatiorpacket proces$Wy; (1't),¢ > 0} behaves statistically like
about fractional Brownian motion and fractional Gaussian p1 -
noise, refer for example to Samorodnitsky and Tagqu [42, Ch. TMmt +T"V L(T)MoyumBr (t)
7]. . )

To specify the distributions of th@N/OFFperiods, let whereH = (3—umin)/2 andomy, is as above. More precisely,

and L=1L,

fi(z), Fi(z) = /0’” fi(w) du, Fi(x)=1-F(z) <WX4(Tt) - TMLQ

p1 + 2

£ L LA M =B ()
= [ o) do @
0
o2 :/ (z — p1)2 f1(z) do vv_here/;lim means convergence in the sense of the finite-
0 dimensional distributions.

denote the probability density function, cumulative distribution Heuristically, Theorem 1 states that the mean level given
function, complementary (or tail) distribution, mean lengtRY 7'M (111/(pn + pi2))t provides the main contribution for
and variance of arON-period, and let fs, Fy, Fae, i, 03 large M and T’ Fluctuations from that level are given by
correspond to a®FF-period. Assume, as — oo, the fractional Brownian motiowry;,, B (t) scaled by a lower
order factor TH L(T)Y/2M*/2. As in [46], it is essential
either Fi.(z) ~ f1z~* Li(z) with 1< a; <20rof <oo  that the limits be performed in the order indicated. Also
note thatl < a,i, <2 implies 1/2 < H <1, i.e., long-range
dependence. Thus, the main ingredient that is needed to obtain

either Fao(z) ~ Loz =2 Ly(z) With 1 < ap <2 0r 03 < 00 an H >1/2 is the heavy-tailed property

and

where £;>0 is a constant and.; >0 is a slowly varying  Fje(z) ~z7% Lj(z), as z— o0, 1<a;<2 (2)

;u:f)tl?:noftel)?grwtﬁé??&? ggﬁﬁ%ggg%ﬁé@ ; ;f(?cr):;tgntfor the ON- or OFF-period; i.e., a hyperbolic tail (or power law
) PeL; ymp decay) for the distributions of th@N- or OFF-periods with an

to log z, to (logz) ™!, etc. Since the functiod.; will be used .- . "
as normalization in (1) below, it is preferable not to absorf between one and two. A similar result obtaingify, (T't)

the constant; into it. (We also assume that either probabilit;'/s Ir:irilzce:joggl otfh'(la'hceuor?;rlr?tllveanirggfgliggggaeggﬂ]}esuIts to
densities exist or thaf’;(0) = 0 and F; is nonarithmetic, P a9

where F; is called arithmetic if it is concentrated on a set O?Ilow for the case of heterogeneous sources, for a detailed

points of the formo) ), <21, -~ Note that the mean, ,>SC8 0 B T TEUR8 GebRnst 1 (0 Be B
is always finite but the variance; is infinite whena; <2. 2 P prop : g

For exampleF; could be Pareto, i.eE).(x) — Kz~ for analogue of Theorem 1, see the companion paper [54].

x> K>0,1<a; <2 and equal zero for < K, or it could

be exponential. Observe that the distributiafis and > of IIl. ETHERNET TRAFFIC MEASUREMENTS

the ON- and OFF-periods are allowed to be different. One AT THE SOURCE LEVEL

distribution, for example, can have a finite variance, the otherln this section, we first describe two sets of Ethernet traffic

an infinite variance. measurements that will be analyzed in detail. The first data set
In order to state the main result, we need to introduce sonseused to support our claim that the self-similar nature of Eth-

notation. Wherl < «; < 2, seta; = £;(I'(2 — «;))/(e; — 1).  ernet LAN traffic is caused by the presence of the Noah Effect

When o7 <oo, seta; = 2,L; = 1 anda; = o7. The in the traffic generated by the individual source—destination
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pairs that make up the aggregate packet stream. The dgiteen data set), but only approximate results at the microscopic
consist of one hour worth of Ethernet LAN traffic and idevel (i.e., estimating the intensity of the Noah Effect, that is,
representative of the Ethernet LAN traces considered in [2Fdint estimates fot). In this paper, we have made a conscious
which have been shown to be consistent with (second-orddgcision in favor of data-intensive heuristics. As a result,
self-similarity. The other Ethernet LAN traces analyzed in [27f}recise point estimates for the indexappearing in (2) and
reveal a similar behavior (not shown here) in terms of thmeasuring the exact intensity of the Noah Effect for a given
Noah Effect of the underlying source—destination pairs arsdurce or source—destination pair are of secondary interest;
could have been used for our purpose as well. we are primarily concerned with determining rangesoef

The motivation to include a second data set is as followgalues that are consistent with the data representing individual
Recall that some of the traces analyzed in [27] are comprisgaurce—destination pairs.
entirely of “remote” Ethernet packets and hence represent what
is typically referred to as wide-area network (WAN) traffic.
Since these WAN traces have also been shown in [27] fe Traffic Measurements
be consistent with (asymptotic second-order) self-similarity, The first set of traffic measurements is the busy hour of
it is natural to pose the question whether WAN traffic selthe August 1989 Ethernet LAN measurements presented and
similarity can be explained in the same way as LAN traffignalyzed (and denoted by AUG89.HB and AUG89.HP in [27,
self-similarity, namely in terms of the Noah Effect exhibitedrable 1]); for further details about this data set, see [28]. In
by the underlying source—destination pairs that make up thedition to the information about time stamp and size (in bytes)
aggregate traffic, or whether WAN traffic points toward af every (internal) Ethernet packet seen during this hour, the
different physical explanation, possibly at the application levelata set also contains the source and destination address of
To this end, we could have considered one of the WANach recorded packet. During this busy hour, 105 hosts sent
traces previously analyzed in [27], but we decided instead @ received packets over the network (out of 121 hosts that
choose as our second data set a more recent, hour-long WAdke active during the whole 27-h long monitoring session).
traffic trace that contains World-Wide Web (WWW) as weliThe source—destination matrix (based on Ethernet addresses)
as Mbone traffic. The findings reported below, however, appiprresponding to this set of traffic data is depicted in Fig. 1,
to the earlier WAN traces as well. where we also indicated the activity level (i.e., total number of

The two data sets result in about 500 and 10000 actiggtes sent by an individual source or source—destination pair,
source—destination pairs, respectively. These numbers presgiinalized by the total numbers of bytes sent by all hosts
a considerable challenge when trying to investigate in during this period) for each source (see marginals aleng
statistically rigorous manner the presence of the Noah Effestis), for each destination (marginals alogpeaxis), and for
in the traffic streams generated by all or a large part ebch individual source—destination pair. Notice that out of
these individual active source—destination pairs. Clearly, 14 025 possible source—destination pairs, only 748 or about
compromise is needed between making the analysis “fuly8% were actually sending or receiving packets (this effect
compelling” and keeping at the same time the amount of wotias also been observed in previous traffic studies, e.g., [7],
at a reasonable level. Being “persuasive” is perhaps all we @6]). The most active hosts were sources 1, 7, 11, 27, 32, 58 (6
achieve under these circumstances, in addition to providiggin-3 fileservers), sources 2 and 47 (2 DEC 3100 fileservers),
mathematical and statistical rigor, setting a reasonable standswdrce 34 (a Sun-4 server), sources 6, 15, 20, 25, 30, 63 (6
for future empirical and statistical analysis of such dataliskless Sun-3 clients), source 8 (a DEC 3100 client), and
and motivating other researchers to reproduce our resultsurces 10 and 17 which served as routers. Only about 5%
in different network environments. Thus, one of the maiof the traffic on this network waexternal i.e., destined for
objectives of this section is to illustrate the use of exploratoryachines on other networks or outside the company.
data analysis tools that can assist in extracting essentiaWhile the first data set consists of LAN traffic, the second
information out of an abundance of traffic measuremendiata set is made up entirely edmotetraffic, i.e., of packets
without an extraordinary effort. While some of the toolslestined for points on the Internet outside of Bellcore or
applied below are well known, others are less familiar arfdr Bellcore from the outside, and represents what is usually
will be explained in more detail as they are used. referred to as WAN traffic. More precisely, the second data set

A delicate compromise is also needed between “theorgbnsists of a “typical” hour of traffic gathered from the stub
and “practice” of parameter estimation for heavy-tailed dat&thernet between the router provided by Bellcore’s Internet
Parameter estimation for heavy-tailed distributions is an actigervice provider and a second Bellcore-controlled router that
area of research, the few known estimation procedures (sgdorces security. For this data set, the number of active hosts
below), which are theoretically reasonably well understodttased on IP addresses) turns out to be about 3500, while
can perform quite erratically in practice, and some theoretidhle percentage of active to possible source—destination pairs
results (e.g., confidence intervals) for these procedures @&@eabout 0.25%. The most active host in this data set was
known to hold only under conditions that often cannot béhne machine outside of Bellcore that séfibonepackets (see
validated in practice. The resulting balancing act favors dataelow and Section IlI-F for more details regardiMpong.
intensive heuristics over unfounded statistical rigor, and typMso included in the most active machines were four machines
cally results in strong empirical evidence at the macroscopiatside of Bellcore supplying data in response to file transfer
level (i.e., for or against the presence of the Noah Effect in(&TP) sessions, along with one Bellcore host supplying file
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105+ oo This process resulted in 105 individual time series representing
N : e the packet arrivals on the Ethernet from the 105 hosts that
o ' ;1”:’:26 were active (i.e., sent or received packets) during this hour.
o T . ;,‘;}%((594)) Furthermore, separating the packets generated by a given
: v | deqoer source depending on the packet’'s destination address yields
H a total of 748 time series corresponding to the number of
Tagh e e b active source—destination pairs. In view of the results presented
* . in Section 1l, we are thus faced with the challenging task
60 A L . of analyzing 748 time series with sufficient statistical rigor
b : and accuracy to conclude whether or not these data support
; . v, 0, our physical explanation for self-similarity, i.e., whether or
47 PRI B not the data are consistent 1) with t&/OFF traffic model
O B ° , assumption for individual sources or source—destination pairs
30 Trau 8 ' . ' ' and 2) with the crucially important assumption of the Noah
LA e o Effect for the correspondin@N- and OFF- periods. To this
’ oo e e ‘ end, our goal is not to provide a single point estimate for
: : ‘ N B the intensity« of the Noah Effect, but to examine if there is
I R I T evidence for the Noah Effect in the data and if so, to determine
O e T L T the “typical” range ofa-values. Note that because of the basic
relation H = (3 — «)/2 (see Theorem 1), the earlier findings
in [27] of H = 0.90 for the time series of (aggregate) packet
, , | , | | . | counts suggests the presence of the Noah Effect with a low
0 15 30 45 60 75 90 105 «a-value of about 1.20.
For the purpose of checking the appropriateness of the
Source# ON/OFF traffic modeling assumption for individual sources
Fig. 1. Source-destination matrix for the August 1989 traffic data set. Of Source—destination pairs, we first make use of a simple
exploratory data analysis tool calléextured dot strip plobr
simply textured plot originally proposed in [50] and subse-

transfer, E-mail, and Domain name service to the outsidle,niy incorporated intXGobi a tool for interactive dynamic
world. Other active hosts included one Bellcore host supplyi aphics and analysis of multidimensional data (see, e.g

Network News to the outside and three machines supplyifiigayy ntuitively, the idea of textured plots is to display one-

news to Bellcore. Of the two Bellcore machines mentioneg o gjonal data points in a strip in an attempt to show all data
above, one is a Sgn Sparcserver 690MP and the other (s individually. Thus, if necessary, the points are displaced
_network news_sqppller) is a Sparc-1. Note th_at all remote traf{ rtically by small amounts that are partly random, partly

'S bandW|dtr_1 "”.“ted b_y Bgllcore’s 1'5'Mbls. I|nI_< to the outside. ;g rained. The resulting textured dot strip facilitates a visual
W(.)rld' A brief investigation of what applications generategssessment of changing patterns of data intensities in a way
this .second hour-long data set revealed that a new Inter@ler petter-known technigues such as histogram plots, one-
service calledMbone(see, e.g., [11]) was responsible for OV€liimensional scatterplots, or box-plots are unable to provide,

0 9 X _ _ _
\E/’\?/‘; do\f/vtge \r/scgrd\/?/mﬁ!c f('n bytes). Apothler SEervice, th(?Spemally in the presence of extreme values. To illustrate
or ide Web ( ) information retrieval service (Seethe effectiveness of textured plots for assessing the bursty or

e'g.’vg/l\/]\;{/\/mad?f' up 9.4% of the_tot;ﬂ trfgffic.dNeither Mbon.%N/OFF nature of traffic generated by an individual source

nor £ th tral_lc \\;VVZT\I present 'ndF 3 _|rst27 atg sgt, NOr Br source—destination pair, we display in Fig. 2 six textured

any o the earlier traces stu led n [27] EIVICES SUots associated with source 10 (other sources result in similar

as file transfer (14.5%), telnetrlogin (2.8%), electronic m lots). Each point in the plots represents the time of a packet
0, 0,

(SMTP) (3.2%) and Network News transfer (NNTP) (12.2% rrival. Serving as a router, this source contributed 1.85% to

still present significant components of the total traffic but Qe overall number of packets and sent data to 25 different

longer dominate it. destinations. The top plot in Fig. 2 represents the textured
dot strip corresponding to the arrival times of all packets
originating from source 10 (there are 26 330 packets), and
We consider here the first data set that has been shothe subsequent five panels result from applying the textured
in [27] to be consistent with second-order self-similarityplot technique to the arrival times of all packets originating
with a Hurst parameter off ~ 0.90 for the time series from source 10 and destined for sources 1, 18, 70, 13, and
representing the packet counts per 10 ms. This conclusibn, respectively. These five source—destination pairs were
was reached by treating the Ethernet packets as black boxesponsible for 5901, 4050, 3407, 2135, and 1918 packets,
i.e., without using any information contained in the packeespectively, and make up about 66% of all the packets
header fields. In contrast, for the present study, we extracgeherated by source 10.
from the header field of each packet monitored during this Fig. 2 supports two important observations regarding the
hour the corresponding pair of source—destination addresdmssty behavior of traffic generated by 1) a reasonably active

Destination#

B. Textured Plots and the Packet-Train Assumption
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Fig. 2. Textured plots of packet arrival times for (top to bottom) source 10 and source—destination pairs 10-1, 10-18, 10-70, 10-13, and 10-17.

individual source (e.g., source 10) and 2) a “typical” individuab greatly facilitated by use of of the corresponding textured
source—destination pair (e.g., source—destination pair 10-18pt of packet arrival times.

First, a close look at the top plot of Fig. 2 (source 10) clearly

reveals_ the burstiness expecFed from actual packet traffic, @.tChecking for the Noah Effect

offers litte hope for supporting thON/OFF nature of the Next, we illustrate the techniques used for determining
underlying traffic that gave rise to this strip plot. The plot “t;he presence or absence of the Noah Effect for @

even more discouraging from the point of view of hoping for ) ) :
S o . . ; and OFF-periods derived from the traffic data generated b
some “objective” criterion for identifyingODN/OFF periods. per W ! 9 y

) . individual sources or source—destination pairs. In the case
However, a glance at the five source-destination plots \fhere the data are found to be consistent with the Noah
Fig. 2 makes th©N/OFF behavior of the traffic generated bygtfact, these techniques also allow for fast procedures (partly
the individual source—destination pairs immediately appareReuristic, partly rigorous) for estimating the intensityof the

There is little question of what is meant by @N- or OFF-  Noah Effect. As we will demonstrate, these techniques work
period, and subsequent extraction of the lengths of@e best when applied in combination with each other and with
and OFF-periods from a given source—destination traffic tracattention to the physical structure of the data. Specifically,
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Fig. 3. Complementary distribution plots faDN-periods (top left) and Fig. 4. Hill estimate plots folON-periods (top left) andDFF-periods (top
OFF-periods (top right) for the source—destination pair 10-18, using a thregight) for the source—destination pair 10-18, using a threshold valtie=o2s;

old value oft = 2s; for a sample from arexponential distributiorthat for a sample from arexponential distributiorthat matches the mean of the
matches the mean of th@N-periods (lower left), and for a sample from aON-periods (lower left), and for a sample fromRareto distributionthat
Pareto distributionthat matches the mean of ti@FF-periods (lower right). matches the mean of tl@FF-periods (lower right). (The vertical solid, dotted
(The vertical solid, dotted and dashed lines indicate that 10%, 20%, and 58%l dashed lines indicate that 10%, 20%, and 50% of the largest order statistics
of all data points are to the right of the respective lines.) have been included in the Hill estimation calculation.)

we make extensive use @omplementary distribution plots @S its right tail are concentrated on a more narrower range of
(related to thegg-plot method [23]) andHill's method [18], #-Values; in addition, the tail of the exponential distribution
[41] for estimatingc. falls off much faster than the f[ail _of th@Nrperiods.. On

In order to determine the presence or absence of the NdBR other hand, the Pareto distribution covers practically the

Effect in a given data set, we take logarithms of both sides 8*Me range of time scales as the empirically obseE&-
relation (2), obtaining, as — oo, periods and matches the straight line behavior of the data over

practically the wholez-axis.
log Fje(z) ~log(lj) — ajlog(z),  1<a;<2. (3)  While complementary distribution plots often provide solid
Using complementary distribution plots, i.e.. plotting (on gvidence for or against the Noah Effect in a given data
nd P y cisTiution p I plotting ( et the eyeballing method described above for producing a

log — log scale) the complementary empirical distributio ; ) .
function of a sample that was presumably drawn from rgugh estimate forv is cumbersome and unsatisfactory. A

distribution that exhibits hyperbolic tails (i.e., satisfies (2)Fiaustically more rigorous method for estimating the intensity

results in an approximately straight line for largevalues, gf th(_ab l\éo_ahlBEffect izlkn%w_nﬂaﬁill's estimator dand is
with a slope of—a, 1 < a < 2. To illustrate the effectiveness d€Scribed in [18] (see [41]). Briefly, léf;, Uy, -- -, U, denote,

of this technique for the data at hand, we concentraf® €xample, the observe®N-periods, and writelU;) <

on source—destination pair 10-18 (Fig. 2, panel 3); oth&y2) < - < Ugy for the corresponding order statistics. The

source—destination pairs yield similar results. Based on It Il estimator of « is

textured plot, we define a®FF-period to beany interval of i=k—1 -

lengtht > 2 seconds that does not contain any packeis, in G = <1//€ > (logUn—sy — log U(n—k))> 4)

turn, defines th@ON-periods unambiguously and results in a =0

total of 2020N-periods and the same number@FF-periods where the choice ofl <k < n indicates how many of
for this source—destination pair. (We will return to the issudgbe largest observations enter into the calculation of (4).
of the particular choice of the threshal@nd of the robustnessIn practice, one plots the Hill estimatat, as a function

of our results under different threshold values in Section IlI-Df %k, for a range ofk-values. In the presence of a tail
below.) Fig. 3 depicts the complementary distribution plotsehavior in the data that is consistent with (2), a typidal

(on log — log scale) of theON-periods (top left) andOFF- plot varies considerably for small values &f (i.e., only a
periods (top right) and indicates a straight line behavior f@mall fraction of the largest observations are considered), but
large z-values, i.e., a hyperbolic tail distribution satisfyindpecomes more stable as more and more data points in the
(2) for the ON- and OFF-periods. In fact, a heuristic estimatetail of the distribution are included (often up to a cut-off
(obtained by “eyeballing” a straight line through the points tgalue, to the left of which (2) no longer holds). An apparent
the right of the dashed vertical line) yields ~ 1.7 for the straight line behavior for large-values in the complementary
ON-periods anda ~ 1.2 for the OFF-periods. To compare, distribution plot corresponds to a region/efvalues where the
Fig. 3 also includes the complementary distribution plot of Hill estimator remains stable. In the absence of such a straight
an exponential distribution with the same mean of 7.2 s &se behavior, the Hill estimator will continue to decrease as
the ON-periods (bottom left) and 2) a Pareto distribution wittk increases, a strong indication that the data are not consistent
«a = 1.2 and the same mean of 10.5 s as BEF-periods with the hyperbolic tail assumption (2). Although a number of
(bottom right). Clearly, when compared to the distribution dheoretical properties of the Hill estimator are known (see,
the ON-periods, the exponential distribution as a whole as wedlg., [40]), they typically require extra assumptions on the
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Fig. 5. An illustration of the robustness property of the Noah Effect for @e=-periods (using source 10). For threshold valdes 1.0s,0.20s, and
0.025s, the top row gives the complementary distribution plots and the bottom row the corresponding Hill plots.

underlying distribution which are essentially unverifiable isource—destination level. In the past, such reluctance has
practice. This is especially true for the asymptotic normalitiypically been based on a lack of physical interpretation or
property of the Hill estimator, which is used to comput@ntuition for defining objectively the notion of a®@FF-period
confidence intervals. (or, using the notation of Section III-C, for selecting the
This is why, in this paper, we prefer data-intensive heuristi¢sght” threshold valuet). In the packet-train terminology, the
for specifying ranges for the Hill estimator over the use giroblem is to decide in a coherent manner on the “appropriate”
confidence intervals that are theoretically exact but rely dntertrain distance, i.e., on deciding when the “departure” of
conditions that cannot be verified for a given data set. Fig.tde previous train took place and when the “arrival” of the
depicts the Hill estimate plots corresponding to the data usediext train occurs. Here we show, thas far as the Noah
Fig. 3. Recalling that each data set contains 202 observatioBffect is concerned, it does not matter how the OFF-periods
the top left plot depicts the Hill estimator for t@N-periods or intertrain distances (and subsequently, the ON-periods or
and should be viewed together with the top left plot in Fig. iacket-train lengths) have been defindd other words, the
note the region of stability in the Hill plotktvalues between Noah Effect is robust under a wide range of choices for the
20 to about 70), i.e., the tail of the distribution that is consistetitreshold valuet that we used in Section 11I-C to explicitly
with the hyperbolic decay as given in (2) contains about 408efine OFF-periods as any interval of length seconds or
of all the observations. Moreover, the Hill estimator can barger that sees no packet arrival.
readily read off from the y-axis and yields~ 1.7. Inthe case = The reason behind this insensitivity of the Noah Effect
of the Hill plot for the OFF-periods (top right) and the fitted for (nondegeneratePFF-periods to different choices of the
Pareto model (bottom right), the situation is obvious and thresholdt is the well-known scaling property of distributions
agreement with the information contained in the correspondititat satisfy the hyperbolic tail condition (2). Here, by scaling
complementary distribution plots in Fig. 3. Finally, the bottonproperty we mean that if the distribution of the random
left plot in Fig. 4 illustrates the typical behavior of the HillvariableU satisfies (2) and denotes a threshold value, then
plot when the data are inconsistent with assumption (2); ther sufficiently largew,t with « > ¢,
plot does not settle down but continues to decrease as more
and more of the smaller order statistics are included in the PU>ulU>t) ~ (E)_a7 l<a<?. (5)
calculation of the estimator. Intuitively, this behavior is caused t

by the concave shape (throughout the whelaxis) of the (See [32], [37], and [38] where this property is discussed
complementary distribution plot (bottom left plot in Fig. 3). ang used for an intuitive explanation of the Joseph Effect in
measured TELNET traffic traces.) Thus, the tail behavior of
the (conditional) distributions of/ given U > ¢, for different
D. A Robustness Property of the Noah Effect choices of the threshold, differs only by a scaling factor
Before checking for the presence of the Noah Effect in thend, hence, gives rise to complementary distribution plots (on
traffic traces generated by the remaining source—destinatiog — log scale) with identical asymptotic slopes but different
pairs, we first point out a robustness feature of the Nodaftercepts. This appealing robustness property of the Noah
Effect that should greatly diminish any reluctance towar8ffect for the OFF-periods with respect to the choice of
using ON/OFF or packet-train models at the source ois illustrated in Fig. 5 where we show the complementary
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distribution plots (top row) and corresponding Hill estimate o
plots (bottom row) for three different ways of defining the v
OFF-periods for the traffic associated with source 10 (see the &
top plot of Fig. 4). More specifically, we chogevalues that
span 3 orders of magnitude, namely 1s (left column, 313
observations){ = 0.2s (middle column, 4,537 observations),
andt = 0.025s (right column, 19250 observations). Fig. 5
confirms the robustness property of the Noah Effect unde
the different choices of, with an estimated intensity between
1.6-1.9. Recall, that our objective is not to come up with a
precise point estimate far, but to identify a range ofi-values
that is consistent with the given data. T T B T
A similar convincing robustness property of the Noah effect 109 10(80ures loadAotal load) (in bytes)
can be shown to hold foON-periods (see [52, Fig. 6]),
although slightly different arguments from the ones we used
in the case of theOFF-periods are needed to explain the
insensitivity of the Noah Effect of th@N-periods to the
different choices of the threshold(see [52, pp. 107-108])).
Thus, while there is no “natural” division in©On/OFFperiods g
at the source level, such a division becomes apparent at all (§
wide range of) times scales; moreover, these divisions appe§
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in a consistent manner. g l
E. Self-Similarity and the Noah Effect in LAN Traffic S
To facilitate the full-fledged statistical analysis of the 5 |
first data set (i.e., the busy hour of the August 1989 M . A :
traffic measurements) at the source—destination level, we log10(source loadAotal load) (in bytes)

consider in _deta" only the 1$1 mOSt a?tlve (out of a tOtqllig. 6. Summary plot of ranges for theestimates for th€©N-periods (top)
of 748 active) source—destination pairs. Together, the&ﬂiOFF-periods (bottom) of the 181 most active source—destination pairs, as
181 source—destination pairs generated more than 93%adfinction of their loads (in bytes, dog scale).
all the packets seen on the Ethernet during this hour and
represent more than 98% of the overall traffic (in bytes). Weelow 1.0”, “around 1.0”, “somewhere in the middle of the
chose to neglect all source—destination pairs that generaietrval (1,2)", “around 2.0, and “definitely above 2.0 or
fewer than about 300 packets during the whole hour. Oimconclusive”, respectively. For each source—destination pair
statistical analysis of this abundance of traffic data benefitednsidered, this categorization is based on a combination
tremendously from the observed robustness property aff 1) textured plots for visual assessment @N/OFF na-
the Noah Effects for theON- and OFF-periods and from ture of the traffic, 2) complementary distribution plots as
the availability of graphical tools that allow for effectivea quick heuristic method for checking the tail behavior of
visualization of complex data structures. a distribution, and 3) a careful interpretation of Hill plots
The summary plots in Fig. 6 were obtained by checking, f¢typically in connection with information obtained via 2]. For
each of the 181 source—destination pairs, for the presencele vast majority of source—destination pairs, the categorization
absence of the Noah Effect in their corresponding sequencepadcess worked well, slightly better for til@@~F-periods than
ON- and OFF-periods. For each source—destination pair, wier the ON-periods. Moreover, not alDN/OFFperiods fitted
typically generated five sequences ©N- and OFF-periods this framework, but the number of inconclusive cases was
using five different threshold values, ranging between 5issignificant. The results are shown in Fig. 6, where we plot
and 0.01 s. As a result of this data-intensive thresholdirigr each of the 181 source—destination pairs its load (in bytes,
procedure, we obtain for each source—destination pair twa log scale) against the range ofvalues that is consistent
ranges ofa-values (one for the correspondir@N-periods, with its traffic trace. As can be seen, in the case of Gh¢
another for theOFF-periods) that are consistent with theperiods (top plot), thex-estimates consistent with the data
data and insensitive to the particular definition®@N/OFF cover pretty much the whole intervédl,2). In comparison,
periods. More precisely, we categorize tN/OFFnature the bottom plot in Fig. 6 shows that in the case of @leF-
of each source—destination pair, depending on whether theriods, w-estimates in the lower part of the intervél, 2)
«-estimates obtained from the corresponding five differentearly dominate the picture. Note that the mathematical results
ways of defining theON/OFFperiods are more or less thein Section Il readily apply to this case involving different
same and are consistent witlrestimates in the intervals a-values for theON- and OFF-periods.
(0,0.85), (0.75,1.35), (1.25,1.75), (1.65,2.25) or (2.25,2.75),When combined, the two plots in Fig. 6 provide strong
representing the intuitively easy to define cases “definitefatistical evidence in favor of our proposed physical expla-
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nation for the empirically observed self-similarity propertgxperience drastic changes at the user and application level
of aggregate Ethernet LAN traffic, in terms of the naturwithin relatively short periods of time (see, e.g., [36]).
of traffic generated by each individual source—destination To answer these questions, we considered some of the WAN
pair that sent packets over the Ethernet. In particular, owmaces that were collected between 1989 and 1992, analyzed
analysis shows that the data at the source—destination leine[27], and found to be consistent with (asymptotic second-
are consistent with a®N/OFF modeling assumption for in- order) self-similarity. In addition, we considered another data
dividual sources or source—destination pairs, and are in stra that is described in Section IlI-A and represents an hour
agreement with the assumption of the Noah Effect for theorth of WAN traffic collected in December 1994. For each
distributions of the correspondif@N/OFF-periods. (We have of these data sets, we performed an analysis at the level of
also done extensive testing of the independence assumptionifiolividual source—destination pairs that was similar—though
the ON-periods andFF-periods and have found the data to béess detailed—to the one described in Section IlI-E for LAN
in full agreement with it; for exampleQN/OFF event counts traces. Although we use mainly the December 1994 trace to
over disjoint time intervals show, in general, no significarilustrate our findings, the results described below apply to
correlations.) In fact, one of the most astonishing findingke earlier WAN traces as well and are based on an analysis
from our analysis has been the extremely widespread aét combines techniques introduced in [27] for analyzing
often very obvious presence of the Noah Effect, expressaggregate traffic streams and methods illustrated earlier in
via relation (2), in measured source-level LAN traffic date&Gection IlI-E for dealing with individual source—destination
regardless of whether the source represents a fileservenraffic traces.
a client machine. Possible explanations for this phenomenorGiven the information provided in Section Ill-A about the
typically refer to application-level characteristics and includsecond data set, we first split the hour-long trace into two
1) an empirically observed hyperbolic tail behavior for theubsets; the first subset represents the traffic sent from the
file sizes residing in file systems such as file servers (see thachine that furnishe#bone traffic to Bellcore. It makes
discussion and references in [37]), 2) a Pareto-like tail behavigy about 52% of the total traffic (in bytes). The second subset
for measured CPU time used by a typical Unix process (seensists of the remaining, i.e., albn-Mbonepackets recorded
[26]), 3) measurements studies of an ISDN office automati@liring the given hour. Concentrating first on then-Mbone
application reported in [34] that suggests that human-computeaffic, an analysis along the lines of [27] of the aggregate
interactions occur over a wide range of time scales and thusffic (number of packets per 10 milliseconds) reveals that
may require models based on infinite variance distributiongis data set is consistent with (second-order asymptotic) self-
and—in the case of more recent LAN measurements—dimilarity, and as an estimate of the degree of the Joseph Effect
empirically observed infinite variance properties for the siz€se., the Hurst parameter), we obtain Havalue between 0.85
of documents that reside on many of today’s WWW-servegmd 0.90. After separating the aggregate traffic into traffic
(see [6]). A similar, though less thorough analysis at the levghces generated by individual source—destination pairs, we
of individual source-destination pairs (not shown here) gfet that the 300 most active (out of a total of about 10 000)
some of the other Ethernet LAN traces considered in [2gburce—destination pairs are responsible for 83% ofnibre-
shows full agreement with the above-mentioned findings aMbone traffic. Analyzing these 300 traces in the same way
demonstrates the robustness of traffic characteristics suchagibove shows again overall consistency of the data with the
the Joseph Effect (for aggregate LAN traffic) and the NoabN/OFFsource model assumption. However, in contrast to the
Effect (for individual source—destination traffic) under a varit AN traffic traces considered in Section II-E, our findings for
ety of changes (e.g., with regard to network configuration, hasle WAN traces strongly suggestvalues for the Noah Effects
population, hardware and software upgrades, user applicatiofes) the OFF-periods that are typically around 1.0 and often
that working LAN’s experience over time. even below 1.0 (implying infinite mean). On the other hand,
the a-values corresponding to th®N-periods are typically
o ] ] around 2.0 (i.e., on the borderline between finite and infinite
F. Self-Similarity and the Noah Effect in WAN Traffic variance).
In addition to discovering the self-similar nature of Ethernet Upon closer examination of the behavior of ti@FF-
LAN traffic, Lelandet al.[27] also encountered self-similarity periods, we observe that a typical source—destination pair
in traces that were comprised entirely of “remote” Etherneixtracted from a WAN traffic trace starts transmission at some
packets (i.e., packets destined for points outside of Bellcotane into the data set, transmits packets (in some fashion) for
or for Bellcore from the outside world) and represent what & random duration, and then ceases transmitting packets for
commonly called WAN traffic. Naturally, the question arisethe remainder of the data set. Clearly, the long periods of
whether WAN traffic self-similarity can be explained in thenactivity at the beginning/end of a traffic trace generated by
same way as LAN traffic self-similarity, namely in terms ofuch a source—destination pair give ris&eF-periods whose
the highly variableON/OFFnature of the traffic generateddistributions exhibit extreme heavy right tails. This property of
by the individual source—destination pairs, or whether WAMe OFF-periods is typical for all the WAN traces at hand and
traffic points toward the need for a physical explanation aidicates that WAN traffic self-similarity cannot be explained
a different level. In addition, the question of robustness @f the same simple manner as LAN traffic self-similarity,
traffic characteristics such as the Joseph and Noah Effect atsanely in terms of the highly variableN/OFFnature of the
arise in the WAN context, because WAN'’s are known tmmdividual source—destination pairs that make up the aggregate
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traffic. At the same time, the observed behavior of a typicedonious modelings still possible; we demonstrate, moreover,
source—destination pair in a WAN environment is consistetitat it gives rise to a physical explanation for the self-similarity
with the ground-breaking work by Floyd and Paxson [37] ophenomenon that is simple and fully consistent with actual
WAN traffic characterization and suggests a different—equallsaffic measurements from a LAN environment. Thus, for
simple—plausible physical explanation for the empiricallpggregate traffic measurements, insistence on parsimonious
observed self-similar nature of measured WAN traffic, buhodeling has lead to the use of self-similar (or long-range
at the level of individual applications instead of individuatlependent) processes for traffic modeling at the aggregate
source—destination pairs. We will expand on this explanatitevel. In this paper, the desire for a “phenomenological”
of WAN traffic self-similarity in Section VI. explanation of self-similarity in LAN traffic has resulted
In the case of thévbonetraffic data set, only an analysisin new insights into the nature of traffic generated by the
of the aggregate packet stream was performed. The resifiividual sources that contributed to the aggregate stream.
indicate thatVibonetraffic is asymptotically self-similar, with We identified the Noah Effect as an essential ingredient,
an H-value in the high 0.9 range. Its distinctive featurehus describing an important characteristic of the traffic in
however, is that only after aggregation levels beyond 100 rexlay’s networks by essentially a single parameter, namely
does the strong intensity of the Joseph Effect become obviotis intensity o« of the Noah Effect in theON- and OFF-
i.e., does the correlation structure bfbone traffic remain periods of a “typical” network host. Whether we consider
unchanged as aggregation levels increase further. Basedaanidealized setting involving i.i.dON- and OFF-periods
our current understanding (see Section Il) and on extensifgee [52, Theorem 1]) or strictly alternati@N/OFF sources
simulation studies (see Section IV and, especially [39]), th{see Section Il, Theorem 1) is not important for this finding.
property of Mbone traffic suggests the absence of the NoaBeneralizations accommodating more realistic conditions are
Effect for theON-periods (i.e., a corresponding intensity levepossible (see [54]), maintain the simplicity of the basic result,
for the ON-period «« that exceeds 2.0) and at the same timand may require the addition of only a small number of
the presence of a strong (i.e;values closer to 1.0 than tophysically meaningful parameters.
2.0) intensity of the Noah Effect for th@FF-periods of the  Explainin and, hence, modeling self-similar phenomena in

individual user applications that typically run ovétbone the traffic context in terms of the superposition of many
ON/OFF sources with infinite variance distribution for the

. L method for generating long traces of self-similar traffic within
Recall that the empirically observed self-similarity Property, - <onable (i.e., linear) time—assuming a parallel computing

in measured LAN traffic allows for a clear dlstlnctlon—one vironment. Indeed, the results (e.g., Theorem 1) are tailor-

statistical grounds—between traditional traffic models ar}d]ade for parallel computing: letting every processor of a

actua_l traffic collegted from working networks. The prOpose[glarallel machine generate traffic according to an alternating
ph)_/smal_ explanation pasgd on the Noah Effect (_an_ables SRI/OFF model (samex), simply adding (i.e., aggregating)

o |ant|fy the.essent|all dnfference bgtween self-similar ar{ﬂe outputs over all processors produces self-similar traffic.
traditional traffic modeling in the setting of the WeII-knownFOr example, producing a synthetic trace of length 100000

ON/OFF source models: traditional traffic modeling assumes. ' " \1aspar MP-1216. a massively parallel computer with
finite variance distributions for th®N- and OFF-periods (in 16384 processors takés on the order of a few minutes. In
fact, exponential or geometric distributions are used almqa ' i

. ) o L tct, Fig. 7 shows the result of a simulation where we used
excluswgly), while self-similar .modellng' IS .ba.sgd on th is method to generate 27 h worth of Ethernet-like traffic
assumption of the Noah Effect, i.e., requires infinite variancg w10 ms time scale (i.e., a time series of approximately
distributions. Moreover, traditional traffic modeling becomesjf_a0 ’

il fh if-simil h by choosingl 000000 observations). More precisely, our objective here
special case of the seli-simiiar approach by ChOOSINGIUES ¢ experimentally “verify” Theorem 1 in the context of the

. oo ) Iltc’ugust 1989 traffic measurements; i.e., we chese 1.2 (cor-
related to the impact of self-similarity in practice (e.g., ger}'esponding o the estimated Hurst parametelof: 0.9 that is
erating realistic network traffic, performance of networkscOnsistent with the August 1989 data sétj,= 500 (number
protocols, and controls) can be reduced to the more ba '

. A 8¥cprocessors used to generate traffic, corresponding roughly
question of the practical implications of the Noah Effect. “Po the number of active source—destination pairs during the

Eh|]scrsect|og, lwe 'HUStrfﬁe tl't:S Itrr];?f?(ft V\gtnhez(t‘f"g:]plzsngogirrgpﬁ‘bserved period), and strictly alternati®i/OFF sources with
raflic modeling, synthet 'c 9 lon, WOlhe samen-value for the distributions of th©N- and OFF-

performance analysis. periods. To check whether or not the resulting synthetic traffic
trace “looks like” actual Ethernet LAN traffic as measured
in August 1989, we plot in Fig. 7 (right most column) the
There is no question that today’s network traffic is complesynthetic trace on five different time scales, the same way it
Often, this is interpreted as saying that a mathematical modeds done in [28], the original traffic measurements (left most
of this traffic must be complicated in nature, i.e., must beolumn), and a synthetic trace (middle column) generated from
highly parameterized in order to realistically account for then appropriately matched batch Poisson process (the latter
observed complexity. One of the main results of this papervgas taken as representative of traditional traffic modeling).
that although network traffic is intrinsically complegarsi- As can be seen, our synthetic traffic passes the “visual” test

A. Traffic Modeling and Generation
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Fig. 7. Actual Ethernet traffic (left column), synthetic trace generated from an appropriately chosen traditional traffic model (middle colusgnjhetic
trace generated from an appropriately chosen self-similar traffic model with a single parameter (right column)—on five different time scaded. Differ
gray levels indicate the same segments of traffic on the different time scales.

easily, with the possible exception of the plot in the top rown Fig. 7 has essentially been accomplishedh only one

(the effect of the diurnal cycle in the 27 h trace of Etherngtarametey namely the intensityn of the Noah Effect for
traffic on the 100 s time scale becomes noticeable, especidlig ON/OFFperiods of the traffic generated by a “typical”
because it is—by definition—not part of the stationary modeker. Thus, Fig. 7 is testimony to parsimonious modeling at its
that gave rise to the top right plot). On a more rigorous levedest, and proof that today’s complex network traffic dynamics
the trace also fits the data well in a statistical sense, i.e., tt@n be modeled in a simple manner without requiring highly
estimated Hurst parameter matches the one from the datarameterized mathematical models.

Similarly striking agreement between synthetically generated

traffic and actual Ethernet LAN traces was obtained in a )

number of different scenarios, e.g., choosihfy = 16000 B- Performance and Protocol Analysis

(close to the total number of processors on the MasPar maThe practical benefits of parsimonious modeling of mea-
chine), allowing for different source types (see [54]), selectirgured network traffic become especially apparent when focus-
different a-values for theON- and OFF-period distributions ing on the potential impacts of traffic characteristics such as
(including different combinations of finite/infinite variancethe Joseph and Noah Effects on queueing and network per-
scenarios), and generating under the i.i.d. and alternatiftgmance, protocol analysis, and network congestion controls.
renewal assumptions, respectively (see Section Il). Recall ti@dearly, the appeal lies in the small number of physically
the Ethernet-like behavior of the synthetically generated traomeeaningful parameters whose practical impacts need to be in-
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vestigated. Starting with the empirical finding of self-similarityexpected to be sensitive to and take into account knowledge
in Ethernet LAN traffic data reported in [27], there has beesibout network traffic such as the presence or absence of
mounting evidence for the practical importance of the Hurtte Noah Effect in a “typical” traffic source. However, how
parameterH for traffic engineering purposes. In particularfo effectively design protocols that take such information
work in [9] and [35] (see, also, [3] and [12]) demonstratemito account remains largely an open issue. Similarly, call
a significant difference in queueing performance (expressadmission control algorithms and congestion control schemes
in terms of the queue length distribution) between traditiontiiat incorporate information about the presence or absence of
(Markovian) traffic models and those exhibiting the Josepghe Noah Effect at the source level and the Joseph Effect at
Effect. More specifically, while the queue length distributiothe aggregate level have yet to be proposed and investigated
of the former decreases exponentially fast, that of the lattgrowever, for some recent work on admission control schemes
decreases much more slowly (depending on the interdity that take source characteristics such as the Noah Effect into
of the Joseph Effect), namely like the tail of a Weibulhccount, see [20]).

distribution. In practice, not accounting for the Joseph effect at

the modeling stage can lead to overly optimistic performance

predictions and thus to quality-of-service requirements that are V. CONCLUSION

impossible to guarantee in a realistic network scenario. ThisTraditional ON/OFF source models typically assume ex-
observation is of particular importance in the context of theonential or geometric distributions for thedN- and OFF-
widely used concept oéquivalent bandwidttj10], used in a periods (or more generally, finite variance distributions). These
number of proposed call admission control schemes. At thtodels are widely used and are especially popular with
same time, the presence of the Joseph Effect in measugg@ueing and performance analysts because of their analytic
traffic does not preclude economies of scale (i.e., statisti¢gdctability. However, in recent years, it has been recognized
multiplexing gains) by multiplexing a large number of suclthat multiplexing a large number of sources with such dis-
sources (see [8]). tributions results in aggregate traffic that is inconsistent with
In view of our physical explanation that the Joseph Effeetaffic measurements from working networks. On the other
in aggregate LAN traffic is caused by the Noah Effect ihand, Jain and Routhier's packet-train models [19] which
the individual ON/OFF sources that generate the aggregatgose directly from traffic measurement studies, were criticized
stream, understanding the impacts of the Noah Effect in simplecause of their lack of a clear definition of a “train”, their
ON/OFF source models on queueing performance becomagk of suggestions for choosing the crucial model parameters,
essential and is likely to provide valuable new insights intand their lack of a physical interpretation. Motivated by the
questions related to the design of efficient protocols anriésire to provide a physical explanation for the empirically
effective controls for realistic network traffic. In fact, workobserved self-similarity property in actual network traffic, we
is already under way that provides such new insights (e.gropose in this paper to expand the range of traditional traffic
see [3] and [39]). For example, investigating the queue lengtiodeling at the level of individual sources to account for
distribution for ON/OFF traffic that exhibits the Noah Effectthe Noah Effect, i.e., for the ability of individual sources
(either directly or via a corresponding M/G/1 model), thes® exhibit characteristics that cover a wide range of time
authors show that the Noah Effect gives rise to an infinitgales (“high-variability sources”). By doing so, the criticisms
mean waiting time, i.e., to queue length distributions th#®r the ON/OFF source model as well as for the packet-
decrease much slower than a Weibull distribution (i.e., theain model are deflected. Our results in Section Il show that
corresponding distribution obtained when aggregating mathe superposition of man@®N/OFF models, each of which
such ON/OFF sources). Clearly, this is bad news from thexhibits the Noah Effect, results in aggregate packet streams
point of view of trying to keep the traffic generated byhat are consistent with measured LAN traffic and exhibits
individual sources isolated from other traffic as far into ththe same self-similar or fractal properties as can be observed
network as possible: the resulting buffer requirements it the data. Moreover, our statistical analysis in Section Il
each network node and the ensuing potential delays will benfirms the presence of the Noah Effect in measured Ethernet
overwhelming. Similarly, traffic shaping at the source malAN traffic at the source level, and demonstrates an appealing
not be feasible in practice due to the naturally occurring largebustness property that renders the stated objections against
ON-periods for these sources, which in turn would requingacket-train source models irrelevant.
huge buckets and thus give rise to unreasonably large delayBy being able to 1) reduce the self-similarity phenomenon
On the other hand, the results strongly suggest the ideafof aggregate LAN traffic to properties of the individual traffic
statistically multiplexing a large number of sources that exhibibmponents that make up the aggregate stream, 2) expressing
the Noah Effect at the earliest possible stage in the netwotke essential difference between traditional and self-similar
By doing so, the theory ([3], [17], [35]) predicts smaller buffetraffic modeling in the context of the well-know®N/OFF
requirements for the network elements and hence smalgurce models, and 3) identifying the Noah Effect as the
packet delays. The simulation results presented in [39] alswin point of departure from traditional to self-similar traffic
suggest a wide range of possibilities for protocols and contratedeling, we hope to facilitate the acceptance of self-similar
for dealing with traffic scenarios that consist of sources withaffic models as viable and practically relevant alternatives to
different combinations of infinite variance/finite variaro®&- traditional models. The benefits for doing so are immediate
and OFF-periods. For example, protocol design should bend include parsimonious and physically meaningful models
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